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APPLICATION FOR SUMMARY RELIEF 

I. INTRODUCTION 

This case arises from the efforts of the Republican Senators on the Senate 

Intergovernmental Operations Committee (the “Committee”) to “relitigate” and 

“audit” the 2020 General Election results.  The methods the Respondents propose 

to use to accomplish their goal exceed the Senate’s authority and the delegation of 

powers to the judicial and executive branches.  Their proposed audit would violate 

the privacy provisions in the Election Code and needlessly put the personal 

information of nine million Pennsylvanians in danger, without any evidence that 

would warrant the investigation the Respondents seek to conduct. 

On September 15, 2021, the Committee, led by Committee Chair Senator 

Cris Dush, issued a subpoena duces tecum to Acting Secretary of the 
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Commonwealth Veronica Degraffenreid (the “Dush Subpoena”).  The Dush 

Subpoena seeks to compel the Secretary to produce several categories of election-

related materials from the Pennsylvania Department of State (“DOS”) in the 

Statewide Uniform Registry of Electors (“SURE”) system.  The materials 

demanded under subpoena include names, dates of birth, driver’s license numbers, 

portions of social security numbers and addresses of all registered voters in the 

Commonwealth.  The issuance of the Dush Subpoena constitutes an untimely 

election contest and an unauthorized audit of election matters, in contravention of 

state statutory and constitutional law and with serious consequences to the privacy 

rights and expectations of Pennsylvania voters.   

In bringing this action, the Petitioners have asked this Court to prevent a 

violation of the Pennsylvania Election Code and the Pennsylvania Constitution and 

to protect the rights of the approximately nine million Pennsylvanians who have 

registered to vote, including the 6.9 million who voted in the 2020 General 

Election.  As set forth in their Petition for Review, as incorporated by reference 

here, and in the supporting Declaration of former Pennsylvania Auditor General 

Eugene DePasquale, attached here as Attachment A, the Petitioners ask this Court 

to grant summary relief and to order that the Dush Subpoena is unlawful and 

unenforceable. 
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II. RELEVANT FACTUAL BACKGROUND 

A. Parties To This Action 

The Petitioners here are the duly elected Pennsylvania Democratic Senators 

who serve on the Senate Intergovernmental Operations Committee and the 

members of the Senate Democratic Caucus.  The Respondents are duly elected 

Republican Senators who serve on the Committee, including Committee Chair 

Senator Cris Dush and ex officio member, Senate President Pro Tempore, Senator 

Jacob Corman, III.  Respondent Megan Martin is the Senate-elected Secretary-

Parliamentarian of the Senate. 

B. Dush Subpoena At Issue  

On September 15, 2021, the Senate Intergovernmental Operations 

Committee issued the Dush Subpoena over the objections of the Committee’s 

Democratic members.  The Subpoena was directed at the Acting Secretary of the 

Commonwealth, and seeks to compel her to produce several categories of material 

pertaining to the 2020 General and 2021 Primary Elections:  

a. A complete list containing the name, date of birth, driver’s 
license number, last four digits of social security number, 
address, and date of last voting activity of all registered voters 
within the Commonwealth of Pennsylvania as of May 1, 2021, 
by County.  
 

b. A complete list containing the name, date of birth, driver’s 
license number, last four digits of social security number, 
address, and date of last voting activity of all registered voters 
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within the Commonwealth of Pennsylvania as of November 1, 
2020, by County.  
 

c. A complete list containing the name, date of birth, driver’s 
license number, last four digits of social security number, and 
address of all individuals who voted in person in the November 
2020 General Election, by County.  
 

d. A complete list containing the name, date of birth, driver’s 
license number, last four digits of social security number, and 
address of all individuals who voted by mail-in ballot in the 
November 2020 General Election, by County.  
 

e. A complete list containing the name, date of birth, driver’s 
license number, last four digits of social security number, and 
address of all individuals who voted by absentee ballot in the 
November 2020 General Election, by County.  

f. A complete list containing the name, date of birth, driver’s 
license number, last four digits of social security number, and 
address of all individuals who voted by provisional in the 
November 2020 General Election, by County. 

 
Of these categories, the most notable are the requests for the full identifying 

information, including the names, addresses, birth dates, driver’s license numbers, 

and partial Social Security numbers for every registered voter in the 

Commonwealth, some nine million people.  Similarly notable is that the Subpoena 

also requires the Acting Secretary to disclose the method of voting for every voter 

who participated in the 2020 General and 2021 Primary Elections. 

C. Election Audit Authority And Post-Election Audits In Pennsylvania 

The Secretary of the Commonwealth operates in conjunction with the 

various County Boards of Elections and is authorized, under the Election Code, to 
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audit election results.  Under the Election Code, each County Board of Elections 

must audit election results by reviewing either two percent of the ballots or 2,000 

ballots, whichever is less.  See 25 P.S. § 3031.17.   (“Post-Election Audit”).  

During the Post-Election Audit, county boards engage in a statistical recount for all 

races, during which candidates and appointed poll watchers or attorneys may be 

present.  See id.   

The DOS is also authorized to conduct a “risk-limiting” audit.  See Pa. Dep’t 

of State, Post-Election Audits, https://www.vote.pa.gov/About-

Elections/Pages/Post-Election-Audits.aspx.  A “risk-limiting” audit is a type of 

election audit that uses scientifically designed statistical methods to verify that the 

vote tabulations following an election are accurate.  “Risk-limiting” audits are a 

supplement to the Post-Election Audit, designed to guarantee the accuracy of 

election vote counts.  

The DOS oversaw a “risk-limiting” audit after the 2020 General Election.   

(“General Election Risk-Limiting Audit”).  For the General Election Risk-Limiting 

Audit, 63 counties reviewed a statistical sample of more than 45,000 randomly 

selected ballots.  Both the routine Post-Election Audit and the General Election 

Risk-Limiting Audit confirmed the accuracy of the 2020 General Election results.  

DePasquale Decl. at ¶ 41.   
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Although the Election Code provides for Election Contests, none were filed 

within the statutory time frame.   

D. Standard Components Of A Government Audit 

In Pennsylvania, the Auditor General’s Office conducts both fiscal and 

performance audits.  Id. at ¶ 7.  Performance audits are “assessments of specific 

programs or operations that ensure that those programs or operations function as 

intended.”  Id. at ¶ 8.  Performance audits are extremely common.  Id. at ¶ 9.  Both 

fiscal audits and performance audits follow procedures laid out in the U.S 

Government Accountability Office’s Government Auditing Standards, or the 

“Yellow Book.” Id. at ¶ 10.  Yellow Book standards ensure accuracy and reliability 

and safeguard any private or sensitive information that might be involved in an 

audit.  Id. at ¶ 12. 

In well-executed Auditor General’s Office audits, a three-person team 

conducts the audit.  Each member of the team is “disinterested” in the outcome of 

the audit.  Id. at ¶ 14.  Before initiating an audit, the Auditor General’s Office will 

have conducted due diligence to ensure the proposed audit has a valid factual 

predicate. Id. at ¶ 16.  The office typically sends a letter to the entity it wishes to 

investigate.  Id. at ¶ 17.  The letter invites the entity to participate in an “entrance 

interview,” during which the parties agree on a schedule, timeline, and plan for the 

audit. Id.  During the entrance interview, the parties work out how to safeguard any 
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private information that might be at issue.  Id. at ¶ 18.   After the audit is 

completed, but before any results are published, the Auditor General also conducts 

an “exit interview” with the audited entity to review findings and correct any 

inaccuracies or misunderstandings.  Id. at ¶ 19.  

E. SURE System Audit 

In 2019, the Auditor General conducted an audit of Pennsylvania voting 

systems, including the security and accuracy of the SURE System.  Pet. for Rev., ¶ 

85; DePasquale Decl., ¶ 21.  In 2018, DOS asked the Auditor General to conduct 

an audit because it believed that Russian hackers might have attempted to breach 

the voting system.  DePasquale Decl., ¶ 22.  DOS asked the Auditor General to 

assess the security of the SURE System and to make recommendations about the 

maintenance of the voter rolls. Id. at ¶ 24.   

The two offices agreed that the audit team would review a statistical sample 

of voter data, rather than the complete voter file.  Id. at ¶ 29.  They agreed that any 

time a member of the audit team inspected sensitive data, a member of the DOS 

staff would be present to ensure that access was limited only to necessary 

information.  Id.  Some of the sensitive information may even have been blacked 

out and not viewable to the audit team.  Id. at ¶ 30.  The audit resulted in 

recommendations for improving the SURE System, which DOS implemented.  Id. 

at ¶¶ 32-33.   
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Consistent with the recommendations, DOS entered a contract with a third-

party vendor to ensure the security of the SURE System.  The contract between 

DOS and the third-party vendor included thorough requirements for maintaining 

the security of confidential voter data.  The contract also contained detailed 

provisions governing the storage and protection of DOS data, compliance with 

state and federal laws, steps for mitigating cybersecurity risk, and prohibitions on 

the unauthorized copying, use, or disclosure of DOS data.  Id. at ¶ 33.   

F. Partisan Pressure That Led To The Issuance Of The Dush Subpoena  

The Dush Subpoena arose from the political environment in which former 

President Trump has refused to acknowledge his defeat in the 2020 General 

Election and has repeatedly made claims of widespread voter fraud that did not 

exist.  Id. at ¶¶ 44-45.  As the lawsuits and other efforts to overturn the 2020 

general election failed, former President Trump pressured Republicans in states 

around the country to launch “audits” of the election results.  In response, 

Republicans in Arizona, Michigan, Pennsylvania, and Wisconsin have attempted to 

“audit” the 2020 general election results in their respective states.  Id. at ¶ 47.   

In Arizona, the Arizona State Senate hired a firm called “Cyber Ninjas” to 

conduct the “Arizona Audit.”  Cyber Ninjas lacked any experience or training in 

auditing and election administration.  The Arizona Audit lacked any of the 

necessary components of an actual audit and was replete with flaws.  Id. at ¶ 51.  
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Cyber Ninjas followed no security protocols and the data in its final report was so 

faulty that it appears Cyber Ninjas may have simply made up the numbers.  Id. at ¶  

62.  Republican members of the Committee, including Senators Cris Dush, the 

current chair, and Doug Mastriano, the former chair, traveled to Arizona to visit 

the site of the Arizona Audit and Senator Dush has publicly stated that 

Pennsylvania should conduct an Arizona-style audit.  Id. at ¶ 75.   

Partisan pressure led to an effort to conduct a post-election audit in Fulton 

County, Pennsylvania.  Id. at ¶ 67.  This audit was separate from the routine Post-

Election Audit that the Election Code mandates and the General Election Risk-

Limiting Audit that DOS oversaw.  Id.  Like the Arizona Audit, the Fulton County 

“audit” did not follow any of the procedures or meet the standards for a legitimate 

audit.  Id. at ¶ 68.   

G. The Dush Subpoena And The Efforts Of The Respondents To Conduct 
An Unauthorized Audit In Pennsylvania 

No statutory authority exists for a legislative committee or commission to 

attempt to conduct an audit of the Commonwealth’s voting systems.  Id. at ¶ 90. 

Yet, with the Dush Subpoena, the Committee is attempting to initiate an Arizona-

style “audit” in Pennsylvania.  The Republican Committee members have stated 

that the Committee intends to hire a third-party vendor to review and analyze 

private, personal voter data.  Id. at ¶ 100.  Yet, the Committee has not yet described 
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a process for scrutinizing the credentials of potential vendors, demanded 

compliance with defined security protocols, identified any potential vendors or 

selected a vendor.  Id.  The Respondents have further failed to address, much less 

comply, with the Yellow Book standards for a legitimate government audit.  Id. at 

¶ 97. 

III. RELEVANT PROCEDURAL BACKGROUND 

The Republican members of the Committee voted to issue the Subpoena on 

September 15, 2021.  Each of the Democratic members voted in opposition.  On 

September 17, 2021, the Costa Petitioners filed this action, challenging the 

Subpoena.   

On September 22, 2021, Costa Petitioners filed an Application for Special 

Relief, asking the Court to enjoin Respondents from enforcing the Subpoena and 

from entering into a contract for a third-party vendor.  Two other petitions for 

review, one filed by Acting Secretary Degraffenreid and the other filed by Senator 

Arthur and Julie Haywood, followed shortly thereafter.  The Court ordered the 

consolidation of these three cases on October 4, 2021.   

The parties agreed to an expedited briefing schedule for cross-Applications 

for Summary Relief.  In the interim, the Costa Petitioners agreed that their 

Application for Special Relief would be held in abeyance pending this Court’s 
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resolution, and the Respondents agreed not to enforce the Subpoena pending 

resolution and any appeal.   

IV. THE PETITIONERS ARE ENTITLED TO SUMMARY RELIEF AND 
THE SUBPOENA SHOULD BE DECLARED UNLAWFUL AND 
UNENFORCEABLE 

A. The Standard For Summary Relief Under Pennsylvania Law 

This Court has clearly established the standard for summary relief.  

“Summary relief under Pa. R. A. P. 1532(b) is similar to the relief envisioned by 

the rules of civil procedure governing summary judgment.”  Brittain v. Beard, 974 

A.2d 479, 484 (Pa. 2009).  Further, “[a]n application for summary relief may be 

granted if a party’s right to judgment is clear and no material issues of fact are in 

dispute.”  Jubelirer v. Rendell, 953 A.2d 514, 521 (Pa. 2008) (quoting Calloway v. 

Pa. Bd. of Probation & Parole, 857 A.2d 218, 220 n. 3 (Pa. Commw. Ct. 2004)).  

See also Pa. Appellate Law and Practice § 1532.7 (“summary relief and summary 

judgment are generally treated as interchangeable.”).  

As set forth below, the Costa Petitioners, and applicants here, are entitled to 

summary relief.  The right to relief under the law is clear.  



 
 

12 

B. The Right To Relief Is Clear 

1. With the issuance of the Dush Subpoena, Respondents are 
attempting to initiate a process with all the characteristics of an 
election contest but have failed to comply with any of the Election 
Code’s requirements for an election contest.  

In an election contest, as permitted under the Election Code, a challenger 

seeks to challenge the results of an election by alleging fraud and seeking to 

examine, on a voter-by-voter basis, the legitimacy of votes cast. 

Respondents here assert that the process they have initiated with the Dush 

Subpoena cannot be characterized as an “election contest” because, they maintain, 

they do not seek to overturn the results of the 2020 General Election.  However, as 

in an election contest under the Code, Respondents allege fraud and seek to 

examine, on a voter-by-voter basis, the legitimacy of individual votes cast in the 

2020 General Election.  Despite Respondents’ efforts to disguise the contest, their 

actions bear all the hallmarks of an election contest while meeting none of the 

jurisdictional requirements.  The Respondents’ assertion that they are not seeking 

to overturn the results is irrelevant: they are unable to make any threshold showing 

that fraud occurred, yet they are attempting to go on a fishing expedition to 

uncover non-existent “election fraud.”  In this way, the Respondents actually are 

attempting to undertake a contest of the 2020 General Election. 

Under the Pennsylvania Constitution, the authority to conduct election 

contests is vested exclusively in the judicial branch.  Pa. Const. art. VII, § 13 (“The 
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trial and determination of contested elections . . . shall be by the courts of law, or 

by one or more of the law judges thereof.”).  The Pennsylvania Constitution also 

specifies that the “General Assembly shall, by general law, designate the courts 

and the judges by whom the several classes of election contests shall be tried, and 

regulate the manner of trial and all matters incident thereto[.]”  Id.  Acknowledging 

this grant of authority to the judiciary, the General Assembly created several 

classes of election contests to be heard exclusively by the judicial branch.  See 25 

P.S. §§ 3256, 3291, 3351, 3352, 3464, 3465 (grants of power to the courts to 

adjudicate and decide classes of election contests).  With 25 P.S. § 3291, the 

legislature created the “Class II” contest, involving the “nomination and elections 

of electors of President and Vice-President of the United States,” and 25 P.S. 

§ 3351 requires that these contests are to be initiated “upon petition of at least one 

hundred electors.”  Pursuant to 25 P.S. § 3456, election contests must be filed 

“within twenty days after the day of the primary or election.”  Within five days of 

the filing of the contest, at least five of the signers must file a bond.  25 P.S. 

§ 3459.  This Court has exclusive jurisdiction of “contested nominations and 

elections of the second class.”  42 PA. Cons. Stat. § 764(1).   

“Election contest” has a specific meaning.  As this Court has explained, 

election contests regard “matters pertaining to the election process itself, such as 

the conduct of balloting according to law, the tabulation of the results, and the 



 
 

14 

return thereof. . . the bare mechanisms of accurately and honestly ascertaining and 

recording the will of the electorate.”  In re Petition to Contest Primary Election of 

May 19, 1998, 721 A.2d 1156, 1159 (Pa. Commw. 1998) (internal citation 

omitted).  Election contests arise when a petition alleges “fraud or wrongdoing on 

the part of election officials or others in the casting, computation and return of 

votes concerning the election being challenged.”  Id.  Election contests are a 

mechanism for ensuring the “honesty and validity of elections.”  In re Election of 

School Directors in Birmingham Tp., Chester County, 143 A.2d 18, 20 (Pa. 1958).   

Pennsylvania courts have consistently required that election contests must be 

grounded in factual allegations of fraud or irregularity.  Without such facts, 

petitions will be dismissed.  The Election Code requires that the “petition shall 

concisely set forth the cause of the complaint, showing wherein it is claimed that 

the primary or election is illegal.”  25 P.S. § 3456.  To be successful, the contest 

petition should allege that “the illegal acts are so irregular and the election so 

infected with fraud that the results cannot be ascertained.”  In re Contest of 

Election, for Office of City Treasurer, 162 A.2s 363, 365 (Pa. 1960).  Courts will 

dismiss contest petitions that do not state “plainly and distinctly such facts which if 

sustained by proof would require the court to set aside the result” of the election.  

Pfuhl v. Coppersmith, 253 A.2d 271, 273 (Pa. 1969).  In election contests, courts 

“will not grope in the dark, or follow a contestant on a fishing expedition, in the 
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hope of being able to find enough to enable him by the investigation to make out 

his case.”  Id. at 275.   

 

 

Respondents here have attempted to cloak their true purpose of seeking for 

non-existent election fraud by characterizing their actions as an “investigation” that 

will end in “legislation.”  Their own statements in connection with the Subpoena 

make clear that that the Subpoena’s purpose is to enable the Respondents to go on 

a fishing expedition for non-existent evidence of fraud in the 2020 General 

Election and in so doing, to undermine confidence in the 2020 election result and 

the results of future elections.  Senators Dush, Mastriano, and Corman have all 

made public statements which make clear that they doubt the election’s outcome 

was accurate (Pet. for. Rev., ¶ 75); they question whether the 2020 General 

Election was conducted “lawfully” (Pet. for Rev., ¶ 41); and they are unconvinced 

that the voters who cast ballots in the 2020 General Election did so lawfully or 

even existed (Pet. for Rev., ¶¶ 40, 51).  These statements plainly challenge the 

validity of the 2020 General Election, Yet, Senator Dush has admitted that no 

actual evidence exists of any fraudulent activity occurring in connection with the 

election.  
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By issuing the Dush Subpoena, Respondents are not embarking on an 

investigation intended to result in legislation.  Rather, as Respondents’ own 

statements demonstrate, their intention is to trade on unsubstantiated allegations of 

fraud to challenge individual votes.  They seek to conduct a de facto challenge of 

the 2020 General Election, without any initial showing of illegal conduct, in 

violation of the express delegation of election contests to the judiciary, nearly 300 

days after the expiration of the statutory deadline for bringing an election contest.  

The Subpoena should be declared unlawful on this basis.   

2. Respondents seek to conduct an audit of the 2020 election, in 
violation of the delegation of those powers to the executive 
branch. 

a. The Auditor General’s Office is responsible for conducting 
government audits in the Commonwealth  

Pennsylvania law recognizes that audits are a function of the executive 

branch.  Under the Fiscal Code, the Auditor General is empowered to conduct 

audits for the Commonwealth.  See 72 P.S. § 401 et seq. (granting to the Auditor 

General the power to conduct financial audits); see also Casey v. Pennsylvania 

State University, 345 A.2d 695, 697 (Pa. 1975) (“The fiscal code enumerates the 

auditing powers and duties of the Auditor General.”); Dept. of Aud. Gen. v. State 

Employees’ Retirement Sys., 836 A.2d 1053, 1067 (Pa. Commw. 2003) (“In 

Section 402 of The Fiscal Code, the legislature authorized the Auditor General to 

conduct special audits of the affairs of all departments, boards, commissions or 
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officers when they may appear necessary to the Auditor General and provided that 

unless the Auditor General fails or refuses to conduct annual, quarterly or special 

audits it shall be unlawful for any department, board, commission or officer to 

expend legislative appropriations to conduct an audit of its own affairs.”).   

The Auditor General, as the Commonwealth’s chief fiscal watchdog, is the 

default executive actor who is tasked with performing audits for the 

Commonwealth.  However, the General Assembly can pass legislation requiring a 

different executive actor to conduct a particular executive function, so long as the 

designation does not conflict with the Commonwealth’s constitution.  See Casey, 

345 A.2d at 697 (holding that the Auditor General did not have the authority to 

initiate suit to collect debts owed to the Commonwealth because a Pennsylvania 

statute reassigned that authority to the Pennsylvania Attorney General).  

The General Assembly has enacted legislation that allocates the 

responsibility to conduct election audits to the county boards of election.  The 

county boards conduct the Post-Election Audit by reviewing either two percent of 

ballots or 2,000 ballots (whichever is less) in their respective counties to ensure the 

integrity of the vote.  25 P.S. § 3031.17.  The General Assembly has never 

delegated the authority to audit election results to itself, nor has it ever attempted to 

conduct such an audit.  See DePasquale Decl., ¶¶ 90, 91.    
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Recent activity of both the legislative and judicial branches demonstrates 

widespread recognition that auditing is an executive rather than legislative 

function.  The General Assembly and the Judiciary explicitly authorized two 

separate and distinct post-election audits of Pennsylvania’s elections – the 

statistical sample Post-Election Audit, as conducted in every county in accordance 

with the Election Code, 25 P.S. § 3031.17, and the court-authorized “risk-limiting 

audit.” Neither authorization permits Respondents’ purported investigation.   

Further, Republican members of the General Assembly have effectively 

acknowledged that government audits are a function reserved to the executive 

branch, and not the legislative branch of Pennsylvania’s government.  The Auditor 

General’s Office is an office within the executive branch.  The Respondents 

sought, albeit unsuccessfully, to allocate $3.1 million to the Auditor General’s 

budget for the purpose of election auditing.  In doing so, the Respondents 

recognized that the execution of an audit is a function reserved to the executive 

branch.  Pet. for Rev., ¶ 88; DePasquale Decl., ¶ 80.   

Further reflective of the general recognition that the Auditor General is the 

official who conducts audits is the recent action of Republican Senator Bob 

Mensch, who introduced legislation that would require the Auditor General to 

conduct a post-election audit of the 2020 Presidential election.  See S.B. 528, 
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Printer’s Number 602, 205th Gen. Assemb., Reg. Sess. (Pa. 2021).  Pet. for Rev., ¶ 

88; DePasquale Decl., ¶ 81.   

Although disagreement may exist as to which executive actor should 

conduct election audits, both executive and legislative actors have traditionally 

understood that the execution of an audit is an executive and not a legislative 

function.  Respondents simply cannot point to any authority that would allow the 

Senate or the Committee to conduct an audit of another branch of government.  

“Needless to say, the entity conducting the performance audit of the government 

body or agency must possess the authority to do so.”  Lackawanna County Gov’t 

Study Comm’n v. Scranton Times, L.P., No. 14-cv-4427, 2014 WL 12862635, at 

*16 (Pa. Comm. Pl. Nov. 14, 2014) (citing Dep’t of Public Welfare v. Chawaga, 91 

A.3d 257, 259 (Pa. Commw. 2014)).   

b. Respondents’ proposed activity falls under the definition of an 
audit, yet the Respondents are not seeking to conduct their 
audit under any established audit procedures.   

Respondents’ arguments that they seek to conduct an “investigation,” and 

not an audit, are also without merit.  Regardless of what the Republican members 

of the Committee choose to call their endeavor, courts must interpret the 

Committee’s action by its practical consequences.  See, e.g., N.F.I.B. v Sebelius, 

567 U.S. 519, 564–65 (2012) (concluding that the Affordable Care Act’s 

individual mandate functioned as a tax even though Congress labeled it a penalty).  
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Black’s Law Dictionary defines an “audit” as “[a] formal examination of an 

individual’s or organization’s accounting records, financial situation, or 

compliance with some other set of standards.”   

According to the Generally Accepted Government Auditing Standards 

(“GAGAS”), an audit is “an objective and systematic examination of evidence for 

the purpose of providing an independent assessment of the performance of a 

government organization, program, activity or function in order to provide 

information to improve public accountability and facilitate decision-making by 

parties with responsibility or oversee or initiate corrective action.”  Dep’t of Aud. 

Gen. v. State Employees’ Ret. Sys., 860 A.2d 206, 210 (Pa. Commw. 2004).   

This is precisely what the Respondents claim the Committee has the 

authority to do.  It is undisputed that Respondents can engage in factfinding based 

on audits that those with authority to conduct audits have undertaken.  Senate and 

House committees have already done so.  It is also undisputed that Respondents 

have broad authority to subpoena testimony from executive branch officials.  

However, Respondents are not attempting to do either of these things.  They are in 

fact requesting broad swaths of data in an unwarranted and unauthorized fishing 

expedition.  They intend to use a third-party vendor to analyze that data 

themselves.  Through the Dush Subpoena, the Committee is attempting to conduct 

what is, by definition, an audit.   



 
 

21 

Whether in the context of contests, audits, or investigations, Pennsylvania 

courts have prohibited the General Assembly from conducting “fishing 

expeditions” that include requests for broad swaths of records to search for 

evidence of alleged wrongdoing under the guise of legitimate investigations.  See 

Lunderstadt v. Pennsylvania House of Representatives Select Committee, 519 A.2d 

408, 412 (Pa. 1986) (“Broad as it is, however, the legislature’s investigative role, 

like any other governmental activity, is subject to the limitations placed by the 

Constitution on governmental encroachments on individual freedom and privacy.”) 

(internal citation omitted); Carcaci v. Brandamore, 327 A.2d 1, 5 (Pa. 1974) 

(noting that a “wide-ranging legislative investigation” must be weighed against the 

protection of individual rights); American Car & Foundry Col v. American Water 

Co., 70 A. 867, 869 (Pa. 1908) (a subpoena duces tecum could not properly be 

issued to bring a “mass of books and papers in order that [the issuer] may search 

them through to gather evidence.”).1  Respondents seek to conduct an audit, and 

their Subpoena is impermissibly broad.   

 

1 See also Commonwealth v. Costello, 21 Pa. D. 232, 235 (Court of Quarter 
Sessions of the Peace of Pa., Phila. County, 1912) (concluding that a tribunal for 
the trial of judicial and other officers when charged with immorality, dishonesty or 
violation of their oaths of office had nothing to do with the work of legislation); 
McGinley v. Scott, 164 A.2d 424, 430-31 (Pa. 1960) (deciding that the part of a 
resolution establishing a legislative committee to investigate the conduct of the 
District Attorney in Philadelphia was a judicial function and not a legislative one).   
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c. The Auditor General’s Office follows audit best practices when 
conducting lawful and legitimate audits.   

The 2019 audit of the SURE System that the Auditor General conducted 

demonstrates best practices for audits.  The use of Yellow Book standards, 

including disinterested investigators, entrance and exit interviews, and strict 

protocols to safeguard sensitive data are required for the proceeding to achieve 

fairness and legitimacy.   

In contrast, Respondents have seemingly failed to contemplate even the most 

basic of audit processes.  Senator Dush could not describe the vetting process for 

selecting a vendor.  He could not even articulate who would be leading the vetting 

process, only that Respondents would hire a firm located in the United States.  

DePasquale Decl., at ¶ 97.  Senator Dush did not commit to following Yellow 

Book standards, or indeed any standards at all.  Id.   

It is unclear from Senator Dush’s statements or the Respondents’ actions to 

date what access the vendor might have to sensitive personal information, or what 

measures they intend to put in place to protect this information. Id. at ¶ 101.  If the 

vendor is not permitted to use the birth dates, partial Social Security numbers, and 

driver’s license numbers, no legitimate purpose exists for requesting that 

information. Yet, in demanding access to that sensitive personal information, 

Respondents cannot provide basic information about how they intend to safeguard 

this data.    
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Further, the issuance of the Committee’s Subpoena is unprecedented. Id. at ¶ 

85. The General Assembly has only the authority to audit itself, which it does by 

hiring an outside firm through the bipartisan Legislative Audit Advisory 

Committee.  Id. at ¶¶ 88-89.   The Senate’s State Government Committee, not the 

Intergovernmental Operations Committee, is the Senate committee tasked with 

reviewing election matters and proposing legislation.  Id. at ¶ 93.  It is thus highly 

irregular for an election-related investigation to emerge from the Committee.  Id. at 

¶ 94. It is even more irregular for the Committee to initiate an investigation amidst 

the replacement of the Chair. See id. at ¶ 79.     

3. The audit that Respondents plan to conduct fails to follow any 
legitimate auditing protocols because it is patterned on the sham 
Arizona audit and is illegitimate. 

Respondents seek to pattern their audit, starting with the Subpoena, on the 

Arizona Audit.  Members of the Committee traveled to Arizona to visit the site of 

the audit. Id. at ¶ 75.  Senator Dush has stated that Pennsylvania should follow 

Arizona’s example.  Id. at ¶ 76.  Like Arizona’s open-ended fishing expedition for 

non-existent evidence of election fraud, Respondents have not clearly articulated 

any legitimate goals for their audit.  See id. at ¶ 82.  Respondents have not 

provided any factual predicate for their audit.  Id. at ¶ 104.  In determining 

“whether [a subpoena is] too broad in [its] coverage,” courts undertake “a 

balancing of the interests of the legislature versus the interests of individuals in 
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maintaining privacy.”  Lunderstadt, 519 A.2d at 412.  A recent governmental 

report confirmed that only three people attempted to vote twice in Pennsylvania in 

the 2020 General Election.  Ironically, all three confirmed cases involved votes for 

former President Trump.  DePasquale Decl. at 107.  It cannot be the case that these 

three instances of attempted voter fraud justify putting the personal identifying 

information of nine million Pennsylvanians at risk.  Applying Lunderstadt 

balancing here, the interests of the legislature are at best remote and speculative, 

while the individual privacy interest of nine million Pennsylvania voters is 

significant.   

 Respondents propose to audit the election.  They offer no other explanation 

for their broad data demands.  Their own statements make clear that they intend to 

conduct an Arizona-style sham audit in Pennsylvania.  The reasons for issuing the 

Subpoena are pretextual and exceed the authority of the executive branch.  The 

subpoena should be declared unlawful on this basis.   

4. The Subpoena violates the statutory framework in the Election 
Code intended to safeguard the privacy of voters. 

The Subpoena also violates the Election Code’s provisions for voter privacy.  

The individual privacy rights enshrined in Article I, Section 8 of the Pennsylvania 

Constitution are also implicated by a subpoena seeking persona information.  See 

Lunderstadt, 519 A.2d at 412–13.   
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The Secretary of the Commonwealth is granted the authority to promulgate 

regulations necessary to establish, implement and administer the SURE system. 25 

Pa.C.S. § 1222(f).  Voter registration is available to a citizen who will be 18 years 

of age on the date of the next election for which the person is registering to vote, 

has resided in the election district for at least 30 days prior to the next election and 

has not been confined for conviction of a felony within the last five years. 25 

Pa.C.S. § 1301. To register to vote, an applicant must provide name, address, date 

of birth, driver’s license number and last four digits of the applicant’s social 

security number. 4 Pa. Code § 183.1.  Once a voter registers to vote and their 

application is approved by their county board of election, the information is also 

forwarded to DOS to be included in the statewide database of voters. 

Pursuant to the Election Code, only a very limited number of officials 

review and retain the information that an applicant provides to register to vote.  

The authorized officials include the election commission officials in each county, 

the Secretary of the Commonwealth, and the employees or agents that the 

Secretary assigns for the administration of the SURE System.  The Code provides 

for only very limited exceptions. 

The security and confidentiality of this system is so important that the 

General Assembly included a criminal provision for the unauthorized access to the 
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SURE System without lawful authority or with the intent to unlawfully misuse the 

equipment or information contained in the system. 25 Pa.C.S. § 1707. 

On request, a county registration commission may provide a list containing 

individual registered voters in the county to the requester.  However, the list may 

not contain a digitized or electronic signature or the SURE registration number of 

the voter. 25 Pa.C.S. § 1404(a).  Further, pursuant to regulation promulgated by the 

Secretary of the Commonwealth at 4 Pa. Code § 183.14, DOS may also provide 

public information lists on request.  However, the information that can be released 

to the public does not include the voter’s Social Security number or driver’s license 

number.  4 Pa. Code § 183.14(c)(3).  See Pennsylvanians for Union Reform v. Pa. 

Dep’t of State, 138 A.3d 727, 733 (Pa. Commw. 2016) (noting that DOS “has been 

entrusted with the custody, control, and protection of voter registration 

information, and the Secretary. . . has been delegated the authority to develop 

reasonable safeguards in the form of regulations” governing access to voter 

information).   

The statutory framework that created the SURE System and established the 

process for applying to vote in the Commonwealth includes substantial and 

important privacy protections from the unauthorized disclosure of information 

provided in the application and subsequent registration.  That framework provides 

that a limited number of specified officials have access to the information that 
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applicants and registered voters submit, and includes criminal penalties for the 

unauthorized access or use of information included in the SURE System. 

The Respondents have stated their intention to funnel the requested 

information directly to a private third-party contractor.  The Dush Subpoena 

requests are contrary to the authorized disclosure and privacy provisions contained 

in Title 25 of the Pennsylvania Consolidated Statutes, Part IV, and the regulations 

promulgated by the Acting Secretary of the Commonwealth pursuant to her 

statutory authority in administering and implementing that Part.  This is not, as 

Respondents have argued, simply a routine transfer of information from one 

government entity to another.   

V. CONCLUSION 

The Court is not obligated to ignore the context in which the Dush Subpoena 

was issued.  Respondents are attempting to abuse the power of the Committee and 

the Senate to undermine the democratic will of Pennsylvania’s voters, and to sow 

distrust in our electoral system moving forward.  They have no authority to do so, 

because contests are delegated to the judiciary and audits are delegated to the 

executive.  In any characterization of the Dush Subpoena, it exceeds Respondents’ 

authority.  For these reasons, the Subpoena should be declared unlawful and 

unenforceable.  
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IN THE COMMONWEALTH COURT OF PENNSYLVANIA 

SENATOR JAY COSTA, SENATOR 
ANTHONY H. WILLIAMS, SENATOR 
VINCENT J. HUGES, SENATOR STEVEN J. 
SANTARSIERO and SENATE DEMOCRATIC 
CAUCUS, 

Petitioners, 
v. 
 
SENATOR JACOB CORMAN, III, SENATE 
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: 
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: 
: 
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: 
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CASES 
CONSOLIDATED 
 
No. 310 M.D. 2021 
 
No. 322 MD 2021 
 
No. 323 M.D. 2021 
 
 
 

 
PROPOSED ORDER 

 
 

 AND NOW, this __ day of ________2021, upon consideration of the 
Petitioners’ Application for Summary Relief and the response thereto, it is hereby 
ordered that the Application is granted as follows:  
 
 The September 15, 2021 Subpoena is declared unlawful and unenforceable.   
 

 
 IT IS SO ORDERED. 

BY THE COURT: 
 
     , J. 



 
 

 

VERIFICATION 
 

 I, Clifford B. Levine, am counsel to Petitioners in Costa et al. v. Corman et 

al., I hereby verify that, to the extent that there are any facts alleged in the 

foregoing Application that are not yet a matter of record in this action, those facts 

are indisputably part of the larger public record, and can be accepted as true 

through judicial notice.  Accordingly, I verify that those facts are true and correct 

to the best of my personal knowledge, information, and belief. 

 I make the foregoing verification subject to the penalties of 18 Pa. C.S. § 

4904. 

       /s/ Clifford B. Levine    
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ATTACHMENT A 



IN THE COMMONWEALTH COURT OF PENNSYLVANIA 

SENATOR JAY COSTA, SENATOR ANTHONY 
H. WILLIAMS, SENATOR VINCENT J. HUGHES, 
SENATOR STEVEN J. SANTARSIERO AND 
SENATE DEMOCRATIC CAUCUS, 
                                                            Petitioners 
v. 

SENATOR JACOB CORMAN III, SENATE 
PRESIDENT PRO TEMPORE, SENATOR CRIS 
DUSH AND SENATE SECRETARY-
PARLIAMENTARIAN MEGAN MARTIN, 
                                                            Respondents 

:
:
:
:
:
:
:
:
:
:
:
:

CASES 
CONSOLIDATED

No. 310 M.D. 2021 

No. 322 MD 2021 

No. 323 M.D. 2021 

DECLARATION OF EUGENE DEPASQUALE 

I, Eugene DePasquale, hereby declare and state upon personal knowledge as 

follows: 

I. Professional Experience 

1. My name is Eugene DePasquale.  I am providing this Declaration in 

connection with the Application for Summary Relief in this matter filed by 

Petitioners Costa, Williams, Hughes, Santarsiero, and the Senate Democratic 

Caucus (“Costa Petitioners”). 

2. From January 2013 to January 2021, I served as Auditor General of 

the Commonwealth of Pennsylvania.   

3. From January 2007 to January 2013, I represented the 95th district in 

the Pennsylvania House of Representatives. 
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4. I am aware that the Pennsylvania Senate Intergovernmental 

Operations Committee (the “Committee”) seeks to conduct a purported “audit” 

relating to the 2020 General Election and the 2021 Primary Election in 

Pennsylvania.  I have reviewed the official actions the Committee has taken, 

including the subpoena the Committee issued on September 15, 2021 to Acting 

Secretary of the Commonwealth Veronica Degraffenreid (the “Dush Subpoena”).  

The Dush Subpoena seeks private, personal information of more than nine million 

Pennsylvania voters, including driver’s license numbers and portions of social 

security numbers. 

5. As a former two-term Auditor General, I have grave concerns as to 

the way that Republican Committee members are conducting this purported audit.  

Their actions disregard appropriate auditing standards and procedures.  For reasons 

I will explain in this Declaration, the Committee’s action – in issuing the Dush 

Subpoena and proceeding with a purported audit with inadequate justification, 

process, and safeguards – is improper and poses a serious risk of harm to millions 

of Pennsylvania voters by exposing their private, personal information to 

unidentified third parties.  

II. Legal Authority of the Auditor General 

6. The Auditor General is the chief fiscal officer of the Commonwealth.   
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7. In addition to overseeing fiscal matters and financial audits, the 

Auditor General also conducts “performance audits.”  

8. Performance audits are assessments of specific programs or operations 

that ensure that those programs or operations function as intended. 

9. During my tenure as Auditor General, I oversaw the performance of 

thousands of audits in the Commonwealth.   

III. Appropriate Audit Procedures 

10. Each audit that the Auditor General’s Office conducts must adhere to 

the procedures in the U.S. Government Accountability Office’s Government 

Auditing Standards, commonly known as the “Yellow Book.”   

11. The Yellow Book standards apply to both financial and performance 

audits. 

12. Audits must adhere to the Yellow Book’s provisions to ensure the 

accuracy of audit results.  Adherence to the Yellow Book standards is also 

necessary to safeguard any private data or information that might be disclosed 

during the audit. 

13. Fairness and independence are essential to the integrity of any audit.   

14. Virtually every performance audit that the Auditor General’s Office 

conducted during my tenure was conducted by a three-person team.  In accordance 
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with the Yellow Book standards, each of the team members was “disinterested,” 

meaning that none of the team members had any stake in the audit’s outcome.   

15. The team’s responsibility was to seek the truth; to determine whether 

a problem existed; and, if so, to offer solutions to resolve the problem. 

16.  To ensure a fair and disinterested audit, it is critical to establish a 

factual basis to justify the audit.  Before conducting an audit, the Auditor General’s 

Office conducts due diligence to verify a factual basis for the audit.   

17. Before conducting an audit, the Auditor General’s Office typically 

sends a letter to the entity it seeks to audit.  The letter provides notice of the 

intended audit and invites the parties to meet to agree to a schedule, timeline, and 

plan for document production.  This stage of the audit process is referred to as the 

“Entrance Interview.” 

18. The Entrance Interview plays a crucial role in guaranteeing that the 

parties properly handle any sensitive information involved in the audit.  The 

auditing team discusses the information that it needs with the audited entity.  The 

audited entity thus has an opportunity to raise any concerns it has regarding 

disclosure of certain information.  The auditing team and the audited entity then 

discuss how best to provide the necessary information without jeopardizing the 

privacy or security of any individual or entity. 
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19. When the auditing team completes its work, it provides the audited 

entity with a draft of the team’s findings.  This allows the audited entity to identify 

any inaccuracies before the results are published.  This stage of the process is 

referred to as the “Exit Interview.”   

20. After receiving the audited entity’s feedback from the Exit Interview, 

the Auditor General’s office reviews and finalizes its report. 

IV. 2019 Audit of the SURE System for 
The Pennsylvania Department of State  

21. As Auditor General, I oversaw an audit involving the Pennsylvania 

Department of State (“DOS”) which specifically reviewed voter registration issues 

that covered many of the items that are the subject of the Dush Subpoena.  Unlike 

the Dush Subpoena, the Auditor General’s Office proceeded with adherence to 

public accounting principles, and in a manner that protected the privacy concerns 

of individual voters. 

22. In 2018, DOS notified the Auditor General’s Office that it had 

concern that Russian hackers may have attempted to breach voter registration 

systems in several states, including Pennsylvania.  

23. DOS asked the Auditor General’s Office to conduct an audit to review 

the security protocols of Pennsylvania’s Statewide Uniform Registry of Electors 

(“SURE System”).   
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24. The DOS and the Auditor General’s Office ultimately entered into a 

memorandum of understanding, which established the purpose of the audit, which 

was to determine the process for input, maintenance, and security of voter 

registration records. (“SURE System Audit”).  The memorandum of understanding 

also set forth a detailed plan and specific procedures that the parties would follow 

during the SURE System Audit.  See Exhibit 1. 

25. Like all other audits that the Auditor General’s Office conducts, the 

SURE System Audit complied with the Yellow Book standards. 

26. A challenging aspect of the SURE System Audit was determining 

when and how to safely access voter data.   

27. It was necessary for the Auditor General’s Office to have some access 

to voter data to ensure its accuracy.  However, it was also necessary to keep the 

data involved confidential.  

28. The process involved in the SURE System Audit required one or two 

of the audit team members to receive a statistical sample of some voter 

registrations. When providing the voter registration information to the audit team, a 

DOS staff person was physically present to ensure that access was limited to only 

necessary information.   

29. On December 13, 2019, the Auditor General’s Office released its 

Performance Audit Report on the SURE System Audit (“SURE System Audit 
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Report”).  The SURE System Audit Report found no evidence that an outside 

source had penetrated Pennsylvania’s voter registration system.  See Exhibit 1. 

30. The SURE System Audit Report made several recommendations for 

updating and improving the security and accuracy of the SURE System, including 

that DOS should: (1) continue to implement leading information technology 

security practices and controls to protect the SURE system; (2) incorporate edit 

checks and other improvements to reduce data errors and improve accuracy; and 

(3) provide counties with clearer guidance to help ensure the accuracy of voter 

records.  

31. DOS implemented essentially all of the recommendations from the 

SURE System Audit Report. 

32. After the SURE System Audit Report was released, DOS entered a 

contract with a third-party vendor to ensure the security of the SURE System.   

33. The contract between DOS and the third-party vendor included 

thorough requirements for maintaining the security of confidential voter data.  The 

contract also contained detailed provisions governing the storage and protection of 

DOS data, compliance with state and federal laws, steps for mitigating 

cybersecurity risk, and prohibitions on the unauthorized copying, use, or disclosure 

of DOS data.  See Exhibit 2. 
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V. Authority of the Secretary of the Commonwealth to Audit Elections 

34. The Secretary of the Commonwealth operates in conjunction with the 

various County Boards of Elections and is authorized, under the Election Code, to 

audit election results. 

35. Under the Election Code, each County Board of Elections must audit 

election results by reviewing either two percent of the ballots or 2,000 ballots, 

whichever is less.  See 25 P.S. § 3031.17.   (“Post-Election Audit”). 

36. During the Post-Election Audit, county boards engage in a statistical 

recount for all races, during which candidates and appointed poll watchers or 

attorneys may be present.  See id. 

37. The DOS is also authorized to conduct a “risk-limiting” audit.  See

Pa. Dep’t of State, Post-Election Audits, https://www.vote.pa.gov/About-

Elections/Pages/Post-Election-Audits.aspx. 

38. A “risk-limiting” audit is a type of election audit that uses 

scientifically designed statistical methods to verify that the vote tabulations 

following an election are accurate.  “Risk-limiting” audits are a supplement to the 

Post-Election Audit, designed to guarantee the accuracy of election vote counts. 

39. I am aware that the DOS oversaw a “risk-limiting” audit after the 

2020 General Election (“General Election Risk-Limiting Audit”).  See Exhibit 3.
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40. For the General Election Risk-Limiting Audit, 63 counties reviewed a 

statistical sample of more than 45,000 randomly selected ballots. 

41. Both the routine Post-Election Audit and the General Election Risk-

Limiting Audit confirmed the accuracy of the 2020 General Election results.  See

Exhibit 3.

42. When the appropriate entities properly perform them, audits of 

elections help to ensure that the vote count is accurate.  These audits can also 

strengthen public confidence in elections.  

43. Bad-faith or partisan election “audits,” by contrast, undermine the 

electoral process. 

VI. Partisan Pressure for Republican Controlled State Legislatures to 
Conduct Audits of the 2020 General Election 

44. It is impossible to consider the Dush Subpoena without recognizing 

the political environment from which it arose, specifically former President 

Trump’s refusal to acknowledge his defeat in the 2020 General Election.  

45. To cast doubt on the 2020 General Election results, former President 

Trump has repeatedly made claims of widespread voter fraud that did not exist.  

46. Former President Trump and his allies filed 62 lawsuits challenging 

the 2020 general election, and 61 of those lawsuits failed.  The single case in which 

a claim prevailed was not related to voter fraud and did not impact the outcome of 

the election.  See Exhibit 4.  
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47. As the lawsuits and other efforts to overturn the 2020 general election 

failed, former President Trump pressured Republicans in states around the country 

to launch “audits” of the election results.  In response, Republicans in Arizona, 

Michigan, Pennsylvania, and Wisconsin have attempted to “audit” the 2020 

general election results in their respective states.  See Exhibit 5. 

48. Most recently, former President Trump publicly demanded an audit of 

Texas’s 2020 general election results.  Less than nine hours later, the Texas 

Secretary of State’s Office announced a “comprehensive forensic audit” of four of 

Texas’s largest counties.  Despite losing Texas, President Biden won three of those 

four counties in the 2020 General Election.  See Exhibit 6. 

VII. The Arizona Election “Audit” 

49. I am generally aware of the circumstances of the so-called “audit” of 

the 2020 General Election results in Maricopa County, Arizona that began in April 

2021. 

50. The primary task of the purported Arizona “audit” was to allow a third 

party to conduct a hand count of the 2.1 million ballots cast in Maricopa County 

(“Arizona Audit”).  The selection of Maricopa County apparently was not random.  

President Biden won Maricopa County by more than 45,000 votes; and he won the 

entire state of Arizona by fewer than 11,000 votes.   
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51. The circumstances of the Arizona Audit suggest, as an 

understatement, that the audit ignored all auditing standards and best practices.   

52. The Arizona Audit demonstrates why auditing procedures and 

standards are vital to government integrity. 

53. The Arizona Audit failed to follow the Yellow Book standards.   

54. Instead of hiring a disinterested, qualified auditor to conduct a 

professional audit, the Arizona State Senate hired a firm called “Cyber Ninjas.”  

55. Doug Logan, the CEO of Cyber Ninjas, was not a “disinterested 

party,” as required under the Yellow Book standards, because he had previously 

worked with allies of former President Trump in their efforts to overturn the 2020 

election.  See Exhibit 7.

56. Cyber Ninjas also lacked any experience or training in auditing and 

election administration.  See Exhibit 8. 

57. Consistent with the Yellow Book standards, before beginning an 

audit, the auditing team must put a clear and detailed plan in place and conduct an 

Entrance Interview.  The Arizona Audit apparently did not require or follow any 

audit plan, which undermined the audit’s legitimacy.   

58. Rather, Cyber Ninjas spent months pursuing baseless conspiracy 

theories.  For instance, Cyber Ninja employees examined ballots for bamboo fibers 

because 40,000 ballots were supposedly mailed in from China.  Employees also 
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held ballots under ultraviolet lights to search for nonexistent watermarks.  See 

Exhibit 9. Unsurprisingly, no bamboo fibers or watermarks were found.  

59. Any audit that involves voter data must follow best practices for 

protecting confidential information and preserving the chain of custody of sensitive 

materials.   

60. The Arizona Audit did not include any of the necessary protections 

for confidential information or preservation of sensitive materials.  These 

deficiencies led the Arizona Secretary of State to decertify hundreds of election 

machines that the Arizona Audit made vulnerable to potential tampering.  See

Exhibit 10. 

61. On September 24, 2021, Cyber Ninjas released a “final report.”  The 

report, which I reviewed, was unprofessional, full of errors, and demonstrated a 

failure under basic auditing standards.  

62. Although Cyber Ninjas refused to disclose the details of its count, the 

limited information Cyber Ninjas shared shows a deeply flawed methodology and 

many thousands of uncounted ballots.  The final report’s data is so faulty that it 

appears Cyber Ninjas may have simply made up the numbers.  See Exhibit 8. 

63. Cyber Ninjas’ final report also identified numerous supposed election 

irregularities, which potentially involved 50,000 votes.  See Exhibit 8.  However, 
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Maricopa County officials and other experts quickly debunked these so-called 

irregularities.  See Exhibit 11.   

64. If Cyber Ninjas had followed standard auditing procedures, it would 

have conducted an Exit Interview with Maricopa County, the subject of the audit. 

Maricopa County election officials, or anyone familiar with election 

administration, could have resolved the mistakes in the report.  These mistakes 

demonstrate why both Entrance and Exit Interviews are an essential part of the 

auditing process.  

65. The most serious allegation in the final report – the only one that 

Cyber Ninjas labeled as “critically severe” – was apparently based on a flawed 

methodology and a misunderstanding of Arizona election law.  The report claimed 

that 23,434 mail-in ballots may have come from an address that the voter no longer 

occupied.  Cyber Ninjas reached that conclusion using a commercial address 

database that is inaccurate and incomplete, and it failed to account for the fact that 

Arizona voters may legally cast ballots and then move.  See Exhibit 8. 

66. Cyber Ninjas labeled two irregularities as “highly severe.”  Yet, these 

were also based on flawed premises.  First, the report claimed that 9,041 voters 

may have returned more ballots than they received.  In fact, the data file only 

appeared to have multiple ballot returns because the data file records a new entry 

each time a damaged or incomplete ballot is corrected.  See Exhibit 8.  Second, the 
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report suggested that as many as 5,295 voters may have double-voted in other 

counties because voters in other counties had the same names and birth years.  

When county officials spot checked that claim, however, they determined that the 

voters in other counties were, in fact, different people.  See Exhibit 8. 

VIII. Partisan Efforts to Audit Elections Results in Fulton County 

67. I am aware that the Fulton County Board of Elections independently 

conducted an “audit” of its 2020 General Election results in December 2020 and 

January 2021.  This audit was separate from the routine Post-Election Audit that 

the Election Code mandates and the General Election Risk-Limiting Audit that 

DOS oversaw.  See Exhibit 12.  

68. Like the Arizona Audit, the Fulton County “audit” did not follow the 

procedures or meet the standards that the Yellow Book requires.  The Fulton 

County “audit” demonstrates, once again, the consequences of ignoring those 

procedures and standards. 

69. At the request of Senator Doug Mastriano, a Republican member and 

a former chair of the Committee, Fulton County retained an outside company to 

review the county’s voting machines and mail ballots.  See Exhibit 12.  

70. Senator Mastriano and Fulton County learned of the company through 

Defending the Republic, a nonprofit organization led by Sidney Powell, a former 
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Trump Campaign attorney who is well known for spreading debunked theories 

about the 2020 General Election.  See Exhibit 12. 

71.  Defending the Republic then hired Wake Technology Services, Inc. 

(“Wake TSI”), a company that did not appear to have any experience with 

elections.  See Exhibit 13. Cyber Ninjas later retained Wake TSI to work on the 

Arizona Audit.  See Exhibit 12.   

72. Because Fulton County granted Wake TSI access to Fulton County’s 

voting machines, DOS could not verify that the machines would be safe to use in 

future elections.   

73. Following Wake TSI’s access to the Fulton County voting machines, 

acting Secretary of the Commonwealth Veronica Degraffenreid informed Fulton 

County that DOS would decertify those voting machines.  See Exhibit 10. 

74. During the Summer of 2021, the U.S. Department of Justice (“DOJ”) 

published guidance reminding state election officials that they had a duty to “retain 

and preserve” election records and that any third-party that a state might designate 

as a custodian of those records is also under that duty.  See Exhibit 14.  The DOJ 

instructed that this duty requires the implementation of administrative procedures 

to maintain election officers’ management authority over retention and security of 

the records.  The failure to comply with this duty subjects the custodian of election 

records to federal criminal penalties.  See Exhibit 14.  
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75. I am aware of public reports that in June 2021, Republican members 

of the Committee, including Senators Cris Dush and Doug Mastriano, traveled to 

Arizona to visit the site of the Arizona Audit.  See Exhibit 15.   

76. Further, Senator Cris Dush, the current Chair of the Committee, stated 

that Pennsylvania should follow Arizona’s example.  See Exhibit 15. 

77. In July 2021, Senator Mastriano, who was then the Chair of the 

Committee, attempted to conduct a partisan audit in three more Pennsylvania 

counties.  See Exhibit 16.

78. Senator Mastriano sought documents and election equipment from 

Philadelphia, York, and Tioga Counties for a “forensic investigation” of the 2020 

General Election.  All three counties rejected Senator Mastriano’s request.  See

Exhibit 16. 

79. In August 2021, Senator Corman removed Senator Mastriano as 

Committee Chair and designated Senator Dush as the new Committee Chair.  

Senators Corman and Mastriano, however, both remained members of the 

Committee. 

80. Additionally, during the summer of 2021 Republican members of the 

General Assembly proposed the allocation of $3.1 million to the Auditor General’s 

budget for the purpose of election auditing.  Governor Wolf vetoed that plan.  See

Exhibit 17.   
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81. Republican Senator Bob Mensch recently introduced legislation 

requiring the Auditor General to conduct a post-election audit of the 2020 

Presidential election.  See S.B. 528, Printer’s Number 602, 205th Gen. Assemb., 

Reg. Sess. (Pa. 2021). 

IX. The Dush Subpoena at Issue in Pennsylvania 

82. Despite the unfortunate spectacle of the Arizona Audit, Republican 

Senators in Pennsylvania are pressing forward with a similar “audit” of the 2020 

General Election and 2021 Primary Election results in Pennsylvania. 

83. The Dush Subpoena demands access to the private personal 

information of more than nine million Pennsylvania voters, including voter names, 

dates of birth, driver’s license numbers, and partial social security numbers.  

84. As a former two-term Auditor General and three-term Pennsylvania 

legislator, the Dush Subpoena is gravely concerning to me.   

85. The issuance of the Dush Subpoena is unprecedented and wholly 

improper for several reasons. 

The Committee Does Not Have Authority to Conduct the Audit 

86. Pennsylvania law places authority to conduct performance audits in 

the Auditor General or, by statute, to the Secretary of the Commonwealth in 

specific election contexts.  
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87. To my knowledge, the only auditing authority that the General 

Assembly has is its ability to hire an outside firm to audit the General Assembly 

itself, through the Legislative Audit Advisory Commission. 

88. The Legislative Audit Advisory Commission is comprised of 

representatives of the four legislative caucuses – the House Republican and 

Democratic Caucuses and the Senate Republican and Democratic Caucuses and is 

thus designed to be bipartisan.  See Pennsylvania General Assembly, The 

Legislative Audit Advisory Commission, 

https://www.legis.state.pa.us/cfdocs/cteeInfo/laac.cfm#:~:text=The%20Commissio

n%20consists%20of%20eight,of%20the%20House%20of%20Representatives.  .   

89. The Legislative Audit Advisory Commission’s purpose is to ensure 

the appropriate expenditure of legislative funds and its work pertains only to the 

accountability of the Legislative branch itself and not to other branches or other 

government systems.   

90. No statutory authority exists for a legislative committee or 

commission to attempt to conduct an audit of the Commonwealth’s voting systems.   

91. Because the General Assembly’s audit authority is limited to its own 

affairs, to my knowledge, the General Assembly has never conducted an audit of 

other governmental branches, entities, or systems. 
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92. I have served multiple terms as both the Auditor General and a state 

legislator.  I know firsthand that it is the General Assembly’s prerogative to hold 

hearings to gather information to legislative about prospective election matters.  

The Committee’s actions do not serve that purpose. 

93. The Pennsylvania Senate’s State Government Committee is the Senate 

Committee tasked with reviewing and legislating on election matters, as it did for 

laws like the recent Act 77. 

94. In contrast, to my knowledge, no election bill has ever been referred 

to the Committee. 

The Committee’s Failure to Follow Necessary Auditing Standards

95. The “audit” that the Republican Committee members are attempting 

to conduct has not followed any required auditing procedures. 

96. During the September 15 hearing, Senator Steven Santarsiero 

questioned Majority Chair Cris Dush about the standards and procedures the 

auditing team would use.  Senator Dush refused to provide any of the details that 

are required of a properly and safely conducted audit.  See Exhibit 18.  

97. Senator Dush did not identify the name of the vendor that would be 

retained to conduct the audit.  He never mentioned the Yellow Book standards, 

much less an intent to follow those standards, demonstrating a lack of awareness of 
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the required standards and procedures for any government audit.  He seemed to 

indicate that it would be appropriate to wait and see how the “audit” unfolded. 

98. My concerns are not academic.  The audit standards and procedures 

are in place to ensure the safety of all information to which auditors may gain 

access.  Here, the “audit” would involve access to confidential information like 

driver’s license numbers and partial social security numbers.   

99. The Republican Committee members’ “wait and see” approach is a 

danger to the integrity of government audits and the security of confidential 

information. 

100. The Republican Committee members have stated that the Committee 

intends to hire a third-party vendor to review and analyze private, personal voter 

data.  The Committee has not yet described a process for scrutinizing the 

credentials of potential vendors, demanded compliance with defined security 

protocols, identified any potential vendors or selected a vendor.    

101. The Committee has not established what access the vendor would 

have to sensitive voter data, or what measures the vendor would put in place to 

protect that data. 

102. The Committee has not indicated whether any vendor selected would 

be required to ensure that its team members must undergo substantive and ethical 

training, as required of every auditor within the Auditor General’s Office. 
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103. The Committee has not provided the DOS with an Entrance Interview 

to coordinate the handling of sensitive information, including voters’ partial social 

security numbers or driver’s license numbers. 

104. The Committee has failed to provide any factual predicate or factual 

support to justify this audit.   

105. Senator Dush has indicated that the audit will seek to verify the 

identity and eligibility of Pennsylvanians who voted in the 2020 General Election.   

106. I am not aware, however, of any evidence that more than an 

inconsequential number, if that, of ineligible voters voted in Pennsylvania’s 2020 

General Election.  The Committee has not provided any basis to support that 

assertion.   

107. I am aware that the United States Senate Judiciary Committee 

released a report on October 9, 2020 (“Senate Judiciary Report”).  According to the 

report, only three efforts to vote twice in the 2020 General Election were verified. 

Of those three attempts, all were efforts to vote twice for former President Trump.  

See Exhibit 19. 

108. The Republican Committee members’ implication that voter fraud 

occurred in Pennsylvania – like the allegations that resulted in the Arizona Audit – 

is part of a partisan effort to undermine the results of the 2020 General Election. 
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109. The Senate Judiciary Report also describes how false accusations of 

voter fraud in Pennsylvania were central to former President Trump’s efforts to 

overturn the results of the election.  In particular, the report details Senator Doug 

Mastriano’s involvement in those efforts.  See Exhibit 20.  

110. From my experiences as a state legislator, I appreciate the latitude 

legislators must enjoy to study topics appropriate to future legislation.  However, 

legislators may not use an improper process even where they purport to serve a 

proper purpose.  More simply, here, the ends do not justify the means.  

111. Based on the actions of the Republican Committee members, I do not 

believe that the Committee can be trusted to safeguard confidential voter data.  I 

believe that the Committee will continue to emulate the Arizona Audit and put the 

confidential information of Pennsylvania voters at risk.  

X. Conclusion 

112. The Committee is attempting to conduct a partisan “audit” of the 2020 

General Election.   

113. As the former Auditor General of the Commonwealth and a three-

term state legislator, it is clear to me that the Dush Subpoena runs afoul of the 

General Assembly’s traditional authority to prospectively legislate rather than to 

retroactively audit.   
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114. Even if the Committee had the authority to conduct an audit – which I 

believe it does not – the purported audit at issue here lacks a factual predicate, 

lacks disinterest, and lacks safeguards to protect confidential data, all of which are 

necessary to ensure a safe, fair, and legally permissible auditing process. 

I declare under penalty of perjury that the foregoing is true and correct. 

Dated: October 13, 2021 

Eugene DePasquale 
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December 13, 2019 

 
 
The Honorable Tom Wolf 
Governor 
Commonwealth of Pennsylvania 
Room 225 Main Capitol Building 
Harrisburg, PA 17120 
 
Dear Governor Wolf: 
 

This report contains the results of the Department of the Auditor General’s (DAG) 
performance audit of the Statewide Uniform Registry of Electors (SURE) administered by the 
Department of State (DOS). This audit was conducted pursuant to the Interagency Agreement 
(agreement) entered into by and between DOS and DAG, effective May 15, 2018, and under the 
authority of Sections 402 and 403 of The Fiscal Code, 72 P.S. §§ 402 and 403.  

 
This audit covered the period January 1, 2016 through April 16, 2019, unless otherwise 

noted, with updates through the report date, and focused on audit objectives, which were agreed 
upon and formalized in the agreement, as follows: 
 

1. Assessment of whether records maintained within the SURE system are accurate and 
in accordance with the Help America Vote Act (HAVA) and Pennsylvania law. 

2. Evaluation of the process for input and maintenance of voter registration records. 
3. Review of security protocols of the SURE system. 
4. Review of the efficiency and accuracy of the SURE system. 
5. Review of the internal controls, methodology for internal audits and internal audits 

review process. 
6. Review of the external controls, methodology for external audits and external audits 

review process. 
7. Review of the methodology for the issuance of directives and guidance to the 

counties by DOS regarding voter registration and list maintenance. 
8. Any other relevant information or recommendations related to the accuracy, 

operability, and efficiency of the SURE system, as determined by the Auditor 
General. 
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Further, this audit was conducted in accordance with applicable Government Auditing 
Standards, issued by the Comptroller General of the United States, except for certain applicable 
requirements that were not followed. Those standards require that we plan and perform the audit 
to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objectives.1 Significant scope limitations caused by a lack of 
cooperation and a failure to provide the necessary information by DOS, the Pennsylvania 
Department of Transportation (PennDOT), and four county election offices (counties), 
substantially impacted our ability to obtain sufficient appropriate evidence to fully achieve all 
audit objectives as described below and within Finding 1.  
 

DOS’ denial of access to critical documents and excessive redaction of documentation 
resulted in DAG being unable to fully achieve three of the eight audit objectives. Specifically, 
DAG was unable to accomplish the following: (1) Objective 1, the accuracy of the records 
maintained in SURE; (2) Objective 3, the review of security protocols of the SURE system; and 
(3) Objective 6, review of the external controls, methodology for external audits and external 
audits review process. This sustained refusal to cooperate with our information requests was 
done without DOS providing any plausible justification for their noncooperation. Accordingly, 
DAG was unable to establish with any degree of reasonable assurance that the SURE system is 
secure and that Pennsylvania voter registration records are complete, accurate, and in compliance 
with applicable laws, regulations, and related guidelines. See additional explanation in Finding 1.  

 
As part of determining the accuracy of the voter registration records in SURE, we 

originally designed our tests to allow us to project the accuracy of the records over the entire 
population of 8,567,700 voters as of October 9, 2018 through the use of statistical sampling. We 
randomly selected 196 out of the 8,567,700 voters and requested source documents to verify the 
accuracy of the related voter data within SURE. While we found the records were accurate for 
the 58 voter records that we were able to test, we were unable to form any conclusions as to the 
accuracy of the entire population of voter records maintained in SURE since we could not test 
138 or 70 percent of the records we sampled due to source documentation not being made 
available. The reasons that source documentation was not available for these records included 
DOS not providing adequate record retention requirements and guidance to the counties, 
counties not responding to our requests for source documentation, PennDOT’s refusal to provide 
access to Motor Voter source documents, and DOS not maintaining online application source 
documents. Because of this, we could not conclude on our statistical sample and therefore, we 
could not project our results and ultimately conclude on the overall accuracy of the voter 
registration information maintained in the SURE system. 

 
 

                                                           
1U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Please see the following 
summary of key standards: (1) Paragraphs 6.56 through 6.72 relate to standards related to obtaining sufficient 
appropriate evidence; (2) Paragraphs 6.23 through 6.27 relate to standards for evaluating the effectiveness of 
information system controls; and (3) Paragraph 6.36 relates to review of previous audits and attestation 
engagements. 
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Despite experiencing these difficult impediments throughout the audit, we were able to 
complete many audit procedures and believe that the evidence obtained provides a reasonable 
basis for our findings and conclusions based on our audit objectives. See Findings 2 through 7 
for our results. Overall, we provide 50 recommendations to strengthen DOS’ policies, 
management controls, and the accuracy of the voter registration records in SURE, and to close 
gaps between leading IT security practices and the current policies, procedures, and practices 
protecting the SURE system. It is imperative for DOS to implement leading information 
technology security practices and information technology general controls to protect the SURE 
system and ensure the reliability of voter registration records. Additionally, it is imperative that 
DOS continue with its plans to develop and implement a replacement system to ensure the voter 
registration records are secure and accurate. DOS should also update current job aids and 
develop additional job aids and guidance to address issues such as duplicate voter records, 
records of potentially deceased voters on the voter rolls, pending applications, and records 
retention. 

 
Based on data analysis that we were able to perform, despite the substantial scope 

limitations noted above, we identified tens of thousands of potential duplicate and inaccurate 
voter records, as well as voter records for nearly three thousand potentially deceased voters that 
had not been removed from SURE. We found that voter record information is inaccurate due to 
weaknesses in the voter registration application process and the maintenance of voter records in 
SURE. Specifically, voter registration applications remain in pending status for long periods of 
time- indefinitely in some cases, and although list maintenance activities are performed by 
counties, insufficient analysis and monitoring has resulted in inaccurate data in the voter records. 
Additionally, incorporating edit checks and other improvements into the design of the 
replacement system for SURE will reduce data errors and improve accuracy.   

 
Finally, during the conduct of our procedures, we identified potential areas of 

improvement related to computer security, information technology general controls, and 
interface controls that we have specifically excluded from this report because of the sensitive 
nature of this information due to security concerns over the Commonwealth’s critical elections 
infrastructure. These conditions and our recommendations have been included in a separate, 
confidential communication to DOS management. 

 
We are very discouraged by management’s response to our draft findings. We were quite 

surprised that DOS’ response indicates that it strongly disagrees with many of our findings and 
mischaracterizes information that was provided, or not provided to us in many instances, during 
the course of our audit. With its attempt to refute our findings, DOS does not seem to understand 
that a primary objective of our audit was to assess the accuracy of records maintained in the 
SURE system. Our audit procedures disclosed internal control weaknesses related to input and 
maintenance of voter records, and our data analysis revealed examples of potential inaccuracies, 
all of which should be properly investigated by forwarding the information to the counties for 
further review. We are concerned that DOS, and therefore the counties, will not utilize the 
information provided to them in the audit because it is assuming that the data in the SURE 
system is accurate. Our data analysis strongly suggests otherwise. Also, while DOS requested 



The Honorable Tom Wolf 
December 13, 2019 
Page 4 
 
 
this audit, management does not seem to grasp that we cannot properly conclude and satisfy the 
audit objectives in accordance with generally accepted Government Auditing Standards without 
obtaining sufficient appropriate evidence, which they refused to provide to us. 

 
In closing, despite the substantial limitations imposed by DOS, we believe we have 

provided DOS with recommendations that, if appropriately implemented, will improve the 
security of Pennsylvania’s voter registration system and the completeness, accuracy, and 
auditability of its voter registration records. We hope that, despite its written disagreements, 
DOS seriously considers all of the management control weaknesses identified and works 
conscientiously with the counties to address all of the potential voter registration inaccuracies 
noted in the SURE voter registration records. We will follow up at the appropriate time to 
determine whether and to what extent all recommendations have been implemented. 
 

Sincerely, 
 

 

Eugene A. DePasquale 
Auditor General 
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Executive Summary 
 
This audit report presents the results of a performance audit of the Pennsylvania Department of 
State’s (DOS) Statewide Uniform Registry of Electors (SURE). This audit was conducted 
pursuant to an Interagency Agreement (agreement) entered into by and between DOS and the 
Department of the Auditor General (DAG) on May 15, 2018.2 The agreement specified eight 
audit objectives related to SURE and required the final report to be delivered by January 31, 
2019. Additionally, the agreement specified that the audit time period would begin on January 1, 
2016 and go through the end of our audit procedures.3 Throughout the execution of this audit 
however, the auditors experienced scope limitations (addressed in Finding 1 below) due to a lack 
of cooperation from DOS, the Pennsylvania Department of Transportation (PennDOT), and 
certain county election offices (counties), as well as a failure of those parties to provide DAG the 
necessary information needed to satisfy certain audit objectives. These delays resulted in the 
need to amend the agreement multiple times to extend the report release date as explained in 
Appendix B. In spite of these extensions, we were unable to fulfill all the requirements to conduct 
the audit in accordance with applicable Government Auditing Standards as described by the 
modified Government Auditing Standards compliance statement in the letter within this report 
and discussed further in Finding 1.  
 
Despite these limitations, we believe that this report’s seven findings and 50 recommendations as 
well as the comments and recommendations we have separately provided DOS within our 
confidential communication related to security protocols, information technology general 
controls, and interface controls will assist DOS, if appropriately implemented to improve the 
security of Pennsylvania’s voter registration system and the completeness, accuracy, and 
auditability of its voter registration records.   
 
Regrettably, we were surprised and disappointed that DOS’ response contained in this report 
indicates that it strongly disagrees with many of our findings and mischaracterizes the 
information that was provided or not provided to us during the course of our audit. We address 
management’s disagreements and mischaracterizations in the Auditors’ Conclusion section of 
this report. We are concerned, however, with its attempt to refute our findings. DOS does not 
seem to understand that a primary objective of our audit was to assess the accuracy of records 
maintained in the SURE system. Our audit procedures disclosed internal control weaknesses 
related to input and maintenance of voter records, and our data analysis revealed examples of 
potential inaccuracies, all of which should be properly investigated by forwarding the 
information to the counties for further review. We are concerned that DOS, and therefore the 
counties, will not utilize the information provided to them in the audit because it is assuming that 
the data in the SURE system is accurate. Our data analysis strongly suggests otherwise. We hope 
that despite these written disagreements DOS seriously considers all of the management control 
                                                           
2 See Appendix B for a copy of the agreement. 
3 Additional information on the audit scope, as well as the audit objectives and methodology can be found in 
Appendix A. 



 A Performance Audit 
  
 Pennsylvania Department of State 
 Statewide Uniform Registry of Electors 
  

 

2 
 

weaknesses identified and works conscientiously with the counties to address all of the potential 
voter registration inaccuracies noted in the SURE voter registration records prior to migrating 
this data into the new replacement system. 
 
Our findings are summarized below. 
 
 
Finding 1 – As a result of the Department of State’s denial of access to critical documents 
and excessive redaction of documentation, the Department of the Auditor General was 
severely restricted from meeting its audit objectives in an audit which the Department of 
State itself had requested. 
 
DOS failed to comply with the agreement’s provision requiring that they cooperate with DAG’s 
requests related to the audit. This failure impeded DAG’s ability to timely conclude the audit and 
resulted in significant scope limitations that affected our ability to achieve audit objectives 1, 3, 
and 6. As a result, DAG was unable to determine with any degree of reasonable assurance that 
the SURE system is secure and that Pennsylvania voter registration records are complete, 
accurate, and in compliance with applicable laws, regulations, and related guidelines.  
 
During the audit, DOS management denied us access to significant key documents/information 
related to the security and operation of the SURE system and for some documents that were 
provided, the entire documents were redacted, making the documentation unusable as evidence.4 
Without these critical documents, we were unable to satisfy our audit objective to review the 
security protocols of the SURE system (Objective 3). In addition, we were unable to comply 
with Government Auditing Standards, which require auditors to evaluate the effectiveness of IT 
controls and review previous audits and assessments significant within the context of our audit 
objectives. Without access to the external security assessment reports, we were unable to 
determine what information the assessments contained, and therefore, have no assurance that the 
assessments covered all of the various layers of security protecting the SURE system (Objective 
6). We were also unable to determine if any security weaknesses were noted in the assessments 
or whether corrective actions had been implemented.  
 
Additionally, due to the lack of cooperation from certain counties, PennDOT, and the system 
design of online voter registration applications, we were unable to perform adequate tests to 
determine the accuracy of the voter record data in SURE (Objective 1). We are, therefore, unable 
to form any conclusions as to the accuracy of the entire population of voter registration records 
maintained in SURE. 
 
Despite experiencing these difficult impediments throughout the audit, we were able to complete 
many audit procedures, including some related to objectives 1, 3, and 6, and have discussed our 

                                                           
4 After approximately nine months of requesting copies of certain reports, we were provided with hundreds, if not 
thousands of pages that were blacked out from top to bottom other than the report cover pages. 
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results in Findings 2 through 7. Within this finding, we offer six recommendations related to 
future audits of SURE or its replacement and the need for respective parties to cooperate with 
auditors. 
 
 
Finding 2 – Data analysis identified tens of thousands of potential duplicate and inaccurate 
voter records, as well as voter records for nearly three thousand potentially deceased voters 
that had not been removed from the SURE system. 
 
We requested SURE electronic files of all currently registered voters and the history of all of the 
changes made to voter records during the period January 1, 2016, to the present. We also 
requested copies of the Full Voter Export List for each county, which are available to the public 
through DOS’ website. It took over three months for DOS to provide these electronic files. These 
files contained voter registration records for 8,567,700 registered voters as of October 9, 2018. 
Using these files, we performed data analysis to evaluate the information within SURE for 
reasonableness.   
 
As a result of our data analysis, we identified potential inaccuracies, including: 
 

• 24,408 cases where the same driver’s license number was listed in more than one voter 
record. 

• 13,913 potential duplicate cases. 
• 6,876 potential date of birth (DOB) inaccuracies. 
• 2,230 potential DOB and/or registration date inaccuracies. 
• 2,991 records of potentially deceased voters.  

 
Due to audit time constraints, we did not validate the thousands of cases/situations identified, and 
as a result, we use the term “potential” to be conservative. We believe, however, that in most of 
these instances, there are inaccuracies within the data maintained in SURE, and therefore, DOS 
will need to work with the counties to follow up and address all these situations in order to 
investigate and correct the voter records as appropriate.   
 
Based on the results of our data analysis, along with reviewing DOS regulations and guidance, 
and on-site visits to seven counties where we observed staff processing new voter registration 
applications (applications) to check for duplicate records, we found the process ineffective for 
identifying duplicate records and removing voter records of deceased voters. We also identified 
other weaknesses increasing the risk of inaccurate records regarding the processing of 
applications and subsequent list maintenance, which are addressed separately in Findings 4 and 
5.  
 
We offer 10 recommendations to DOS to work with the counties to investigate these situations of 
potential duplicates, deceased voters, and inaccuracies and correct the voter records as 
appropriate; create automated processes to prevent duplicate and invalid information from being 
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recorded in the SURE system and/or the replacement system for SURE; and to evaluate the 
guidance provided to the counties regarding duplicates to ensure that it is adequate. 
 
 
Finding 3 – The Department of State must implement leading information technology 
security practices and information technology general controls to protect the SURE system 
and ensure the reliability of voter registration records. 
 
As described in Finding 1, DOS refused to provide us access to significant key documents 
related to the security, information technology (IT) controls, and operation of the SURE system. 
As a result, we were unable to satisfy our audit objective to review the security protocols of the 
SURE system and conduct our audit in accordance with applicable Government Auditing 
Standards.5   
 
Based on the limited information that DOS management did provide to us or through review of 
other available information, we were able to identify gaps between leading IT security practices 
and the current policies, procedures, and practices protecting the SURE system and supporting 
architecture. We found that the governance structure of the SURE system and supporting 
architecture does not adequately define oversight and IT management in order to implement 
effective IT controls. Additionally, DOS management’s vendor oversight practices need to be 
improved. DOS management could not provide System and Organization Control (SOC) reports 
for its key vendors or evidence that it reviewed the SOC reports and assessed whether controls at 
the service organizations were appropriately designed and operating effectively. 
 
Further, we found that DOS management’s county-level SURE Equipment Use Policy fails to 
provide clear guidance to counties for the appropriate use of the IT equipment provided by DOS. 
It also fails to include the additional responsibilities for security if the county chooses to connect 
county-owned equipment to the SURE system and a corresponding form to request and approve 
such deviation.  
 
We offer one recommendation to the Secretary of the Commonwealth to consider creating an 
oversight body for the SURE system. We also offer 11 additional recommendations to DOS 
management to develop a governance structure that will provide clear lines of authority in the 
operation, maintenance, and security of the SURE system; continue with plans to replace the 
SURE system; implement additional security guidelines; monitor vendors through a documented 
process; and update the SURE Equipment Use Policy. 

                                                           
5 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. 
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Finding 4 – Voter record information is inaccurate due to weaknesses in the voter 
registration application process and the maintenance of voter records in the SURE system. 
 
We found that the SURE system and supporting processes and controls are not effective to 
ensure that the voter registration information is accurate. We identified several reasons why 
inaccuracies occur and grouped them into two areas: (1) weaknesses within the application 
process, and (2) weaknesses regarding the maintenance of voter registration records within the 
SURE system. 
 
Regarding weaknesses within the application processes, we found that no review is required to 
ensure that data on the application form is being accurately entered into SURE either at the time 
of data entry or on a routine basis after data entry. Automated edit checks and other features to 
prevent or detect inaccuracies are also not sufficiently incorporated into the SURE system. 
Additionally, we found that applications can remain in pending status for long time periods and 
in some cases indefinitely. Based on data analysis, as of October 9, 2018, there were 91,495 
applications in pending status, including 23,206 that had been placed in pending status prior to 
the beginning of our audit period on January 1, 2016.  
 
For weaknesses regarding the maintenance of voter registration records within the SURE system, 
we found that insufficient analysis by counties has resulted in inaccurate voter record data, 
despite the performance of list maintenance activities by the counties. Our analysis also 
identified 96,830 voters who potentially should be classified as inactive and an additional 65,533 
records of inactive voters whose voter records potentially should have been canceled. 
Additionally, DOS does not fully utilize the list maintenance feature it pays for as a member of 
the Electronic Registration Information Center (ERIC).  

 
We offer eight recommendations to improve application processing controls and the accuracy of 
the voter registration data.   
 
 
Finding 5 – Incorporating edit checks and other improvements into the design of the 
replacement system for SURE will reduce data errors and improve accuracy. 
 
In addition to the inadequate or nonexistent automated checks in the SURE system for allowing 
duplicate voter records, preventing adding a voter with a driver’s license already associated with 
a voter record, and recording of obviously inaccurate birthdates and/or voter registration dates 
(addressed in Finding 2), we found features that were missing or inadequate which could further 
reduce or prevent errors. Specifically, we found that the SURE system does not prevent 
applications with a non-Pennsylvania residential address from being approved. The SURE 
system also lacks geographical mapping assistance which would reduce inefficiencies and 
potential inaccuracies by preventing applications from being sent to the wrong county for 
processing. Additionally, the SURE system lacks a “Read Only” feature to prevent key fields 
with permanent data such as a date of birth, Social Security number, or driver’s license number 
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from being changed. Finally, the SURE system does not have controls in place to ensure that 
voter registrations are not improperly cancelled within 90 days of an election. 
 
We were also informed of two additional areas needing improvement related to the PennDOT 
Motor Voter process and the reporting capabilities within the SURE system. We found that some 
individuals confuse the change of address prompt at PennDOT’s photo license centers with 
registering to vote. Through discussions with DOS management and input from county officials, 
we also found that the ability to create reports in the SURE system is too limited and it lacks 
editable report capabilities.  
 
We offer five recommendations to DOS that include incorporating several information 
technology enhancements into its design of the replacement SURE system and consider the 
feasibility of making some or all of these enhancements into the current SURE system. 
Additionally, DOS should consider working with PennDOT to revise the Motor Voter process to 
obtain all required voter registration information from individuals requesting to update their 
voter registration address. 
 
 
Finding 6 – A combination of a lack of cooperation by certain county election offices and 
PennDOT, as well as source documents not being available for seventy percent of our test 
sample, resulted in our inability to form any conclusions as to the accuracy of the entire 
population of voter records maintained in the SURE system. 
 
We selected a random statistical sample of 196 voters from the total population of 8,567,700 
voters registered in SURE as of October 9, 2018. Our intent was to review source documents to 
confirm the accuracy of the information in SURE in the 196 voter records and thus conclude as 
to the accuracy of the entire voter population. Due to lack of cooperation and the unavailability 
of 138 of the 196 records selected (or 70 percent), we could not conclude on the accuracy of the 
entire voter population. Of the 196 voters selected, 84 of the voters’ most recent 
application/change to their registration was made using a paper application. We were only able 
to test and verify the accuracy for 58 of these 84 paper applications. Of the remaining 26 
applications, 14 could not be tested because 12 counties acknowledged that they were unable to 
locate the source documents needed to test each record for accuracy, and four counties did not 
respond to our requests to provide source documents for the other 12.  
 
One factor for the unavailability of the applications is due to the lack of a clear records retention 
policy issued to the counties by DOS. Without clear guidance from DOS, we found that the 
counties have differing stances on how long an application must be kept. A clear record retention 
policy from DOS and a requirement to scan all applications into SURE would help ensure 
uniformity among counties, ensure complete records, provide a SURE user with the ability to 
answer questions if/when they arise from either voters or county staff, and allow for documents 
to be audited, as necessary. 
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We also found that DOS does not maintain copies, nor does it require the counties to maintain 
copies, of applications submitted via the online application process. This accounted for 19 of our 
196 selected voters. Finally, for the remaining 93 applications processed through the Motor 
Voter system, PennDOT refused to provide us access to Motor Voter source documents. 
 
We offer five recommendations to DOS to develop an audit trail for registration applications that 
are submitted online and via hard copy, develop a records retention policy to help ensure 
consistency of records retention amongst all the counties, and update the SURE regulations to 
ensure that they are in accordance with the newly developed records retention policy. 
 
 
Finding 7 – The Department of State should update current job aids and develop additional 
job aids and guidance to address issues such as duplicate voter records, records of potentially 
deceased voters on the voter rolls, pending applications, and records retention. 
 
We found that DOS generally provided meaningful assistance and guidance to the counties 
regarding SURE voter registration and list maintenance. DOS provides guidance to the counties 
related to the SURE system through job aids, which provide step-by-step instructions on how to 
complete various tasks associated with the processing of a voter registration application. 
Additionally, DOS also makes hands-on training available to the counties upon request. The 
counties and DOS also have access to the SURE Help Desk for assistance, as needed.  
 
We believe, however, that the guidance provided by DOS did not sufficiently address all critical 
areas. The critical areas not adequately addressed include: job aids need to be updated to reflect 
recommended improvements regarding review for duplicate voter records and records of 
potentially deceased voters on the voter rolls, no guidance was provided to the counties 
regarding the length of time that applications remain in pending status and whether pending 
applications past that timeframe should be denied, and no clear guidance was provided to the 
counties regarding a record retention policy for voter record source documents. Additionally, we 
found that the job aids did not consistently contain uniform issue or revision dates in order to 
maintain version control and prevent confusion.  
 
We offer four recommendations to DOS to continue to offer hands-on training on the SURE 
system; update the applicable job aids to reflect changes in processes; include an issue date on all 
job aids distributed to the counties and create an indexed list of job aids listing the most current 
version; and provide guidance to the counties regarding the maximum length of time that an 
application can remain in pending status.  
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Introduction and Background 
 
This report presents the results of our performance audit of the Pennsylvania Department of 
State’s (DOS) Statewide Uniform Registry of Electors (SURE). The performance audit was 
conducted under the authority of Sections 402 and 403 of The Fiscal Code and pursuant to the 
Interagency Agreement entered into by and between the Pennsylvania Department of the Auditor 
General and DOS.6 Our performance audit had eight objectives and covered the period of 
January 1, 2016 through April 16, 2019, unless otherwise noted, with updates through the report 
date. Refer to Appendix A of this report for a detailed description of the audit objectives, scope, 
and methodology. 
 
In the following sections we will discuss: 
 

• Threats to Pennsylvania elections 
• The election-related responsibilities of DOS and county election offices 
• The implementation of SURE 
• The Commonwealth’s voter registration process 
• The voter record maintenance process 
• The status of Pennsylvania’s voting systems 
• DOS plans to replace the SURE system 

 
 
Threats to Pennsylvania Elections  
 
An accurate voter registration system and effective paper record voting machine system are 
critical in the current environment where a significant threat of hacking election records exists. 
In September 2017, the New York Times reported that earlier that month, the United States 
Department of Homeland Security had informed 21 states that their election systems had been ". 
. . targeted by hacking efforts possibly connected to Russia" during the 2016 Presidential 
election. The New York Times listed Pennsylvania as one of the states that informed the 
Associated Press that they had been targeted.7 
 
In May 2018, the United States Senate Intelligence Committee (Intelligence Committee) released 
an unclassified summary of its investigation into the matter, confirming that cyber actors 
affiliated with the Russian government scanned state systems extensively throughout the 2016 
election cycle. These cyber actors made numerous attempts to access several state election 
systems and, in a small number of cases, actually accessed voter registration databases. The 

                                                           
6 72 P.S. §§ 402 and 403. See Appendix B for a copy of the Interagency Agreement. 
7 <https://www.nytimes.com/2017/09/22/us/politics/us-tells-21-states-that-hackers-targeted-their-voting-
systems.html> (accessed September 11, 2019). 
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investigation also found that at least 21 states potentially had their election systems targeted in 
some fashion while other states reported suspicious or malicious behavior.8 
 
The targeting of state voter registration systems was confirmed by the Mueller Report, released 
in April 2019. This report found that officers of the Russian military intelligence agency used 
cyber hacking techniques during the 2016 presidential election to attack state boards of elections, 
secretaries of state, and county governments involved in the administration of elections, as well 
as individuals who worked for those entities.9 
 
The Mueller report noted for example, that the Illinois state Board of Elections reported that 
hackers had succeeded in breaching its voter systems by sending malicious code to the state’s 
website in order to run commands and gain access to the database containing the information for 
millions of registered voters.10 The Mueller report also noted that Florida county election 
administration officials were targeted through spear-phishing emails that allowed the intruders to 
gain access to the network of at least one Florida county government.11 
 
In July 2019, the Senate Select Committee on Intelligence reported that additional information 
was obtained in late 2018 that evidenced the U.S. election infrastructure of all 50 states, which 
includes voter registration databases, had been scanned by foreign agents in attempts to 
understand the networks and identify vulnerabilities within the systems at both state and local 
levels.12 These events demonstrate the need for ensuring the security of Pennsylvania’s voting 
systems against cybersecurity attacks which are increasing in both quantity and sophistication. 
Improving voting systems will simultaneously endeavor to maintain the utmost integrity in 
Pennsylvania election results. 
 
 
The Election-Related Responsibilities of DOS and County Election Offices 
 
DOS’ Bureau of Election Security and Technology (BEST) oversees the functions of SURE, 
election security and technology initiatives, certification of equipment, and technology and data 

                                                           
8 U.S. Senate Intelligence Committee, Russian Targeting of Election Infrastructure during the 2016 Election: 
Summary of Initial Findings and Recommendations, dated May 8, 2018. 
<https://www.intelligence.senate.gov/press/senate-intel-committee-releases-unclassified-1st-installment-russia-
report-updated> (accessed February 27, 2019). 
9 U.S. Department of Justice, Report on the Investigation into Russian Interference in the 2016 Presidential 
Election, March 2019, page 50 <https://www.justice.gov/storage/report.pdf> (accessed April 22, 2019). 
10 Ibid. 
11 Id. at page 51. 
12 Report of the Select Committee on Intelligence, United State Senate, on Russian Active Measures Campaigns and 
Interference in the 2016 U.S. Election, pages 3-12, 
<https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume1.pdf> 
 (accessed August 1, 2019). 
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innovation. BEST is also responsible for working with federal, state, and local partners to 
maintain and enhance the security of Pennsylvania’s elections infrastructure.13 
DOS’ Bureau of Election Services and Notaries (BEN) oversees the functions of the Division of 
Election Services and Voter Registration. BEN is responsible for areas such as serving voters, 
candidates, counties, and other stakeholders on matters relating to election administration and 
voter registration. 
 
DOS also oversees elections in conjunction with the county elections and/or voter registration 
office(s) in each of Pennsylvania’s 67 counties. Staffing for these county election offices 
(county) range from 1 to 100 full-time employees, as well as some part-time/temporary 
employees as needed. County election/voter registration staff report to the County 
Commissioners/County Executive and are responsible for conducting elections and performing 
related tasks, including, but not limited to: 
 

• Completing all tasks related to voter registration, including processing voter registration 
applications; performing procedures to update and monitor the accuracy of voter 
registration records, typically and hereafter referred to as list maintenance; and certifying 
voter registration statistics to DOS prior to each election 

• Processing county level candidates’ petitions for inclusion on the ballot 
• Designing/printing the ballots 
• Purchasing voting machines14 
• Programming voting machines 
• Printing poll books 
• Hiring and organizing poll workers 
• Finding/securing polling locations 
• Certifying the election results to DOS 

 
It is important to note that while DOS oversees Pennsylvania’s elections and maintains the 
SURE system, the voter registration records are owned by the individual counties. If a voter 
moves from one county to another, any paper documents associated with that voter are 
transferred to the new county. DOS does not have ownership over the records, nor does it have 
the authority to edit records, cancel a record, or move a voter from active to inactive status. 
 
 
The Implementation of SURE 
 
The Help America Vote Act of 2002 (HAVA) was enacted to improve voting systems and voter 
access throughout the nation. HAVA created mandatory minimum standards related to key areas 
of election administration that every state must follow, one of which was to implement a 
                                                           
13 For purposes of this report, we refer to BEST collectively as DOS. 
14 The counties have the authority and mandate to purchase voting machines; however, they may only purchase 
machines that have been certified by the federal government and by Pennsylvania’s Secretary of State. 
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computerized statewide voter registration list to serve as the single system for storing and 
managing the official list of registered voters.15 While DOS has had authority over elections in 
Pennsylvania since the early 1900s, it was charged with maintaining the SURE system shortly 
after HAVA’s enactment.16 SURE, which was implemented in Pennsylvania as a result of Act 3 
of 2002, is the platform that supports the critical functions of the Commonwealth’s election 
system, including voter registration, voter list maintenance, precinct data, and the production of 
poll books.17 SURE was designed to ensure the accuracy and integrity of the Commonwealth’s 
voter registration records maintained by the election authorities in each of the 67 counties. 
 
SURE is maintained by DOS and utilized by each of the counties. DOS must ensure that the 
counties fulfill their statutory responsibilities, but DOS must be careful not to infringe upon 
functions reserved for the counties (as discussed above, the counties own the voter registration 
records, not DOS). For example, the counties have the authority to process voter registration 
applications, make changes to a voter’s record, or cancel a voter’s registration; however, HAVA 
requires DOS to ensure that the voter registration records are accurate and are updated regularly. 
This includes “file maintenance that makes a reasonable effort to remove registrants who are 
ineligible to vote.”18 Accordingly, HAVA places the responsibility on DOS to ensure that SURE 
data is accurate but at the same time, DOS has no ability to force the counties to comply. 
 
 
The Commonwealth’s Voter Registration Process 
 
Any individual who wants to vote in an election in Pennsylvania is required to register to vote no 
later than 30 days prior to the election. The National Voter Registration Act (NVRA) requires 
that: 
 

• Each State shall designate agencies for the registration of voters in elections for Federal 
office.  

• Each State shall designate as voter registration agencies: 
o all offices in the State that provide public assistance 
o all offices in the State that provide State-funded programs primarily engaged in 

providing services to persons with disabilities.19  

                                                           
15 52 U.S.C. § 21083(a)(1). 
16 As part of the SURE system, DOS also created the SURE Portal (Portal). The Portal allows the user to view but 
not edit or cancel a voter’s record. The Portal is used by county staff, especially during periods of high activity, and 
by the BEST staff to answer telephone calls from voters requesting their status (registered or not), their party 
affiliation, or the location of their polling place. 
17 25 Pa.C.S. § 1222. 
18 52 U.S.C. § 21083(a)(2). 
19 52 U.S.C. § 20506(a). For the purposes of voter registration, as required by the NVRA, the offices in 
Pennsylvania that have been identified as those that “provide public assistance” are: Women, Infant and Children 
Nutrition Clinics; County Assistance Offices; Clerk of Orphans’ Courts, Children and Youth Agencies; Area 
Agencies on Aging; Para-Transit providers; Special Education Programs at the 14 state-owned universities; agencies 



 A Performance Audit 
  
 Pennsylvania Department of State 
 Statewide Uniform Registry of Electors 
  

 

12 
 

Pennsylvania, through its voter registration law, has included these requirements for all 
elections.20 
 
The ways in which a person can register, as well as the qualifications to register, are standardized 
throughout Pennsylvania and are outlined in Appendix C. The application to register is received 
and processed by the county. The SURE system guides the county staff through the process; 
however, the number of applications received varies greatly and the manner in which a county 
distributes work is discretionary within each county. 
 
Anytime an individual submits a voter registration application (application) that is able to be 
processed, whether it is to initially register to vote or to change their name/address/party, the 
applicant will be mailed a voter card that contains the voter’s information and the name and 
location of the corresponding polling place.21 The voter card is mailed “non-forwardable” and if 
it is not returned to the county within 10 days, the applicant becomes a registered voter. Once an 
applicant is a registered voter, they are eligible to vote in the next election. If the voter is a new 
voter or voting for the first time at a polling place, the voter will need to show proof of 
identification (see Appendix C for a list of acceptable forms of identification). See Appendix E 
for information on 2018 Pennsylvania voter registration statistics.  
 
The NVRA also requires that the Pennsylvania Department of Transportation (PennDOT) 
provide its customers an opportunity to register to vote.22 Commonly referred to as “Motor 
Voter,” this process provides PennDOT customers the ability to register to vote while applying 
for or renewing a driver’s license or photo ID at a PennDOT center. Being fully electronic since 
2003, any voter registration applications obtained by PennDOT are uploaded into SURE and are 
electronically distributed to the applicable counties for processing. A defect detected with the 
Motor Voter system, which permitted non-U.S. citizens to request to register to vote, is discussed 
in Appendix D. The following table shows the number of new voter registrations and change of 
address edits made to SURE voter records resulting from voters’ usage of PennDOT’s Motor 
Voter system during the calendar years 2015 through 2018:

                                                           
serving people with disabilities and County Mental Health/Intellectual Disabilities offices; and the armed services 
recruitment centers. 
20 25 Pa.C.S. § 1325. 
21 An application should not be processed if it is missing information or if it is an exact duplicate of the information 
for a voter already within the system. 
22 52 U.S.C. § 20501 et seq. which is also known as the Motor Voter Act. 
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Pennsylvania Department of State 
Number of Voter Registration Transactions Processed Through PennDOT’s Motor 

Voter System by Transaction Type for Calendar Years 2015-2018 
Type of Transaction 2015 2016 2017 2018 

New Registration 112,774 112,680   94,946   98,911 
In-County Change of Address 295,377 321,410 369,727 346,899 
Out-of-County Change of Address   91,468   92,466 111,260 106,930 
Totala/ 499,619 526,556 575,933 552,740 
a/ The numbers reported only reflect transactions that were forwarded from PennDOT to DOS that resulted in a new 
registration or change made to an existing registration. Therefore, these numbers do not include applications that 
were unable to be approved/processed, such as those with incomplete information, applications for individuals that 
are already registered to vote, or for those individuals that were not eligible to register to vote. 
Source: Produced by the Department of the Auditor General staff based on information from the Pennsylvania 
Department of State’s “The Administration of Voter Registration in Pennsylvania, Report to the General 
Assembly” for calendar years 2015-2018, dated June 2016, June 2017, June 2018, and June 2019, respectively. 

 
 
The Voter Record Maintenance Process 
 
Voter registration data is continuously maintained by the individual counties through the SURE 
system. In addition to ongoing maintenance, the counties conduct annual maintenance activities 
as prescribed by law.23 For instance, the counties send address verification notices to voters who 
have been identified by the United States Postal Service as having submitted a change of address. 
Counties send Five-Year Notices to voters who have not voted in the past five years or made any 
contact with the county. If the voter fails to respond to the mailing, they are marked as inactive. 
Once a voter is marked as inactive, the voter will remain in that status until they vote or update 
their information. An inactive voter can still cast a ballot at their polling location, but must sign 
an affidavit confirming their address. Once the affidavit is signed, the voter is able to vote and 
will be moved back to active status in SURE as part of a post-election process. If the voter fails 
to vote in the next two consecutive general elections for federal office (four or more years after 
being moved to inactive status), the county should cancel the voter’s registration.  
 
In addition to cancelling a voter’s registration due to inactivity, a county should cancel a voter’s 
registration if the county receives a written request from the voter to have their voter registration 
cancelled or is notified that the voter died or moved out of state. The following table summarizes 
the number of active and inactive voters whose registrations were cancelled and the reason for 
cancellation in the calendar years 2015-2018:

                                                           
23 52 U.S.C. § 21083(a)(2) and 25 Pa.C.S. § 1901(b)(1)(i). 
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Pennsylvania Department of State 
Number of Active and Inactive Voters Cancelled by Reason 

for Calendar Years 2015-2018 

Calendar 
Year and 

Voter Status 

Cancelled 
at 

Voter’s 
Request 

Cancelled 
due to 

Voter’s 
Death 

County 
Confirmed 
Change of 
Addressa/ 

PennDOT 
Confirmed 
Change of 
Address 

Voter 
Removal 

Programsb/ Total 
2015 Active 1,280 91,951   20,405   86,476     5,955 206,067 
2015 Inactive    351 13,321     5,713   10,473 156,107 185,965 
2016 Active 1,605 76,987 100,956   90,565     3,935 274,048 
2016 Inactive    374 11,799   23,328   11,253   83,515 130,269 
2017 Active 1,859 93,649   21,963 101,984     3,979 223,434 
2017 Inactive    251 10,264     3,761     8,018 233,517 255,811 
2018 Active 2,311 79,178   50,602   95,332     3,458 230,881 
2018 Inactive    516 12,246   12,019   10,916 113,576 149,273 
a/ Includes if the county visited the address on record to confirm the voter no longer lives there. 
b/ Cancelled because no response was received after various mailings. 
Source: Produced by the Department of the Auditor General staff based on information from the Pennsylvania 
Department of State’s “The Administration of Voter Registration in Pennsylvania, 2018 Report to the General 
Assembly” dated June 2019. 

 
 
The Status of Pennsylvania’s Voting Systems 
 
HAVA not only requires that each state has a general registry for voter registration, it also placed 
mandates on the states regarding voting systems. While HAVA was a funded mandate (see 
Appendix F for federal money received by Pennsylvania, by year) from the federal government, 
the money has waned in the past several years. Technology however, continues to evolve, and 
the HAVA-compliant voting machines purchased over a decade ago are reaching or have already 
reached, the end of their useful life. In April 2018, DOS informed all counties that they must 
select a voter-verifiable, paper record voting system no later than December 2019, but ideally 
they should have one in place for the November 2019 election.24 At the time of this mandate, the 
voting systems in use in 50 of the 67 counties in Pennsylvania did not have the ability to record 
votes with a hard-copy record and, therefore, were not in line with the new mandate from DOS. 
DOS received $14.15 million in August 2018.25 This money has been used to assist the counties 
in replacing their voting systems, however, this amounts to only approximately 10 percent of the 
estimated total statewide cost of $150 million.26 In October 2019, an election reform bill was 

                                                           
24 <https://www.governor.pa.gov/governor-wolf-statement-directive-new-voting-machines-paper-record/> (accessed 
May 16, 2019). 
25 This $14.15 million consisted of 95 percent federal funding and a 5 percent state match. 
26 County Commissioners Association of Pennsylvania, Election Equipment and Voting Systems, 
<https://www.pacounties.org/GR/Documents/1-ElectionEquipmentPriorities2019.pdf> (accessed May 16, 2019). 
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signed into law by Governor Wolf that included $90 million to assist the counties with 
purchasing new voting systems.27 
 
All voting systems to be used in Pennsylvania must be certified by both the federal Election 
Assistance Commission and the Secretary of the Commonwealth.28 As of June 13, 2019, DOS 
(via the Secretary) certified seven new voting systems for use in Pennsylvania.29 
 
 
DOS Plans to Replace the SURE System 
 
As noted above, the SURE system in place today was initially implemented and rolled out 
beginning in 2003, making it over 15 years old. DOS management stated that they are starting 
the process to obtain and implement a new SURE system. DOS is currently working with the 
Office of Administration, Office for Information Technology to develop a request for proposal to 
replace the SURE system. 
 
 

                                                           
27 See Act 77 of 2019, enacted October 31, 2019 (Immediately effective with exceptions). 
28 25 P.S. § 3031.5. 
29 <https://www.media.pa.gov/Pages/State-Details.aspx?newsid=342> (accessed September 23, 2019). 
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Finding 1 – As a result of the Department of State’s denial of access to 
critical documents and excessive redaction of documentation, the 
Department of the Auditor General was severely restricted from meeting its 
audit objectives in an audit which the Department of State itself had 
requested. 

 
In November 2017, the Pennsylvania Senate’s State Government Committee considered 
legislation that would require the Pennsylvania Department of the Auditor General (DAG) to 
audit the Pennsylvania Department of State’s (DOS) Statewide Uniform Registry of Electors 
(SURE). Various members of our state legislature voiced concerns regarding the security of 
Pennsylvania’s voting systems after several national media outlets reported allegations of foreign 
actors hacking multiple states’ voter registration databases.30  
 
DOS contacted DAG to discuss the pending legislation, and after various meetings between 
DAG, DOS, the Pennsylvania Governor’s Office of Administration, Office for Information 
Technology (OA/OIT), and the Senate State Government Committee, it was agreed that DOS 
and DAG would enter into an Interagency Agreement (agreement) to conduct an audit which 
would accomplish the goals set forth in the proposed legislation. The agreement tasked DAG to 
audit the SURE system and outlined specific audit objectives to be performed that satisfied the 
interests of all parties involved.31  
 
As the audit progressed, however, DOS failed to comply with the agreement’s provision 
requiring that they cooperate with DAG’s requests related to the audit. In addition to language in 
the agreement, Pennsylvania law requires DOS to cooperate with the DAG.32 This failure 
impeded DAG’s ability to timely conclude the audit and, as outlined in the table below, resulted 
in significant scope limitations that affected DAG’s ability to achieve audit objectives 1, 3, and 
6. 

                                                           
30 More recently, there has been concerning news of hacking the databases of all 50 states and federal officials have 
noted major concerns about Pennsylvania’s system. https://www.nytimes.com/2019/07/25/us/politics/russian-
hacking-elections.html and https://www.nytimes.com/2019/07/26/us/politics/states-voting-systems.html (accessed 
August 12, 2019). 
31 See Appendix B for a copy of the original agreement. 
32 Please note that Section 502 (relating to Cooperative duties) of the Administrative Code of 1929 provides as follows: 
“[w]henever, in this act, power is vested in a department, board, or commission, to inspect, examine, secure data or 
information, or to procure assistance, from any other department, board, or commission, a duty is hereby imposed upon the 
department, board, or commission, upon which demand is made, to render such power effective.” (Emphasis added.) See 71 
P.S. § 182 (Adm. Code § 502). This section of the Administrative Code clearly requires that whenever an administrative 
agency (DAG) has a power to secure an audit as provided in statute, any other agency (DOS or the Pennsylvania Department 
of Transportation) requested to provide such documents has the duty to be cooperative. 
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Objective 
Number Objective 

Able to Achieve 
Audit Objective 

Detail Found 
in Finding 
Number 

1 
Assessment of whether records maintained 
within the SURE system are accurate and in 
accordance with the Help America Vote Act 
(HAVA) and Pennsylvania law. 

No (See Scope 
Limitation B below) 2, 4, 5, 6 

2 Evaluation of the process for input and 
maintenance of voter registration records. Yes 4 

3 Review of security protocols of the SURE 
system. 

No (See Scope 
Limitation A below) 1, 3 a/ 

4 Review of the efficiency and accuracy of the 
SURE system. Yes 5 

5 
Review of the internal controls, methodology for 
internal audits and internal audits review 
process. 

Yes 4 

6 
Review of the external controls, methodology 
for external audits and external audits review 
process. 

No (See Scope 
Limitation A below) 1 a/ 

7 
Review of the methodology for the issuance of 
directives and guidance to the counties by DOS 
regarding voter registration and list maintenance. 

Yes 7 

8 
Any other relevant information or 
recommendations related to the accuracy, 
operability, and efficiency of the SURE system, 
as determined by the Auditor General. 

N/Ab/ No Findingb/ 

a/ - Due to its sensitive nature, we summarized the scope limitation in these findings, but included relevant detailed 
information in a separate confidential communication to DOS.  
b/ - While no other areas were added to the audit objectives and we do not have any findings or recommendations 
outside those related to the first seven objectives, see Appendix D regarding an issue that occurred during the audit 
period but was corrected prior to the beginning of the audit. The issue concerns the lack of oversight that allowed 
non-citizens the ability to register to vote at the Pennsylvania Department of Transportation’s (PennDOT) photo 
license centers even after indicating they are not a citizen. We did not test for citizenship as part of this audit 
because citizenship information is not maintained in the SURE system, however, we did obtain from DOS certain 
information they were willing to provide regarding steps taken to address this issue. Other information regarding 
management’s investigation and analysis of the situation was not provided. See further details in Appendix D. 

 
After the agreement between DOS and DAG was executed on May 21, 2018, DAG promptly 
issued a standard engagement letter on May 22, 2018 to begin the audit. The engagement letter 
stated that DAG would release its final report on or before January 31, 2019, which was the date 
provided for in the agreement. Due to a lack of cooperation from DOS, PennDOT, and certain 
county election offices (counties), as well as a failure to provide the necessary information 
needed to satisfy the audit objectives, it became evident that DAG would not be able to perform 
the audit in accordance with certain applicable standards in Government Auditing Standards, 
which is issued by the U.S. Government Accountability Office. The standards in question 
included obtaining sufficient appropriate evidence, evaluating the design and operating 
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effectiveness of information technology (IT) controls, and reviewing previous audits and 
attestation engagements significant within the context of the audit objectives.33 In February 
2019, the original agreement was amended, and the date for final audit report release was 
extended to July 31, 2019. Due to a continued lack of cooperation from DOS in terms of 
providing requested information, this date was further postponed to September 27, 2019.34 
 
The agreement included responsibilities of both DOS and DAG. The first responsibility listed for 
DOS was to “cooperate with the Auditor General’s requests involving the proposed audit”; 
however, as discussed throughout the report, DOS did not provide us with responses to all of our 
requests. Instead of terminating the engagement due to lack of cooperation, which was justifiable 
under the terms of the agreement, in an effort to salvage an audit of paramount importance 
intended to enlighten Pennsylvania’s electorate on the issue of election security and reliability, 
DAG issued a modified Government Auditing Standards compliance statement for this audit to 
account for the significant scope limitations that resulted from DOS’ refusal to provide access to 
documentation and data required to complete the audit.  
 
As a direct result of this sustained refusal to cooperate with our data requests without plausible 
justifications, DAG was unable to establish with any degree of reasonable assurance that the 
SURE system is secure and that Pennsylvania voter registration records are complete, accurate, 
and in compliance with applicable laws, regulations, and related guidelines. These weaknesses, 
despite the full performance of DAG under the terms of the agreement, combined with the recent 
increased threats from cyber intrusion, leaves serious questions and concerns regarding 
Pennsylvania’s voter registration system and records. 
 
The following sections describe in greater detail the various scope limitations, how each affected 
our abilities to satisfy the audit objectives, and the uncooperative nature of DOS, PennDOT, and 
certain counties throughout the audit.  
 

                                                           
33 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Standards related to 
obtaining sufficient appropriate evidence are included in Paragraphs 6.56 through 6.72, standards related to 
evaluating the effectiveness of information system controls are included in Paragraphs 6.23 through 6.27, and 
standards related to review of previous audits and attestation engagements are included in Paragraph 6.36. 
34 Subsequently, DOS requested a further extension for the final audit report to be released by November 29, 2019. 
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DOS-Imposed Scope Limitations Impacting Audit Objective Achievement 
 
Scope Limitation A 
 
We attempted to document a complete understanding of the complex IT security landscape 
supporting the SURE system and evaluate the design and operating effectiveness of IT controls 
using a four-pronged approach: 
  

1. Document the IT system landscape of the SURE system and its supporting infrastructure. 
 

2. Document governance over cybersecurity using the National Institute of Standards and 
Technology Framework and review security assessments previously performed by 
outside entities.35 
 

3. Document and test IT General Controls as defined by the US General Accountability 
Office, Standards for Internal Controls in the Federal Government (Green Book).36 
 

4. Interview and survey county election offices and county IT staff. 
 
During the audit, DOS management denied us access to significant key documents/information 
related to the security and operation of the SURE system and, for some documents that were 
provided, redacted information to the extent that the documentation was not usable as evidence. 
The following list identifies the key documents/information that were not provided (items 1, 2, 
and 5) or were heavily redacted (items 3 and 4):  
 

1. Contents of external security assessment reports issued by the United States Department 
of Homeland Security (Homeland Security), as well as reports issued by private firms 
contracted to assess security.37 

  

                                                           
35 The National Institute of Standards and Technology Framework for Improving Critical Infrastructure 
Cybersecurity, consists of five steps: (1) Identify critical physical and software assets, threats, vulnerabilities, and 
risks; (2) Protect the system and infrastructure to ensure its security and resilience; (3) Detect the occurrence of a 
cybersecurity event in the system and infrastructure; (4) Respond to and contain a detected cybersecurity incident; 
and (5) Recover and restore system data, capabilities, and services impacted by a cybersecurity incident. See 
<https://www.nist.gov/cyberframework> (accessed June 11, 2019). 
36 We attempted to compare the policies, procedures, and practices over the SURE system to the IT General Control 
best practices described in Principle 11 of the Standards for Internal Controls in the Federal Government (Green 
Book), issued September 2014. The Pennsylvania Governor’s Office adopted these federal standards for all 
Commonwealth agencies within Management Directive 325.12, effective July 1, 2015. 
37We confirmed with audit agencies in other states that their auditors are provided access to security assessment 
reports issued by private firms and at least one other state has received security assessment reports issued by 
Homeland Security. 
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2. Systems and Organization Control reports detailing the security practices in place at 
outside vendors key to the security and operation of the SURE system.38 
 

3. Detailed information on system configuration and implementation of cybersecurity 
policies. 

 
4. The formal results and corrective action plans from the 2018 test of the emergency 

recovery system. 
 

5. Documentation of significant IT controls and system interfaces.  
 
In lieu of these key documents, DOS instead provided us with an affidavit from the Chief 
Information Security Officer of the Employment, Banking, and Revenue Delivery Center of 
OA/OIT stating that IT security controls were in place. This affidavit however, does not provide 
sufficient, or even appropriate, audit evidence as a basis for conclusions.  
 
Without these critical documents listed above, we were unable to satisfy our audit objective to 
review the security protocols of the SURE system (Objective 3). In addition, we were unable to 
comply with Government Auditing Standards, which requires auditors to evaluate the 
effectiveness of IT controls and review previous audits and assessments significant within the 
context of our audit objectives.39 DOS’s refusal to provide these documents resulted in our 
inability to provide a conclusion regarding the security of the SURE system. It is important to 
note that DOS originally requested this performance audit and agreed to the audit objectives, as 
well as for DAG to conduct the audit in accordance with Government Auditing Standards; 
therefore, its refusal to provide the documents is of great concern. 
 
Additionally, as a result of not being provided access to the contents of the external security 
assessment reports, we were not able to determine what these assessments included and 
therefore, have no assurance that the assessments covered all of the various layers of security 
protecting the SURE system (Objective 6). We were also unable to determine if any security 
weaknesses were noted in the assessments or whether corrective actions have been implemented. 
Further, until our audit revealed that DOS had failed to enact a policy for marking, handling, 
sharing, and storing Election Infrastructure (EI) information, DOS was unaware of the vital 
importance of having such a policy.40 This is deeply concerning because the absence of such a 

                                                           
38 Systems and Organization Control (SOC) reports are reports on a service organization’s controls by an 
independent auditor. 
39 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.23 through 
6.27. 
40 Department of State, Policy on Election System Security Measures, Version 1.1, issued April 23, 2019, which 
establishes DOS policy regarding the identification, marking, handling, storage, and protection of Election 
Infrastructure Information, was issued after our audit cutoff date of April 16, 2019 for information submissions so 
that the report could be prepared. 
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critical policy dealing with EI information is indicative of systems that lack adequate controls or 
uniformity of protocols. 
 
It is also important to note that DOS had initially agreed to provide us with access to these 
security assessments on July 9, 2018, but on the very day that such reports were to be provided to 
DAG, DOS advised us that we were not permitted to view the reports due to “policy.” We 
requested a copy of the DOS policy restricting access to these reports and were not provided the 
policy until late April 2019, over nine months later. The effective date of the policy that DOS 
eventually provided to us restricting access to these and other documents dealing with the SURE 
system was April 23, 2019, many months after we had been refused access to such records and 
many months after we had requested a copy of DOS’ policy. If the security assessment reports 
were as sensitive as claimed by DOS, we are concerned that DOS had no policy in place dealing 
with such critical information until April of 2019.  
 
Further, while DOS refused to permit DAG the ability to review these documents, in October 
2018, we were provided with a list of 20 persons who had access to these reports. This list not 
only included one contractor who was not a Commonwealth employee, but it was unclear why 
the remaining 19 DOS and OA/OIT employees needed such access.41 Finally, DOS repeatedly 
advised us that the security assessments were not to be provided because Homeland Security had 
designated election infrastructure as “critical infrastructure” which prevented DOS from 
releasing the reports to DAG. Despite repeated requests over six months for a statement in 
support of this contention, DOS claimed that they were unable to obtain such a statement from 
Homeland Security. During the course of our audit, we were able to determine that these types of 
reports are provided to auditors in another state and as noted below, Homeland Security did not 
have concerns about DOS sharing the reports with DAG. 
 
In a letter dated August 17, 2018, DOS’ Chief Counsel denied DAG’s request to review the 
security assessment reports on the SURE system issued by Homeland Security and other outside 
entities citing that pursuant to the USA Patriot Act, Homeland Security designated election 
systems as part of critical infrastructure as defined under the Critical Infrastructure Information 
Act of 2002 (CIIA).42 It was the opinion of DOS’ Office of Chief Counsel that the outside 
security assessment reports were protected critical infrastructure information (PCII) and could 
only be accessed by those with an absolute “need to know” in order to perform homeland 
security duties.43 The Auditor General traveled to Washington, D.C. to meet with representatives 
from Homeland Security who stated, however, that sharing the reports was left up to the 
discretion of each particular state. 

                                                           
41 While the contractor is not an employee, he is a contractor who performs critical functions in the SURE system. 
While the contractor’s duties are necessary for the operation and security of the SURE system, see Finding 3 for our 
concerns about governance over the SURE system. 
42 See 42 U.S.C. § 5195c(e), 6 U.S.C. §§ 131-134, respectively. 
43 Yet, it was not clear whether all 19 DOS and OA/OIT employees actually needed access to the reports. Later in 
the audit, DOS represented that certain employees’ access to these reports was revoked after our audit request made 
DOS question why the access had been granted. 
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We considered review of the security reports and access to sensitive security information to be so 
crucial to our audit objectives, that we offered to review the reports and sensitive information in 
a secure setting with DOS supervision. Our offers to provide these additional security measures 
were refused repeatedly by DOS. Without access to the reports we could not determine the 
following: 
 

• If all of the servers and supporting infrastructure used in the SURE system were included 
in the security testing. 

• If the external security assessors were provided unrestricted access and performed their 
work in accordance with standards. 

• If all relevant controls were tested. 
• If exceptions were noted. 
• If appropriate corrective actions were implemented.  

 
Without an independent assessment of these reports and any corrective actions taken by DOS in 
response to these reports, the public has no assurance that DOS is taking proper steps to secure 
the SURE system. We cannot, with any degree of certainty, have confidence in the security of 
the SURE system because we were not permitted to review the reports or the other 
documents/information we requested. Our offers to review reports and documents/information in 
strictly controlled settings make DOS’ refusals to cooperate that much more difficult to defend. 
 
Scope Limitation B 
 
As part of our audit procedures, we selected a random, statistical sample of 196 voters from the 
total population of 8,567,700 voters registered as of October 9, 2018, with the intention of 
reviewing source documents to confirm the accuracy of the voter record information in SURE 
and to confirm that a signature was on file for the voters indicating that they had affirmed that 
they were legally qualified to vote (Objective 1).44 Source documents include the voter 
registration applications or information provided by the individuals to update their voter record. 
Of the 196 voters in the sample, we were unable to verify the accuracy of information for 138 
voters, or over 70 percent of the sample. Depending on the source of the voter’s application, we 
found that: 
 
¾ DOS maintained no source documentation for the 19 voter records reviewed that were 

created through online applications. 
 
¾ PennDOT did not provide access to source documentation for the 93 voters who 

registered to vote through the Motor Voter process. 
                                                           
44 Statistical sampling means to select a limited number of items from the population on a systematic or random 
basis, review/test those items, and then draw a conclusion about the entire population based on the results of the 
items selected for testing with a statistically measurable degree of confidence considering the accepted percent rate 
of tolerable error. Our statistical sample of 196 voters was determined based on a confidence level of 98 percent and 
a tolerable error rate of 2 percent. 
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¾ Four counties did not respond to our request for 12 paper applications. 
 
¾ Twelve counties confirmed they did not have paper applications on file to support 14 

paper applications.  
 
Due to the lack of cooperation from certain counties, PennDOT (regarding information from the 
Motor Voter system), and the system design of online applications, we were unable to perform 
adequate tests to determine the accuracy of the voter record data in SURE. We are therefore 
unable to form any conclusions as to the accuracy of the entire population of voter registration 
records maintained in SURE. Inaccurate voter records could ultimately lead to ineligible 
individuals being able to vote in elections or one individual being able to vote multiple times. An 
accurate and effective voter registration system, as well as public confidence in such a system, is 
critical in the current environment where a significant threat of hacking election records and 
results exists. See Findings 2 and 6 for further details. 
 
Overall 
 
The aforementioned scope limitations encountered during the audit contributed to our conclusion 
that the SURE data used in this audit has significant limitations. 
 
 
The uncooperative nature of DOS, PennDOT, and certain counties 
throughout the audit. 
 
Contributing further to the significant scope limitations, we found that DOS was not only 
uncooperative, which was inconsistent with our agreement and state law, it was untimely in 
providing us the information we needed in order to satisfy our audit objectives.45 As quoted 
previously, the agreement required DOS to cooperate with DAG’s requests related to this audit. 
Specifically, DAG’s audit engagement letter stated that DOS shall provide us with requested 
information or documentation within three working days of the request, which is a standard 
business practice. It was further communicated to DOS that if this pre-established timeframe was 
insufficient and DOS would need additional time to prepare its response, DAG would approve a 
reasonable extension if requested. 
 
We submitted 66 individual official requests for information to DOS throughout the audit. We 
received 11 responses within the pre-established three-day timeframe. The information for the 
other 55 however, was either never provided or not received by the due date and, with one 
exception, DOS never requested an extension. This equates to DOS being untimely for more than 
83 percent of information requests on the audit that they requested. Regarding items that DOS 
never provided, there were 11 such instances that information was not provided even after 
several months of our repeated attempts to obtain the information. Despite this unresponsiveness, 
                                                           
45 See 71 P.S. § 182 (Adm. Code § 502). 
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we continued to send reminders to DOS regarding the outstanding requests for information and 
emphasized the importance of receiving the documentation requested. As seen in the following 
table, it took DOS weeks, or in some cases months, to respond to certain requests after numerous 
appeals from us.  
 

DOS Delays in Responding to Audit Information Requests 
Length of Time that DOS was Late in 
Responding to Information Requests a/ Number of Requests 

Never provided b/ 11 
61-94 days late   2 
31-60 days late   7 
15 – 30 days late 13 
4 -14 days late  12 
1-3 days late 10 
Total 55 
a/ - Timeframes are based on calendar days. 
b/ - We received no information for nine requests and only received a portion of the information for 
two requests.  

 
The information provided by DOS 94 days late was the voter registration records for the 
population of registered voters in SURE. DOS was aware that this information, which took over 
three months to provide, was absolutely critical to us for performing data analysis as part of our 
audit procedures. Additionally, as previously mentioned, PennDOT did not provide source 
documentation for the 93 voters in our sample that registered to vote through the Motor Voter 
process, and four counties did not respond to our request for 12 paper applications. Delays and 
uncooperativeness of this magnitude were not only inconsistent with our agreement and state law 
but had a detrimental effect on our ability to perform our audit procedures and satisfy the audit 
objectives. 
 
As a result of repeated delays (several extending for many months), non-responses, and refusals 
to provide information responsive to our official requests, the agreed upon audit report release 
date had to be extended and DAG was forced to establish a cutoff date of April 16, 2019 for 
information submissions in order to ensure that sufficient time would be allotted to prepare the 
report.  
 
 
Conclusion 
 
Despite experiencing these difficult impediments throughout the audit, we were able to complete 
many audit procedures, including some related to audit objectives 1, 3 and 6, and report our 
results and recommendations in Findings 2 through 7, accordingly. Based on our interviews with 
DOS, OA/OIT, and county management executives; data analysis; on-site interviews and 
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observation of procedures at seven counties; written surveys of Pennsylvania’s 67 counties; and 
other audit procedures as explained throughout our report; we report the following findings: 
 

• Data analysis identified tens of thousands of potential duplicate and inaccurate voter 
records, as well as voter records for nearly three thousand potentially deceased voters that 
had not been removed from the SURE system. (see Finding 2) 

 
• The Department of State must implement leading information technology security 

practices and information technology general controls to protect the SURE system and 
ensure the reliability of voter registration records. (see Finding 3) 

 
• Voter record information is inaccurate due to weaknesses in the voter registration 

application process and the maintenance of voter records in the SURE system. (see 
Finding 4) 

 
• Incorporating edit checks and other improvements into the design of the replacement 

system for SURE will reduce data errors and improve accuracy. (see Finding 5) 
 

• A combination of a lack of cooperation by certain county election offices and PennDOT, 
as well as source documents not being available for seventy percent of our test sample, 
resulted in our inability to form any conclusions as to the accuracy of the entire 
population of voter records maintained in the SURE system. (see Finding 6) 

 
• The Department of State should update current job aids and develop additional job aids 

and guidance to address issues such as duplicate voter records, records of potentially 
deceased voters on the voter rolls, pending applications, and records retention. (see 
Finding 7) 

 
We believe that it is imperative that DOS management take steps to implement the 
recommendations that we were able to include in this report, albeit based on DAG’s significantly 
restricted ability to perform standard auditing practices, to ensure the completeness, accuracy, 
and auditability of the voter registration data recorded in the SURE system. 
 
 
Recommendations for Finding 1 

 
We recommend for future audits that DOS: 
 

1. Arrange for independent audits of all parts of the SURE system, supporting architecture, 
and connected systems using a comprehensive framework of security standards, which 
includes tests of IT general controls, tests of cybersecurity controls, vulnerability 
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assessments, and penetration testing. These audits should be performed annually and 
build on security assessments already performed.  
 

2. Cooperate with auditors by providing them with full, confidential access to all 
information and documents, to comply with state law and to allow the auditors to satisfy 
the audit objectives, especially when requesting a particular audit to be performed by a 
fellow public agency charged with doing audits. 
 

3. Provide appropriate and sufficient supporting evidence to back up its assertions that 
disclosure of certain materials to an auditing agency is legally impossible.   

 
4. Encourage counties, PennDOT, and other related agencies involved in voter registration 

to cooperate with future audits. 
 

5. Provide specific policies and direction from federal authorities supporting DOS’ position 
in the event that it believes that it cannot provide information pursuant to security 
concerns. 

 
6. Provide the results of audits recommended above to those charged with governance of the 

SURE system. 
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Finding 2 – Data analysis identified tens of thousands of potential duplicate 
and inaccurate voter records, as well as voter records for nearly three 
thousand potentially deceased voters that had not been removed from the 
SURE system.  

 
As part of audit procedures to address the accuracy of the voter registration information 
contained in the Statewide Uniform Registry of Electors (SURE), on July 10, 2018 we requested 
electronic files of all currently registered voters and the history of all of the changes made to 
voter records, such as changes to a voter’s name or address that were recorded during the period 
January 1, 2016 through present. We also requested copies of each county’s Pennsylvania Full 
Voter Export List from the SURE system available to the public through the Department of State 
(DOS) website.46 It took three months for DOS to provide the electronic files. The files 
contained voter registration records for 8,567,700 registered voters as of October 9, 2018.47  
  
Using these files we performed the following: 
 

• Selected a statistical sample of voter records to determine whether the information 
contained in SURE agreed with the information contained on the voter registration 
application (application). (see Finding 6 for results and conclusions) 
 

• Data analysis to evaluate the information within SURE for reasonableness. (see below) 
 
 
Data Analysis48 
 
To perform data analysis, we utilized software that allowed us to sort, classify, match, and 
validate information (data fields) within SURE to look for potential errors or inaccuracies within 
the fields.49 Once identified, in certain instances, we also attempted through data analysis to 
                                                           
46 As provided by 25 Pa.C.S. § 1404(b)(1) (relating to Public Information Lists), as well as the SURE Regulations at 
4 Pa. Code § 184.14(b) (relating to Public Information Lists), DOS will provide the Full Voter Export List to 
requestors. This version of the Public Information List is a full export of all voters in the county and contains the 
following fields: voter ID number, name, sex, date of birth, date registered, status (e.g., active or inactive), date 
status last changed, party, residential address, mailing address, polling place, date last voted, all districts in which 
the voter votes (e.g., congressional, legislative, school district, etc.), voter history, and date the voter’s record was 
last changed. 
47 See Finding 1 for discussion regarding delays by DOS and scope limitations to the audit. 
48 In spite of the limitations with regard to completeness and accuracy of the information in SURE (See Findings 1, 
2, and 6), we conducted additional data analysis and found that the voter table agreed with published reports and that 
the overwhelming majority of records in SURE were consistent throughout the various tables within the system. As 
a result, this data is considered reliable with significant limitations. See Appendix A for more information. 
49 The software we used included Excel and ACL. ACL data analytics is a data extraction and analysis software used 
for audit, fraud detection, and risk management. By sampling large data sets, ACL data analytics software is used to 
find irregularities or patterns in data records that could indicate control weaknesses or fraud. 
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assess the possible causes for the errors or inaccuracies. Weaknesses in the controls with regard 
to processing applications and subsequent list maintenance are separately addressed in Finding 4. 
 
The following summarizes the results of our data analysis: 
 

• 24,408 cases – The same driver’s license (DL) number listed in more than one voter 
record: 

o 18,536 potential duplicate cases – A voter may have two or more records. 
o 5,872 potential cases – Two or more voter records have the same DL number. 

• 13,913 potential duplicate cases – The same first name, last name, and date of birth 
(DOB) and/or last four digits of Social Security number (SSN) are shared by more than 
one voter record. 

• 6,876 potential DOB inaccuracies – The DOBs equate to voters being 100 years of age 
or older. 

• 2,230 potential DOB and/or registration date inaccuracies – The DOBs listed are after 
the registration date. 

• 2,991 records of potentially deceased voters – The same first name, last name, and 
DOB and/or last four digits of SSN match the Pennsylvania Department of Health (DOH) 
deceased files.  

 
Throughout the remainder of this finding, we describe the results of our data analysis. Due to 
audit time constraints, we did not validate the thousands of cases/situations identified, and as a 
result, we use the term “potential” to be conservative. We believe, however, that in most of these 
instances, there are inaccuracies within the data maintained in SURE, and therefore, DOS will 
need to work with the counties to follow up and address all these situations in order to 
investigate and correct the voter records as appropriate. 
 
 
24,408 Cases – The same DL number listed in more than one voter record. 
 
Of the approximately 8.6 million voter records, 7,938,806 records contained DL numbers, which 
should be unique to only one person.50 We analyzed data to determine if the same DL number 
appeared in more than one voter record and found 24,408 cases as noted below:  

                                                           
50 A DL number is not required to register to vote. 
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Voter Registration Records with the Same DL Numbers 
as of October 9, 2018 

Number of Cases 
the Same DL 

Number is Listed 
in More than One 

Recorda/ 

Total Number 
of Records 
Involved Personal Elements 

  7,540 15,100 Same DL Number, First Name, and Last Name 
10,329 20,715 Same DL Number and First Name only 
     667   1,336 Same DL Number and Last Name only 
18,536 37,151     Total Number of Potential Duplicate Cases 
  5,872 11,768 Same DL Number, Different First and Last Name 
24,408 48,919     Total Records with Duplicate DL Number 

a/ 24,305, or over 99 percent, of the total cases with potential duplicate records, were pairs of records. The 
remaining 103 instances consisted of three records containing the same DL number. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received 
from the SURE system. We determined that the reliability of this data had significant limitations in regards to 
completeness and accuracy as noted in Appendix A. Although this determination may affect the precision of 
the numbers we present, there is sufficient evidence in total to support our findings and conclusions. 

 
As shown in the table above, we evaluated the information based on what personal elements 
were the same and summarized accordingly. More than 18,500 cases were found where the two 
records that matched the same DL number also matched either the first name, last name, or both. 
We consider these cases to be voters that potentially have two or more records within SURE 
(potential duplicate records). We will discuss the possible reasons that this occurred in the next 
section of this finding. Having two or more records could potentially allow a voter to vote more 
than once in an election.51  
 
We also identified in the above table 5,872 cases, involving 11,768 records that had the same DL 
numbers but different first and last names. Although it is possible that a few of these cases relate 
to the same individual with more than one voter record, it is much more likely that these results 
indicate that a typographical error occurred when the DL number was entered into SURE. See 
Finding 4 for weaknesses related to data entry errors and Finding 5 for lack of edit checks. 
 
 
13,913 Potential Duplicate Cases – The same first name, last name, and DOB 
and/or last four digits of SSN are shared by more than one voter record. 
 
In addition to our analysis of DL numbers, we analyzed the remaining 8,518,781 records in 
SURE that either had no DL number recorded or had a unique DL number recorded and were not 
reported as duplicates above. We identified an additional 13,913 cases where two or more 
                                                           
51 Voting more than once in an election is against the law and considered a felony offense of the third degree. See 25 
P.S. § 3535 (relating to Repeat voting at elections). 
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records shared first name, last name, and one or more other personal elements as summarized in 
the following table: 
 

Voter Registration Records with Other Duplicated Information 
as of October 9, 2018 

Number of Cases 
with Three or 

More of the Same 
Personal 

Elementsa/ 

Total Number 
of Records 
Involved Personal Elements 

  6,427 12,872 Same First and Last Name and DOB 
  7,230 14,506 Same First and Last Name and last 4 digits of SSN 

     256      525 
Same First and Last Name, DOB, and last 4 digits of 
SSN 

13,913 27,903   Total records with other duplicated information 
a/ - The vast majority of these cases were instances where a pair of records shared the same information; however, 
68 cases (213 records in total) had three or more instances of duplicate information with up to 10 records sharing 
identical information for one voter. Of the 68 duplicates, 1 individual had 10 active records matching on first and 
last name, DOB, and last 4 digits of their SSN, while another individual had 5 active records matching on the 
same personal elements. The remaining 66 cases (198 records in total) consisted of sets of 3 potentially duplicate 
records. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 
SURE system. We determined that the reliability of this data had significant limitations in regards to completeness 
and accuracy as noted in Appendix A. Although this determination may affect the precision of the numbers we 
present, there is sufficient evidence in total to support our findings and conclusions. 
 
Because these 13,913 cases share three or more personal elements, we consider these as potential 
duplicate records (i.e., an individual potentially has more than one voter record). Again, it is 
incumbent upon DOS to work with the counties to evaluate these potential duplicate records to 
determine if in fact they are duplicate records or whether some of the personal elements may 
have been incorrectly entered into SURE. Having two or more records could potentially allow a 
voter to vote more than once in an election. 
 
Ineffective process for identifying duplicate records. 
 
One of the steps to process an application includes making sure that the individual applying to 
register to vote does not already have a voter record in SURE (i.e., to avoid creating a duplicate 
record). DOS regulations require, at a minimum, a duplicate check using the registrant’s first and 
last name as well as DOB.52 If upon examining those initial criteria county staff believes that the 
record may be a duplicate, the regulation indicates that staff then should use other criteria to 
assess duplication, including: 

                                                           
52 4 Pa. Code § 183.6. (relating to Uniform procedures for the commissions relating to the process for identifying 
and removing duplicate records in the SURE system).  
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• The unique identifier.53 
• The last four digits of a registrant’s SSN. 
• The DL number of the registrant. 
• The signature of the registrant.54 

 
To ensure compliance with the regulations, DOS creates and distributes job aids that provide 
step-by-step instructions on how to perform the duplicate checks. Specifically, county staff are 
instructed to perform two duplicate checks: (1) same last name and same DOB; and (2) same 
first and last name. The job aid then notes that additional duplicate checks “can be made” and 
provides instructions on how to perform those additional duplicate checks, including checks for 
duplicate DL numbers. 
  
In order to understand the duplicate check process, during our on-site visits to seven counties, we 
observed staff processing new applications check for duplicate records. We noted that when staff 
entered the voter information into SURE, several records associated with a particular name might 
be displayed. It is then up to staff to manually determine whether the application is a duplicate of 
a voter record already in SURE. Once county staff determine that the applicant does not have a 
duplicate record, they indicate that in SURE and continue processing. 
 
Although this process appears to be in compliance with the respective job aids and the 
regulations, it is not effective in ensuring that duplicate records are not being created. The SURE 
system does not require staff to check for duplicate DL numbers, if available, which is a unique 
number to an individual and should be a key element for determining whether an individual 
already has a voter record. Additionally, as noted in the next section, using DOB as key criteria 
for identifying a unique person will not work if the DOB is not correct in SURE. Further, as 
noted previously, this process is generally a manual one and can be labor intensive. According to 
county staff, during certain times of the year, such as prior to the general election, the number of 
applications counties receive for processing becomes voluminous. Processing a lot of 
applications within a short period of time, however, can lead to errors and reduce the 
effectiveness of the process for identifying duplicates. We also noted that the SURE system does 
not have any automated edit checks or a “hard stop” that prevents staff from adding a voter 
registration record with a DL number that is already associated with an existing voter record.  
 
Therefore, DOS needs to re-evaluate its regulations and job aids to develop a more effective 
duplicate check process, especially since DOS is looking into replacing the existing SURE 
system (see the Introduction and Background section) so that the replacement system for SURE 
is designed to prevent or detect and correct duplicate voter records.  
 

                                                           
53 The unique identification number consists of a nine digit number plus a two digit county identifier. The nine digit 
number should stay with the voter if they move to a new county, but the two digit county identifier should be 
updated to reflect the new county of residence. 
54 4 Pa. Code § 183.6.  
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6,876 potential DOB inaccuracies – The DOBs equate to voters being 100 
years of age or older. 
 
In addition to analyzing records for potential duplicate records, we conducted data analysis 
regarding the reasonableness of voters’ DOB. DOS informed us that inaccuracies existed 
regarding DOBs due to DOBs not being a required field for registering to vote at some point 
prior to the Help America Vote Act of 2002 (HAVA). According to both DOS and county staff, 
when data was migrated into the SURE system from the 67 counties’ systems, a “generic” DOB 
was entered for voters who did not have a DOB listed.  
 
As part of our DOB reasonableness analysis, using the 8.6 million registered voters’ files, we 
evaluated DOBs for voters whose SURE record indicated that the voter was 100 years of age or 
older. The following table provides a summary of the analysis: 
 

Voter Registration Records Indicating that the Voter was 100 Years of Age or Older 
as of October 9, 2018 

Number of 
Registered 

Voters 

Number 
of 

Potentially 
Deceaseda/ 

 
Age Range 

1,800     0 
110 years of age or older – DOB recorded as January 1, 1800, 
January 1, 1900, or January 1, 1901 

   518     2 110 years of age or older – Other DOB recorded 
4,558 134 100 through 109 years of age 

6,876 136 
Total records indicating voter was 100 years of age or older 
as of October 9, 2018 

a/ Of the 6,876 registered voters with DOB in the SURE system indicating that they were 100 years of age or 
older, 136 were also identified as potentially deceased (discussed later in the finding). 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 
SURE system. We determined that the reliability of this data had significant limitations regarding completeness and 
accuracy as noted in Appendix A. Although this determination may affect the precision of the numbers we present, 
there is sufficient evidence in total to support our findings and conclusions. 
 
As noted in the table above, we identified three “generic” dates (January 1, 1800, January 1, 
1900, and January 1, 1901) accounting for 1,800 of the 6,876 voters (26 percent) who are 
potentially 100 years of age or older. As these dates are not accurate DOBs, DOS needs to work 
with the counties to correct these inaccuracies as well as determine whether the voters are 
potentially deceased (see next section). 
 
It is also unlikely that most of the 518 records with DOBs indicating the voters are 110 years of 
age or older are accurate. According to the most recent United States Census Report for 2010 
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(census report), the number of persons 110 years old and over was just 330 nationwide.55 
Similarly, many of the 4,558 records in SURE where the DOB indicates that the voter was 
between 100 and 109 years old are potentially inaccurate. According to the census report there 
were only 2,510 Pennsylvanians over the age of 100 in 2010.56 Therefore, our analysis 
demonstrates the need to research these voters’ records and correct these records, if necessary. 
 
Without accurate DOBs in SURE, county staff may fail to detect duplicate records as discussed 
in the prior section. Additionally, it can prevent county staff from accurately matching DOH 
death files with SURE records potentially allowing deceased individuals to remain on the voter 
rolls (see last section of this finding for more information). 
 
 
2,230 Potential DOB and/or Registration Date Inaccuracies – The DOBs listed 
are after the registration dates. 
 
In addition to looking at the potential age of the voter, we also compared the DOB to the 
registration date for reasonableness. Since an individual cannot be born after registering to vote, 
this comparison would indicate that the DOB or the registration date would be inaccurate, 
although it is also possible that both could be inaccurate. We found 2,230 voter records in which 
the DOB listed is after the registration date.57  
 
Of the 2,230 voter records that listed DOB after the registration date, we found through data 
analysis that the DOB in 1,943 records, or 87 percent, was changed on the same day: December 
13, 2008. Given the voter registration date was prior to the DOB, these records were changed 
inappropriately at that time. We also noted that some of the voter registration dates in this group 
were listed as prior to the year 1900, obviously errors or additional cases where staff filled in a 
value to facilitate the transfer of records to the SURE system. Again, DOS will need to work 
with the counties in order to fix the inaccuracies found. 
 
Weaknesses and concerns regarding DOBs. 
 
As noted in this section and the previous section, there are several thousand potential inaccurate 
DOBs and probably thousands that we have not detected. In order for the information to be 
accurate in SURE, sufficient controls must be developed to reduce the likelihood of data entry 
errors. Finding 4 describes the weaknesses identified during the audit regarding data entry errors. 
Additionally, Finding 5 describes the need for the SURE system or its replacement system to 
                                                           
55 US Census Bureau, Centenarians: 2010, 2010 Census Special Reports, December 2012, 
<https://www.census.gov/prod/cen2010/reports/c2010sr-03.pdf> (accessed April 8, 2019). As noted in Appendix A, 
data from the US Census Bureau is of undetermined reliability; however, this is the best data available. Although 
this determination may affect the precision of the numbers we present, there is sufficient evidence in total to support 
our findings and conclusions. 
56 Ibid. 
57 Two of the 2,230 records were also included in the table of voters 100 years old and over. 
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have a “read only” feature for certain personal elements that would not typically change, such as 
DOB. Further, DOS should consider developing an automated process that would prevent SURE 
and/or its replacement system from accepting obviously inaccurate DOBs as well as questioning 
dates that do not make sense, such as DOB after the registration date. These types of edit checks 
would help reduce data entry errors. 
 
 
2,991 Records of Potentially Deceased Voters – The same first name, last 
name, and DOB and/or last four digits of SSN match DOH death files. 
 
DOS has developed a process through the SURE system to provide the counties with death 
records from DOH to help the counties identify and cancel deceased voters’ records. According 
to instructions in the job aid (described in detail in Finding 7) related to processing death 
records, for each individual included in the death record, county staff should do a search in 
SURE for voter records that match on the last name and DOB. A second search is then done 
based on first and last name (in essence, the same process as searching for duplicate records for a 
new application previously discussed). County staff then manually compares the death record 
information to the list of voter records that were matches in the two searches performed to 
determine if the deceased individual has a voter record. Staff can perform additional searches of 
voter records to include information such as an address to assist in determining if a voter record 
is a match. If county staff determines that a voter’s information matches a deceased individual in 
the death record, they are to cancel the voter’s record in SURE.  
 
To determine whether there were voter records within SURE that should have been cancelled 
due to deaths, we first independently requested and obtained from DOH death files from the 
period October 1, 2010 through October 9, 2018. 58 Next, using data analysis, we compared those 
files to the SURE records as of October 9, 2018, and grouped the matches based on the number 
of personal elements that agreed and the time period that the individual was deceased per DOH 
records, as shown in the below table:

                                                           
58 These data were supplied by the Bureau of Health Statistics & Registries, Pennsylvania Department of Health. 
The Pennsylvania Department of Heath specifically disclaims responsibility for any analyses, interpretations, or 
conclusions. 
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Analysis of Potentially Deceased Individuals as of October 9, 2018 

Number of 
Voters 

Matching Four 
Elementsa/ 

Number of 
Additional 

Voters 
Matching Three 

Elementsb/ 

Total 
Number of 

Votersc/ 
Percentage 

of Total 

Time as Registered Voter 
After Date of Death 

(As of October 9, 2018)c/ 

   131    158    289   10% 181 days to 1 year 
   550    489 1,039   35% Over 1 year up to 3 years 
   501    440    941   31% Over 3 years up to 5 years 
   391    331    722   24% Over 5 years 
1,573 1,418 2,991 100% Total 

a/ - Includes those voter records that matched first name, last name, DOB, and last four digits of SSN. 
b/ - Includes those voter records that matched using two different sets of matching elements: first name, last name, 
and last 4 digits of SSN; first name, last name, and DOB. 
c/ - Due to timing and to be conservative, we did not include 1,258 voters who matched three or four elements 
whose date of death occurred less than 181 days prior to October 9, 2018.   

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 
SURE system and from data received from DOH. As noted in Appendix A, we determined that the reliability of the 
SURE data had significant limitations in regards to completeness and accuracy and that DOH death data was data 
of undetermined reliability. Although this determination may affect the precision of the numbers we present, there is 
sufficient evidence in total to support our findings and conclusions. 
 
Based on the above results using the independent data files we received from DOH, we 
conducted further data analysis to verify that DOH information was in fact received by DOS for 
the 2,991 potentially deceased voters. Our data analysis found that DOS had received at least 
2,094 of the 2,991 death notices by DOH, but the record had not been cancelled as of October 9, 
2018. This appears to indicate that counties received the death notice information for at least 
2,094, but determined the result to not be a match. As previously stated, this is a manual process 
that depends on the accuracy of the data in SURE and the judgment of the county staff 
performing the review. If staff are reviewing the file too quickly or a piece of personal 
information is inaccurately listed in the voter record (such as previously described inaccurate 
DOBs) and therefore does not match, they may incorrectly dismiss the deceased individual 
record as not being a match. 
 
Additionally, the 897 potentially deceased voters that did not seem to have a death notice could 
have been caused by our data analysis procedures failing to identify the SURE DOH application 
record because of misspellings in SURE and/or DOH death files. On the other hand, it could also 
indicate that there may be a problem in how DOH death files are transmitted to DOS. The 
process to provide DOS, and subsequently the counties, with death records is designed so that 
the counties only receive new death records. This is done to avoid counties having to review 
duplicate records. If, however, there is an update to the record of a deceased individual, this 
update may not be forwarded to DOS and subsequently the counties. As a result, a deceased 
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voter’s registration may not be cancelled.59 It is important that DOS investigate with DOH to 
determine if all appropriate death information is being provided to DOS so all appropriate, 
updated, and corrected death information is provided to the counties for processing. Failure to 
timely remove a deceased voter record increases the risk that records maintained within the 
SURE system are not accurate and therefore, not in compliance with HAVA. 
 
 
Recommendations for Finding 2 

 
We recommend that DOS: 
 

1. Evaluate the lists of voter registration records with the same DL numbers and potential 
duplicate cases provided by DAG and work with the county election offices to investigate 
and eliminate the specific duplicate information identified during the audit. 

 
2. Perform additional data analysis and cleansing procedures and work with the counties to 

remove duplicate and incorrect data from the SURE system before migration into the 
replacement system for SURE. 

 
3. Create automated processes, such as a “hard stop,” to prevent the inclusion of duplicate 

DL numbers in the design of the replacement system for SURE. 
 

4. Evaluate and update, as needed, the instructions provided to the counties in the SURE job 
aids to ensure they provide adequate guidance on how to check for duplicates in the 
SURE system or the replacement system for SURE.  
 

5. After conducting the cleansing procedures outlined in Recommendation 2 in preparation 
for migrating to the replacement system for SURE, perform periodic data analysis to 
ensure that duplicate records created in error are identified and removed from SURE in a 
timely manner. 

 
6. Evaluate the lists of voter records provided by DAG with a DOB listed in SURE as 

January 1, 1800, January 1, 1900, or January 1, 1901 and who appear to be 100 years of 
age or older and instruct the counties to determine the correct DOB and ensure the record 
is still valid and the voter is not deceased. 

 

                                                           
59 For example, if the original death record that was sent to DOS and subsequently to a county had an incorrect 
birthdate listed, then the county probably would not have cancelled the voter’s registration due to the non-match of 
the birthdate. If the birthdate was later corrected to update the DOH record, this update may not be forwarded to 
DOS because DOH would recognize the deceased name as one that was previously sent to DOS. The county, 
therefore, would not receive the updated record with the correct birthdate that would provide the match and prompt 
the county to cancel the deceased voter’s registration. 
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7. Create automated processes in the replacement system for SURE to prevent the recording 
of obviously inaccurate DOBs and voter registration dates (e.g., voter registration dates 
prior to DOB). 

 
8. Evaluate the lists of potentially deceased voters provided by DAG and instruct the 

counties to investigate and take appropriate action to cancel deceased voters’ records in 
SURE.  

 
9. Consider an additional periodic comparison of the cumulative file of deaths received 

from DOH to records in SURE to identify any voters that may have been missed during 
past reviews. DOS should consider performing the match using data analysis techniques 
and provide matching records to the counties for follow-up. 
 

10. Work with DOH to ensure the process is working properly regarding forwarding death 
records to DOS with all relevant, appropriate, and corrected information so that counties 
can evaluate the information and cancel the voter registrations of deceased individuals.  
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Finding 3 – The Department of State must implement leading information 
technology security practices and information technology general controls to 
protect the SURE system and ensure the reliability of voter registration 
records. 

 
The Statewide Uniform Registry of Electors (SURE) was established, in part, to ensure the 
integrity and accuracy of all registration records in the system by prohibiting unauthorized entry, 
modification, or deletion of registration records.60 Protecting the SURE system to ensure the 
reliability of voter registrations is of utmost importance based on recent events, specifically 
related to Russian interference in the 2016 national election. See the Introduction and 
Background section of this audit report for further information regarding the most recent United 
States Senate Intelligence Committee report released in July 2019 stating that voting systems in 
all 50 states were probably targeted in some manner.  
 
The Department of State (DOS) is working with the Governor’s Office of Administration, Office 
for Information Technology (OA/OIT) to develop a Request for Proposal to replace the SURE 
system given that it is over 15 years old. In a July 2019 report, the Brennan Center, a think tank 
within the New York University School of Law, interviewed DOS leadership and learned that 
“voter registration system replacement is absolutely about security.”61 It is imperative that DOS 
continue with its plans to develop and implement a replacement system to ensure the voter 
registration rolls are secure. 
 
While conducting our audit procedures related to our audit objective to evaluate security 
protocols of the SURE system, we intended to test both security protocols, including 
cybersecurity controls implemented to protect the SURE system from outside cyber-attacks, as 
well as test information technology general controls (ITGC).62 As described in Finding 1, 
however, DOS refused to provide us access to significant key documents related to the security, 
information technology (IT) controls, and operation of the SURE system.63 Without these critical 
documents, we were unable to satisfy our audit objective to review the security protocols of the 
                                                           
60 25 Pa.C.S. § 1222(a), (c)(2), (c)(4), (c)(5), and (c)(14). 
61 Brennan Center for Justice. Defending Elections: Federal Funding Needs for State Election Security, 
<https://www.brennancenter.org/sites/default/files/publications/2019_07_DefendingElections_Final.pdf> (accessed 
July 31, 2019). 
62 ITGC are controls that apply to all systems, components, processes, and data for a given organization or IT 
environment. ITGCs must be designed and operating effectively in order to support the security of the systems, as 
well as to ensure application controls, such as edit checks, are operating effectively. 
63 As detailed in Finding 1, DOS contended that they were unable to provide outside security assessments and other 
detailed systems documentation because their election infrastructure was determined to be “critical infrastructure” 
by the US Department of Homeland Security (Homeland Security). However, DOS was unable to obtain 
confirmation of this position from Homeland Security. Further, during the course of the audit we learned that this 
type of information has been provided to auditors in other states. Further, DOS contended that they could not 
provide the information because it was against their policy. The policy in question, however, was not issued by DOS 
until April 23, 2019, after the deadline for providing documents for use during the audit. 
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SURE system and conduct our audit in accordance with applicable Government Auditing 
Standards, since the standards require auditors to evaluate the design and operating effectiveness 
of information systems controls when those controls are significant to the audit objectives.64   
 
Based on the limited information that DOS management did provide to us or through review of 
other available information, we were able to identify gaps between leading IT security practices 
and the current policies, procedures, and practices protecting the SURE system and supporting 
architecture. Specifically, we found: 
 

• The governance structure of the SURE system and supporting architecture does not 
adequately define oversight and IT management in order to implement effective IT 
controls. 

• DOS management’s vendor oversight practices need to be improved. 
• DOS management’s county-level SURE Equipment Use Policy fails to provide clear 

guidance to counties. 
 
In addition, during our procedures we identified potential areas of improvement related to 
computer security, ITGCs, and interface controls that we have specifically excluded from this 
report because of the sensitive nature of this information. These conditions and our 
recommendations have been included in a separate, confidential communication to DOS 
management. 
 
 
The governance structure of the SURE system and supporting architecture 
does not adequately define oversight and IT management in order to 
implement effective IT controls. 
 
Since the implementation of the SURE system, DOS has worked with vendors, OA/OIT, and the 
county election offices (counties) to operate, maintain, and secure the SURE system and its 
supporting infrastructure. The following diagram provides an overview of the various individuals 
and organizations that must work together to operate, update, maintain, and secure the SURE 
system. 

                                                           
64 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.24 states 
that, “When information systems controls are determined to be significant to the audit objectives or when the 
effectiveness of significant controls is dependent on the effectiveness of information system controls, auditors 
should then evaluate the design and operating effectiveness of such controls.” According to paragraph 215b, 
Government Auditing Standards uses the word should to indicate a presumptively mandatory requirement with 
which auditors must comply in all cases where such a requirement is relevant except in rare cases where auditors 
perform alternate procedures to achieve the intent of the requirement. In the case of the SURE audit, given the lack 
of documentation provided by DOS, no alternative procedures were possible. 
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Source: Produced by the Department of the Auditor General staff based on 
information provided by DOS management. 

 
In April 2016, Governor Tom Wolf signed Executive Order 2016-06, assigning overall 
responsibility for the management and operation of IT services for all executive agencies to 
OA/OIT.65 Under this Executive Order, most IT professionals in the various agencies were 
transferred to OA/OIT effective July 1, 2017. IT governance over the SURE system, however, 
has not been fully transferred to OA/OIT. 
 
The governance structure of the individuals responsible for operation and maintenance of the 
SURE system includes multiple parties without defined, clear lines of authority between them. 
At the Commonwealth level, the Bureau of Election Security and Technology are DOS 
employees while most Commonwealth IT employees operating and maintaining the SURE 
system are OA/OIT employees. The Help Desk vendor operates under a contract with DOS, and 
the key IT system manager for many aspects of the SURE system is a contractor hired by DOS 
management through an OA/OIT staff-augmentation contract. With the counties also connected 
to the SURE system, the counties’ systems and network administrators also have a part to play in 
the administration of the SURE system statewide. There is no single oversight body that 
coordinates all the parties and ensures an effective system of internal controls is in place that 
meets the needs of all stakeholders, including DOS management, the counties, OA/OIT, and 
registered voters of Pennsylvania. 
 
                                                           
65 Executive Order 2016-06, Enterprise Information Technology Governance, dated April 18, 2016. 

OA/OIT 
Employment, 
Banking, and 

Revenue Delivery 
Center 
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In addition, DOS was unable to describe or document the structure for responsibility and 
authority over the maintenance and operation of the SURE system and infrastructure. We 
requested a description of the working and reporting relationships of the various parties 
responsible for maintaining and securing the SURE system. DOS management was able to 
provide organizational charts for the technology groups in DOS and OA/OIT, and simply stated 
that there are no inter-organizational reporting relationships, but rather collaborative peer 
relationships.66 We found this organizational structure unclear and were not provided with a 
document that would define authority and responsibility for these “collaborative peer 
relationships” described by DOS management. 
 
The Commonwealth’s standards over internal control state that management must establish an 
organizational structure, assign responsibility, and delegate authority in order to achieve its 
objectives. Additionally, the standards state the establishment of an oversight body to oversee its 
internal control system is foundational to effective internal controls and documentation of its 
internal controls systems must be adequate.67 
 
Without a clearly defined governance structure and clear reporting relationships, silos of 
information may develop that could foster miscommunication and security gaps. It is imperative 
that the roles of an oversight body and IT management for maintaining and securing the SURE 
system be clearly defined in a governance document that provides guidance and structure to the 
organization. In the current high-risk environment, when outside actors have an interest in 
disrupting American elections and interfering with our democracy, clear lines of communication 
and authority are essential to timely and effectively responding to cyber threats and attacks. 
 
 
DOS management’s vendor oversight practices need to be improved. 
 
DOS management relies on service organizations (vendors) for the operation and maintenance of 
key parts of the SURE system and its supporting infrastructure. These vendors were procured 
through contracts with other Commonwealth agencies, such as the Pennsylvania Department of 
Transportation (PennDOT) and the Governors’ Office of Administration (OA), but provide 
services relevant to supporting the SURE system’s operation and maintenance. Our procedures 
to review DOS’s vendor management controls included requesting key vendors’ System and 
Organization Control (SOC) reports, which are reports on a service organization’s controls by an 
independent auditor. DOS management is required by Commonwealth policy to obtain and 
review vendor’s SOC reports or perform other vendor monitoring when controls at the vendor 

                                                           
66 DOS and OA/OIT use vendors, organizations working under an agreement with DOS or OA/OIT, to maintain and 
operate specific systems, as well as staff-augmentation contractors, hired to supplement Commonwealth employees, 
to perform similar functions as employees. 
67The United States Government Accountability Office, Standards for Internal Control in the Federal Government, 
sections 2.01, 3.01, and 3.09. The Pennsylvania Governor’s Office adopted these federal standards for all 
Commonwealth agencies within Management Directive 325.12, effective July 1, 2015. 
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are integral to the agency’s system of internal controls.68 Additionally, the Pennsylvania 
Department of General Services’ (DGS) IT Contracts Terms and Conditions procurement policy 
requires that vendor contracts contain specific language regarding security, confidentiality, and 
audit provisions to aid in ensuring the security and confidentiality of the SURE system and data. 
 
DOS management could not provide the SOC reports for service organizations or evidence that it 
reviewed the SOC reports and assessed whether controls at the service organizations were 
appropriately designed and operating effectively. In addition, DOS management could not 
provide evidence that they had reviewed any complementary user entity controls noted in the 
SOC reports and ensured that they were operating effectively at PennDOT and OA. Further, 
DOS management did not have the vendor contracts readily available for review and referred us 
to other Commonwealth agencies. Finally, DOS agreements with PennDOT did not require 
PennDOT’s contracts with their vendors to include DGS’s IT Contract Terms and Conditions to 
ensure the security of the SURE system and data. 
 
Without adequate, documented monitoring of vendor controls and security practices, DOS 
management cannot be assured that the vendors are properly securing the SURE system and 
infrastructure. 
 
 
DOS management’s county-level SURE Equipment Use Policy fails to provide 
clear guidance to counties. 
 
The SURE Equipment Use Policy (policy) imposes requirements on county users of the SURE 
system for appropriate use of the IT equipment provided by DOS management.69 Specifically, 
this policy requires appropriate physical security for SURE system components located at the 
counties. The policy describes procedures for connecting county-owned equipment to the SURE 
system and prohibits the following: 
 

• Installation of software on DOS-provided equipment. 
• Use of SURE network equipment for non-SURE network traffic. 
• Sharing user IDs and passwords. 

 

                                                           
68 Management Directive 325.13, Service Organization Controls, establishes responsibilities for the oversight and 
evaluation of external parties (known as service organizations) likely to be relevant to an agency’s internal controls, 
such as vendors that operate and maintain systems key to the SURE system. The Management Directive requires 
agencies to obtain and review SOC reports and/or perform other monitoring activities to understand the controls 
each service organization maintains, as well as how each service organization’s internal controls system interacts 
with the agency’s internal control system. 
69 During the audit, we received two versions of the SURE Equipment Use Policy with different dates and slightly 
different information, one version from a county and one version from DOS management. Further, we saw on the 
SURE User ID Request Form which must be signed by new SURE users, a reference to a policy entitled, SURE 
User and Equipment Policy, which was not provided for review. 
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The policy fails to include the additional responsibilities for security if the county chooses to 
connect county-owned equipment to the SURE system. The policy also fails to require use of a 
form to request and approve such deviations to track and monitor nonconformities from the 
preferred network architectural model or the use of county-owned equipment. Requiring the use 
of a form to request such changes would formalize the process for these deviations and provide a 
system for logging and monitoring associated risks. 
 
DOS management did not provide us with the most recent (updated in 2012) version of the 
policy. We were unable to determine whether new users were provided the most recent version 
and whether county network administrators, who are responsible for maintaining the SURE 
system architecture but who might not be given SURE user IDs, are required to review and sign 
the policy. Further, the policy was referenced on the SURE User ID Request Form under another 
name, the SURE User and Equipment Policy, which may cause confusion among users. Finally, 
there is no master list of all SURE system policies applicable to the counties and their IT vendors 
which clearly specifies the most recent approved versions for each policy. 
 
It is important that DOS management provide clear guidance to counties on the use, 
maintenance, and configuration of equipment connected to the SURE system, and it is vital that 
the SURE IT management team (DOS, OA/OIT, contractors, and vendors) continue to 
implement leading security practices, such as those specified in the recent Best Practices for 
Securing Election Systems document issued by the United States Department of Homeland 
Security, Cybersecurity and Infrastructure Security Agency (DHS-CISA).70 Without adequate 
security over the system, the voter registration rolls may be vulnerable to fraud, manipulation, 
deletion, and extraction by malicious actors who intend to disrupt elections across Pennsylvania. 
Ensuring leading practices are implemented and consistently documented will help to ensure the 
integrity of the voter rolls and facilitate efficient and fair elections. 
 
 
Recommendations for Finding 3 

 
We recommend that the Secretary of the Commonwealth:  
 

1. Consider creating an oversight body to regularly meet about the SURE system consisting 
of members with SURE system knowledge, relevant expertise, and the appropriate 
independence needed to fulfill such oversight duties. The Secretary should consider 
appointing members that represent all key stakeholders of the SURE system including the 
counties and OA/OIT. 

                                                           
70 <https://www.us-cert.gov/ncas/tips/ST19-002> (accessed May 23, 3019). 
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We recommend that DOS management:  
 

2. Coordinate with OA/OIT to develop a governance structure that will provide clear lines 
of authority in operation, maintenance, and security of the SURE system and its 
supporting infrastructure. This control structure should address all parties with access to 
and/or responsibility for the SURE system and its supporting infrastructure and should be 
formalized in a governance document that is formally adopted by DOS and OA/OIT. 

 
3. Continue with plans to replace the SURE system with a more up-to-date system that 

includes current leading security features. 
 

4. Implement, along with OA/OIT, the security guidelines issued by DHS-CISA in May 
2019, Best Practices for Securing Election Systems. 

 
5. Ensure agreements with other agencies include requirements that vendors comply with all 

Commonwealth security policies and that the agencies update vendor contracts to include 
the most recent DGS IT Contracts Terms and Conditions for security, confidentiality, and 
audit provisions. 

 
6. Monitor vendors through a documented process that complies with Management 

Directive 325.13, Service Organization Controls, including documented reviews of SOC 
reports.  

 
7. Collaborate with PennDOT and OA/OIT to identify key contacts at each agency and 

delivery center who would provide oversight and evaluation of each service 
organization’s internal controls. Specific consideration should be given to the following: 

 
a. Timely reviewing SOC reports and documenting the assessment of the review. 

 
b. Reviewing SOC reports for noted exceptions that may affect DOS processes and 

following up with the vendor’s corrective action plans. 
 

c. Reviewing SOC reports’ complementary user entity controls to ensure those controls 
are in place and operating effectively at agencies and/or applicable sub-service 
organizations. 

 
d. Ensuring SOC report results are communicated to all affected agencies and escalation 

procedures exist when the report(s) includes control objective exceptions, testing 
deviations, or a qualified opinion.  

 
8. Update the SURE Equipment Use Policy to address the risk of counties connecting 

county-owned equipment to the SURE system or deviating from the preferred 
architectural model. 
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9. Consider instituting the use of a form for counties to request and receive approval from 
DOS for deviations from the approved network architectural model or the use of county-
owned equipment. 

 
10. Ensure that all county users, including county administrators and vendors, review and 

sign an updated version of the SURE Equipment Use Policy. 
 

11. Correct the reference to the SURE User and Equipment Policy on the SURE User ID 
Request Form to eliminate confusion as to policy requirements applicable to county users 
of the SURE system. 

 
12. Create a master list of all SURE system policies applicable to the counties and their IT 

vendors, which clearly specifies the most recent approved versions for each policy. 
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Finding 4 – Voter record information is inaccurate due to weaknesses in the 
voter registration application process and the maintenance of voter records 
in the SURE system. 

 
The Help America Vote Act (HAVA) outlines minimum standards for the accuracy of voter 
registration records and requires states including Pennsylvania, to perform list maintenance on a 
regular basis to remove ineligible voters and voters who have not: (1) responded to a notice; and 
(2) have not voted in two consecutive general elections for Federal office.71  
 
Pursuant to HAVA, each State acting through its chief state election official (for Pennsylvania 
this is the Department of State (DOS)), must: 
 

Implement a single, uniform, official, centralized, interactive computerized 
statewide voter registration list defined, maintained, and administered at the 
State level that contains the name and registration information of every legally 
registered voter in the state.72 
 

DOS’ implementation and use of the Statewide Uniform Registry of Electors (SURE) system, as 
discussed throughout this report, is intended to fulfill this requirement. Based on our audit 
procedures covering the period January 1, 2016 through April 16, 2019, it appears that DOS and 
county election offices (counties) generally utilize the SURE system as designed. The counties 
perform list maintenance on voter records in order to attempt to comply with federal and state 
laws. We found, however, that the SURE system and supporting processes and controls 
(collectively Pennsylvania’s voter registration process) are not effective to ensure that voter 
registration information is accurate. Based on federal and state law, accuracy with regard to voter 
registration information includes the following: 
 

• Only eligible voters are registered to vote.  
• All information fields within voters’ records agree with information provided on the 

application form. 
• All applications are timely processed to ensure information is current. 
• Each voter has one unique record. 

                                                           
71 See 52 U.S.C. § 21083, including Subsection (a) “Computerized statewide voter registration list requirements” 
and Subsection (a)(4) “Minimum standard for accuracy of State voter registration records.” 
A notice is correspondence mailed by a county election office to a voter requesting the voter to confirm their 
address. A notice is mailed due to either the individual not voting for five consecutive years or information the 
Department of State obtains from the United States Postal Service regarding a potential change of address for the 
voter. For the purpose of this audit, a “voter” is a person who is registered to vote in Pennsylvania. It does not 
indicate that the person has voted in an election. 
72 52 U.S.C. § 21083(a)(1)(A).   
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• Each voter is assigned the correct voting status, e.g., active versus inactive.73 
• All ineligible voters are removed from the registration rolls in a timely manner. 

 
Inaccuracies presented in Finding 2, as well as information discussed later in this finding, 
demonstrate that Pennsylvania’s voter registration process does not adequately ensure that the 
voter registration information within the SURE system is accurate.  
 
Based on our audit procedures, we identified several reasons why inaccuracies occur within 
Pennsylvania’s voter registration process. This finding categorizes reasons into the following two 
areas, noting where each reason is discussed within the report after each listed item:  
 

• Weaknesses within the voter registration application (application) process. 
• Weaknesses regarding the maintenance of voter registration records (list 

maintenance) within the SURE system.  
 

Weaknesses within the application process 
 

• No review is required to ensure that data on the application form is being accurately 
entered into SURE either at the time of data entry or on a routine basis after data entry. 
(See below) 

• Automated edit checks and other features that would prevent or detect inaccuracies are 
not sufficiently incorporated into the SURE system. (See Findings 2 & 5) 

• The process to search for duplicate records is predominately a manual process and is 
inadequate. (See Finding 2) 

• County staff added a generic date of birth (DOB) (e.g., January 1, 1900) in the SURE 
system for thousands of voters when the counties migrated their data into the SURE 
system upon implementation between 2003 and 2005 and never corrected those dates. 
(See Finding 2) 

• Applications remain in pending status for long time periods, indefinitely in some cases. 
(See below) 

• The source documents for some voter record information have not been maintained by 
the counties due to a lack of clear record retention guidance. (See Finding 6) 

 
Weaknesses regarding the maintenance of voter registration records within the SURE 
system 
 

• Although list maintenance activities are performed by counties, insufficient analysis and 
monitoring has resulted in inaccurate data in the voter records. (See below) 

                                                           
73 A voter in active status can vote after signing the poll book at their polling place. A voter is to be placed in 
inactive status if they have not voted nor had any communication with the county election office in at least five 
years. An inactive voter is still able to vote but will need to sign an affidavit to confirm their continued eligibility at 
their polling place before casting their ballot. 
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• Voters who should be classified as inactive or whose records should be cancelled 
according to state law remain in an incorrect status within the SURE system. (See below)  

• The process to search for deceased voters is predominately a manual process and is 
inadequate. (See Finding 2) 

• DOS does not fully utilize the list maintenance feature it pays for as a member of the 
Electronic Registration Information Center (ERIC).74 (See below) 

 
The following sections describe the weaknesses within the application process and the 
maintenance of voter registration records within SURE that are not presented in other findings. 
 
 
Weaknesses within the application process 
 
As part of our audit procedures, we visited seven counties to gain an understanding of how the 
counties process applications in SURE, including procedures for applications received 
electronically and for applications received in paper format. Our analysis included the 
procedures for both new applications and updates to voter records.  
 
For paper applications, county staff manually enter all of the application information into SURE. 
Applications electronically received, either online or through the Pennsylvania Department of 
Transportation (PennDOT) Motor Voter system, require less manual input from staff. While 
there are times when county staff may need to make edits to the information, such as moving 
data to the correct field, generally speaking, the data entry part is completed by the applicant.75 
County staff only need to review to ensure that the required information is present, conduct 
duplicate voter record checks (discussed in Finding 2), and assign the voter to the correct 
precinct.  
 
Whether the applicant submits an application in paper format or electronically through DOS’ 
website as part of the application process, the SURE system requires county staff to run a 
mandated HAVA check prior to completing the registration process.76 The HAVA check 
compares the applicant’s information supplied on the application to either the information 
maintained by PennDOT or the U.S. Social Security Administration. These comparisons are only 
performed if the individual has provided either a Pennsylvania driver’s license (DL) or 
Pennsylvania identification (ID) number and/or the last four digits of their Social Security 
number (SSN).77 Providing this information on the application is not mandatory. If the 
                                                           
74 ERIC is a non-profit corporation governed by a board of directors made up of member-states, including 
Pennsylvania. https://ericstates.org/who-we-are/ (accessed August 12, 2019). 
75 An example of an edit that may be required is if the house number is located in the field for the street name rather 
than the field for the house number.  
76 52 U.S.C. § 21083(a)(5) “Verification of voter registration information.”  
77 The HAVA check includes: checking the applicant’s first two characters of last name in conjunction with the 
PennDOT DL or ID number and DOB, if the applicant supplied their DL or ID number. If the applicant supplied the 
last four digits of their SSN, the check includes: checking the applicant’s last name, first name, middle initial, last 
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information provided on the application matches the HAVA check results, the registration is 
automatically approved. If any of the information provided on the application does not match 
and the county staff confirms that in the case of paper copy applications that there was not a data 
entry error, the application is placed in pending status (discussed later in this finding). At this 
point, a HAVA non-match letter is generated through SURE that the county mails to the 
applicant requesting clarification of the information provided. 
 
No review is required to ensure that data on the application form is being accurately entered 
into SURE either at the time of data entry or on a routine basis after data entry. 
 
Based on our audit procedures, neither DOS nor the SURE system itself require counties to have 
a second person, whether a colleague or supervisor, to double-check the accuracy of data entry 
performed so that typographical errors can be immediately corrected at the time the applications 
are processed. According to our survey results, at least 35 of the 65 counties that responded have 
two or fewer people in the elections office, which could make a required second person or 
supervisory review process difficult.78 We understand that during peak processing times it may 
not be practical for counties to double-check data entry accuracy for application processing; 
however, this does not negate the risk that data entry errors will likely occur. Efforts should be 
made to mitigate this risk by routinely reviewing the data entry information as frequently as 
possible to detect and correct typographical errors. 
 
Based on our discussion with DOS management, we also found that DOS does not provide 
guidance to counties regarding reviews of data entry information to ensure accuracy. Based on 
responses from the survey however, we found that some counties have implemented their own 
rules for reviewing data entered into SURE for applications. As part of the survey, we asked 
county directors if they reviewed work performed in SURE by county staff to help ensure 
accuracy of voter records.79 Only 35 of the 64 counties (less than 55 percent) that responded to 
this particular question indicated that they review work performed by county staff in SURE. The 
responses regarding the frequency of reviews conducted included comments such as, “as 
needed,” “as time allows,” “monthly,” “weekly,” and “daily.” One county indicated that its staff 
performs a weekly review of voter information to determine if there are any records with 
duplicate DL numbers, names, DOB, and addresses. In addition, the same county indicated that a 
monthly review is performed to determine if any records are missing party affiliation or precinct 
designation.  
 

                                                           
four digits of the SSN, and DOB. An applicant can indicate on their application that they do not have a DL, ID or 
SSN. As with all first time voters, the applicant must show one form of approved identification (see list in Appendix 
C) when voting for the first time. 
78 The information is based upon responses from the counties in the county survey performed as part of our audit 
procedures. See Appendix H for a copy of the survey sent to the counties. 
79 A total of 65 of the 67 counties provided responses to our questions either during the on-site interviews or by 
returning the survey; however, not all of the counties responded to every question in the survey. 
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Due to staff limitations in some counties, it may not be feasible for every county to conduct 
weekly checks; however, routine reviews and data analysis would help to identify missing and 
inaccurate data as well as ensure the accuracy of the voter records maintained in SURE. See 
Finding 2 for details on our data analysis results that indicates thousands of potentially 
inaccurate voter records exist.  
 
In addition to the counties performing periodic reviews of voter information, it would be 
beneficial for DOS to analyze voter information data on a statewide basis for accuracy and 
reasonableness. When inaccurate data is entered into SURE, other procedures designed to keep 
the SURE system accurate, such as the duplicate check, cannot work effectively because exact 
matches are less likely. Therefore, DOS and counties should be performing periodic analyses of 
the voter information data for missing and/or inaccurate data. 
 
In addition to DOS and counties performing internal reviews of the data in SURE, another 
available option is for DOS to contract with a third-party vendor to review the data and perform 
an analysis. Such an analysis would be similar to that performed during our audit procedures to 
identify potentially inaccurate or missing data in voter records for DOS and/or counties to 
investigate and resolve.  
 
Applications remain in pending status for long time periods, indefinitely in some cases. 
 
Applications (both initial applications and applications to update existing voter record 
information such as name, address, political party) received by the counties that are missing 
required data, such as personal information, party selection, or a signature, are placed into a 
pending status in SURE. DOS management stated that counties are to follow-up with the 
applicant and request the missing information in order for the application to be processed. 
Additionally, if the HAVA check portion of the voter registration process results in a non-match, 
the application is placed into pending status while awaiting follow-up with the applicant.  
 
According to DOS management, there is currently no criteria established requiring counties to 
follow-up or reject an application that remains in pending status after a certain amount of time 
has elapsed (this issue is further discussed in Finding 7). Based on data analysis, as of October 9, 
2018, there were 91,495 applications in pending status, including applications from all 67 
counties.80 The following table provides a summary of the applications in pending status as of 
October 9, 2018, based on the age of the pending record: 

                                                           
80 According to interviews with both DOS and county staff, work to clear applications from pending status occurs up 
through each election, which in this case was November 6, 2018. County staff therefore had approximately one 
month from October 9, 2018 through November 6, 2018, to further process the applications and potentially remove 
some from pending status. 
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Applications in Pending Status81 
As of October 9, 2018 

Number of Months/Years  
the Application had been in Pending Status 

Number of 
Applications 

 
Percent 

0 to 30 days 25,022   27.35% 
31 to 180 days   7,958     8.70% 
181 to 365 days   3,738     4.09% 
12 to 24 months 12,639   13.81% 
24 to 33 months 18,932   20.69% 
Subtotal: Number of applications placed in pending 
status during our audit period (January 1, 2016 
forward) 68,289   74.64% 
33 months to 4 years   4,498     4.92% 
4 to 6 years   3,396     3.71% 
6 to 8 years   3,526     3.85% 
8 to 10 years   4,235     4.63% 
More than 10 years   7,551     8.25% 
Subtotal: Number of applications placed in pending 
status prior to the beginning of our audit period 
(January 1, 2016) 23,206   25.36% 
Total 91,495 100.00% 

Source: This table was compiled by the staff of the Department of the Auditor General from data received 
from the SURE system. We determined that the reliability of this data had significant limitations in 
regards to completeness and accuracy as noted in Appendix A. Although this determination may affect the 
precision of the numbers we present, there is sufficient evidence in total to support our findings and 
conclusions. 

 
As reflected in the above table, a record can remain in pending status indefinitely. More than 
7,500 applications have been in pending status for more than 10 years. DOS management stated 
that they have asked counties to review pending applications and reject them, if appropriate. 
Based on the number of pending applications, it does not appear that counties have made the 
cancellation of older pending applications a priority.  
 
Further, it appears that many of the applicants with records in pending status have submitted 
subsequent applications (either a new request to register to vote or to update their existing voter 
record information) which would potentially make the prior pending application moot. We found 
16,000 pending records that matched a subsequent application filed by the same voter.  
 
Based on additional analysis performed, we determined that almost 95 percent of the 68,289 
applications placed into pending status during our audit period, or 64,587, were awaiting a 
response from the applicant in order to further process the application while approximately 5 
percent required action by the county to complete processing. 

                                                           
81 A list of these records has been provided to DOS to allow them to instruct the county election staff to review the 
records and make a determination as to whether they should be processed further or rejected.  
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Of the 64,587 applications that were awaiting a response from the applicant, 16,206 were 
pending while awaiting a response from the applicant who was sent a HAVA non-match letter. 
DOS management stated that there is no legal basis under federal or state law to reject or delay 
the processing of a voter registration application based solely on a HAVA non-match. Therefore, 
for these 16,206 applications, county election staff is responsible for making a determination as 
to whether there are grounds for rejection or if the applications should be processed for approval.  
 
When an individual’s application is placed in pending status due to the applicant not providing 
all required information, they are sent a letter explaining the deficiency and requesting the 
missing information. When an individual’s application is placed in pending status because it 
requires action by the county to continue processing, it is possible that the applicant may be 
unaware that their registration has not been approved, and therefore is not eligible to vote. We 
believe that the number of applications in pending status would be drastically reduced if 
guidelines existed requiring counties to: (1) take action within a certain time period on 
applications that require further review or processing by the county, and (2) reject incomplete 
applications if the applicant does not respond to the county’s inquiry within a certain timeframe. 
If an application must be rejected, a notice would be mailed to the applicant. This would help to 
ensure that the applicant is notified that they have not been registered and therefore are unable to 
vote. Once rejected, an individual has the ability, if they so choose, to again register to vote, 
which would start the process again. We believe, and DOS management agreed, that it is better 
for an individual to have their registration rejected than to have it remain in indefinite pending 
status. DOS should work with its legal office to determine whether the above-suggested 
guidelines can be implemented. 
 
 
Weaknesses regarding the maintenance of voter registration records within 
the SURE system 
 
Pennsylvania voter registration laws require the maintenance of a database containing records for 
all registered voters. It also requires that the database permit the sending of notices regarding 
death, change of address, or other information affecting the qualifications of an applicant or 
registration of a registered voter, and identify duplicate voter registrations on a county and 
statewide basis.82 State law also requires the removal of voters and use of National Change of 
Address (NCOA) on a periodic basis, but not less than once every calendar year, to identify 
registered voters who may have changed addresses.83 These requirements are to help ensure that 
voter records for individuals who are no longer eligible to vote are cancelled in a timely manner 
and that voter records are properly updated for those voters who have moved to a new county. 

                                                           
82 Pennsylvania Voter Registration Law (PVRL) – 25 Pa.C.S. §§ 1201(3) and 1222(c). See also 25 Pa.C.S. § 1901(b) 
“Voter removal program.” 
83 Ibid. at 25 Pa.C.S. § 1901(b). 
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Federal and state election law governs the election cycle in Pennsylvania.84 Each county must 
complete specific tasks, such as completing list maintenance activities no later than 90 days prior 
to the general election in order to comply with these laws. List maintenance of the computerized 
list must be performed on a regular basis and must be conducted in a manner that ensures that:  
 

• The name of each registered voter appears in the computerized list. 
• Only voters who are not registered or who are not eligible to vote are removed from the 

computerized list. 
• Duplicate names are eliminated from the computerized list.85 

 
As noted in the Introduction and Background section, elections in Pennsylvania are a function of 
local elections offices. DOS, however, also has certain authority over the state’s elections. The 
counties own the voter registration records, but federal law placed the requirement to create and 
maintain the SURE system with DOS. DOS must ensure that voter registration records are 
accurate and are updated regularly. As a result, DOS provides oversight to the counties to ensure 
that they complete all required tasks in accordance with the governing law, but DOS does not 
have any authority over the counties, which are governed by county commissioners or a county 
executive. There is a delicate balance between DOS and the counties. DOS needs the counties to 
do what they are statutorily required to do, but lacks the power to mandate compliance or to 
simply do the required work itself.  
 
The following sections describe the weaknesses we found related to the maintenance of voter 
registration records. 
 
Although list maintenance activities are performed by counties, insufficient analysis and 
monitoring has resulted in inaccurate data in the voter records. 
 
During our review of DOS reports, analysis of SURE data, and testing performed on voter 
records, we saw evidence that counties had performed required list maintenance activities on 
voter records.86 The annual report presented by DOS to the Pennsylvania General Assembly 
includes information, by county, of the number of voters affected by list maintenance activities. 
DOS also provided us with examples of emails between the Help Desk and DOS staff regarding 
county progress in conducting list maintenance, such as the number of voter records given to a 

                                                           
84 Help America Vote Act (HAVA) – 52 U.S.C. § 21083(a)-(b); PVRL – 25 Pa.C.S. §§ 1201(3), 1222(c), and 
1901(b)(1)(i). 
85 52 U.S.C. § 21083, Subsection (a)(2) “Computerized list maintenance” and Subsection (B) “Conduct.” 
Pennsylvania election law assigns the responsibility of maintaining voter records to the county election offices. 
86 List maintenance activities are prescribed by law and are performed by counties to help ensure that the voter rolls 
remain up to date and accurate. Such activities include an annual change of address mailing and a five year mailing 
to voters who have not voted in two federal general elections. See 25 Pa.C.S. § 1901(c) and (d). 
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county to follow up regarding the NCOA process and how many of those voters were sent 
correspondence, confirming follow-up was performed.87  
 
Additionally, we analyzed the data in the application table from the SURE system to look for 
indications that counties performed list maintenance activities as required by federal and state 
law.88 The results of our testing indicated that all 67 counties had updated voter records for list 
maintenance activities and, therefore, had performed some type of list maintenance during the 
audit period January 1, 2016 through October 9, 2018. Based on information contained in the 
SURE system, there were indications that all 67 counties had updated records for change of 
address, deceased individuals, and inactive voters. Virtually all counties’ data had indications of 
list maintenance activities in each of 2016, 2017, and through October 9, 2018.89 There are 
limitations in the data received from the SURE system that prevent a high level of assurance in 
the data analysis results; however, the data appeared to corroborate DOS management’s 
statement that all counties performed required list maintenance activities annually during our 
audit period.90  
 
Additionally, as part of our audit procedures, we visited seven counties between July 11, 2018 
and September 11, 2018. The NCOA mailings (a required list maintenance activity) are typically 
conducted during the summer when the counties are between election cycles. During our visits 
we observed counties processing responses to the NCOA mailings, which further verifies that 
they conducted the NCOA process. 
 
While the above scenarios appeared to corroborate DOS management’s assertion that all counties 
perform the required list maintenance, the effectiveness of the list maintenance activities is 
largely based on the accuracy of the existing voter records. As explained in Finding 2, 
insufficient analysis is being performed to identify duplicate voters during the application 
process and to identify all deceased voters on the voter rolls. Issues also exist with the accuracy 
of voter records, including missing or incorrect birthdates, duplicate records, and potentially 
deceased voters that remain on the voter rolls. As the list maintenance process is dependent upon 

                                                           
87 The NCOA includes mailing a notice to each voter that was identified as having possibly moved in the last year. 
The data is provided to DOS by ERIC. 
88 The application table contains the history of all additions and changes made to voter registration records since the 
implementation of the SURE system in 2003 through 2005. Each change to a voter registration record is captured as 
a record in the application table. See 52 U.S.C. § 21083(a)(2) “Computerized list maintenance” and 25 Pa.C.S. § 
1901(b) “Voter removal program.” 
89 The application table data for one small county that contained only four list maintenance records in 2017 
contained no list maintenance records in 2016. We deemed the level of list maintenance activity reasonable for that 
small county. The data also included no indication of list maintenance performed by one other county during 
approximately the first nine months of 2018 (January 1, 2018 through October 9, 2018, the date our data was 
extracted by DOS), but there was still time for that county to complete its list maintenance activities by the end of 
calendar 2018. 
90 We determined that the reliability of this data had significant limitations regarding completeness and accuracy as 
noted in Appendix A. Although this determination may affect the precision of the numbers we present, there is 
sufficient evidence in total to support our findings and conclusions. 
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accurate voter record data in order to identify individuals, until the inaccurate voter record 
information is corrected, the list maintenance activities will only be marginally effective.  
 
DOS management stated that it regularly monitors the work performed by counties; however, it 
does not have standard operating procedures formalizing the monitoring conducted, nor does it 
monitor whether the work by the counties is adequately performed.91 DOS management stated 
that there are multiple DOS staff members who regularly receive emails from the Help Desk that 
update them on the status of work performed in SURE by each county. DOS management 
provided us with examples that included daily automated emails indicating if list maintenance 
processes have been completed, what counties have certified their voter registration statistics, 
and what counties have started/completed printing their poll books for an election. There are no 
written procedures, however, to document the frequency and which staff members are ultimately 
responsible for monitoring the various types of work performed by the counties. Additionally, 
DOS staff does not maintain a centralized document to track the status of work performed by 
each county. As a result of DOS staff not maintaining a centralized document, DOS is unable to 
document the work done to track the status of the counties’ work in order to determine if there 
are any county election offices that need to be notified/reminded of required work necessary to 
meet established deadlines or confirm that all required tasks have been completed by each 
county. Therefore, we could not confirm that DOS regularly monitored each county for required 
tasks.  
 
It is imperative that standard operating procedures be formalized to ensure that there is clear 
direction on when and what monitoring is to be performed of the counties, as well as who at 
DOS is responsible for performing the monitoring. Both DOS and counties must work together 
to ensure that all processes are completed in a timely manner so that all eligible persons who 
have applied to register to vote are allowed to vote. 
 
Voters who should be classified as inactive or whose records should be cancelled according to 
state law remain in an incorrect status within the SURE system. 
 
State law requires that voters without any activity for five years be placed in inactive status.92 In 
order to test that all counties were performing list maintenance activities to identify inactive 
voters, we performed data analysis to look for voters who should have been changed to inactive 
status based on the required criteria. We identified 96,830 active registered voters who had no 
activity in the past five years (e.g., they did not vote, did not change their address, did not change 

                                                           
91 Examples of county work that DOS monitors includes ensuring applications are being processed, list maintenance 
is being performed, poll books are printed timely prior to an election, and that voter registration statistics are 
certified. 
92 As defined in Pennsylvania Voter Registration Law (PVRL) (Act 3 of 2002), 25 Pa.C.S. § 1901(c), registered 
voters are to be identified as inactive when they have not responded to a mailed notice from the county based on 
information received by either DOS or the county that a registered voter has moved. Additionally, the law indicates 
that registered voters should be identified as inactive when they have not responded to a mailed notice from the 
county when they have not voted within the last five years. 
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political party, etc.). These voter records likely should have been placed into inactive status by 
counties when performing required list maintenance procedures unless there was some form of 
communication between the county and voter that was not included in the data we analyzed. As 
reported in the following table, almost 44 percent of the total 96,830 stale, but still active, voter 
records were voters registered in Allegheny County:93 
 

Active Registered Voters as of October 9, 2018 with no Activity During the Period  
October 9, 2013 through October 9, 2018 (Five Years with no Activity) by County 

Countya/ Number of Voters Percentage of Total Voters 
Allegheny 42,437   43.83% 
Cumberland 13,215   13.65% 
Luzerne   7,395     7.64% 
Northumberland   6,164     6.36% 
Philadelphia   6,280     6.48% 
48 counties  21,339   22.04% 
Total 96,830 100.00% 
a/ - Our analysis did not find any stale voters in 14 of the 67 Pennsylvania counties. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 
SURE system. We determined that the reliability of this data had significant limitations in regards to completeness 
and accuracy as noted in Appendix A. Further, we used the “date last voted” field, in part, for this analysis. As 
noted in Appendix A, this field is of undetermined reliability. Although these determinations may affect the precision 
of the numbers we present, there is sufficient evidence in total to support our findings and conclusions. 
 
The law also requires that voters who have already been placed into inactive status and who fail 
to vote in the following two federal general elections should have their voter record cancelled.94 
Using our data analysis procedures, we found that 17 of the 67 counties had a total of 65,533 
records of inactive registered voters who had not voted since the 2008 federal general election 
and therefore should have been cancelled, but remained registered in inactive status as of 
October 9, 2018. The following table provides detail regarding the four counties that account for 
60 percent of these inactive registered voters and the amount of voters from the remaining 13 
counties:

                                                           
93 For purposes of this finding, we consider a stale voter record to be voters that we identified as being in active 
status in spite of meeting the criteria to be moved to inactive status. 
94 PVRL (Act 3 of 2002), 25 Pa.C.S. § 1901(d)(1)(ii)(B). 
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Registered Voters who had been Inactive from 2003 through 2008 and who had Not 
Voted since the 2008 Federal Election but who had Not Been Cancelled as of October 9, 

2018, by County 
County Voters Percentage of Total Voters 

York 13,520   20.63% 
Erie   9,873   15.07% 
Allegheny   9,098   13.88% 
Westmoreland   7,404   11.30% 
13 other counties 25,638   39.12% 
Total 65,533 100.00% 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 
SURE system. We determined that the reliability of this data had significant limitations in regards to completeness 
and accuracy as noted in Appendix A. Further, we used the “date last voted” field for this analysis. As noted in 
Appendix A, this field is of undetermined reliability. Although these determinations may affect the precision of the 
numbers we present, there is sufficient evidence in total to support our findings and conclusions. 
 
Possible reasons for the counties’ failure to move stale voters who meet the applicable criteria to 
inactive status or to cancel inactive voters’ records could vary from simple oversight to not being 
able to complete list maintenance activities due to several special elections.95 We did not conduct 
interviews with representatives from each county, and therefore did not determine the actual 
reasons. In failing to properly classify active voters as inactive and subsequently removing 
inactive voters from the voter rolls after the established time periods, counties are not complying 
with state law and are increasing the risk of fraudulent voting. In addition, since current controls 
to identify and remove deceased voters’ records (discussed in Finding 2) appear to not be 
functioning in all cases, removal of inactive voters’ records becomes more important as a 
safeguard against deceased individuals’ voting records remaining active. In addition to these 
concerns, inaccurate voter rolls could also affect other voting related aspects, such as the size of 
an election district, which should not contain more than 1,200 registered voters, and the amount 
of funding for elections, including funding for voting machines, which is based on the number of 
eligible voters by county.96  
 
As discussed throughout the finding, inaccurate information associated with a voter’s record can 
inhibit a county’s ability to keep their rolls up to date. As previously mentioned, list maintenance 
depends on the ability to match information provided for individuals to voter registration records. 
If information in a voter registration record is inaccurate, county election staff may erroneously 
disregard the information as not being a match to an existing voter record, which allows 
                                                           
95 A special election is scheduled by the General Assembly in order to fill a vacancy due to the current elected 
official no longer being able to hold office such as due to death or retirement. Pursuant to the National Voter 
Registration Act (NVRA), 52 U.S.C. § 20507(c)(2)(A), and the PVRL (Act 3 of 2002), 25 Pa.C.S. § 1901(b)(4), a 
voter’s record cannot be cancelled due to list maintenance within 90 days of an election. 
96 Pennsylvania Election Code Act of June 3, 1937, P.L. 1333, No. 320 Article V, § 502 “Court to Create New 
Election.” See 25 P.S. § 2702, as amended. https://www.legis.state.pa.us/WU01/LI/LI/US/PDF/1937/0/0320..PDF 
(accessed June 7, 2019). Letter from DOS to the U.S. Election Assistance Commission with their narrative of how 
they will distribute the HAVA money. https://www.eac.gov/havadocuments/PA_narrative_Budget.pdf (accessed 
June 10, 2019). 
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duplicate voters to be included in the voter rolls. Inaccurate information can also result in a 
failure to cancel an ineligible voter’s record, such as a voter who has died. Beyond the fact that 
the law requires that the voter rolls be maintained to include accurate information, accurate, up-
to-date voter rolls are helpful to the voters by minimizing disruption at the polling places due to 
inaccurate information in the poll books.  
 
DOS does not fully utilize the list maintenance feature it pays for as a member of ERIC. 
 
As previously described, it is critical that accurate voter records be maintained. Organizations 
such as ERIC have been established to help improve the accuracy of America’s voter rolls and 
increase access to voter registration for all eligible citizens.97 From the launch of ERIC in 2012 
through the end of 2017, ERIC helped its member states identify 8.4 million inaccurate voter 
records.98 ERIC provides its member states with reports on voters who have moved in-state or 
out-of-state, voters who have died, voters with duplicate registrations in the same state, and 
individuals who are potentially eligible to vote but are not registered. According to DOS 
management, however, it only uses ERIC to obtain information for list maintenance purposes 
regarding change of address and is not utilizing available information such as death notices and 
cross-state matches.99 We inquired of DOS management as to why they are not fully utilizing all 
of the features available through ERIC. DOS management responded that they “have plans to 
incorporate them into production prior to the November 2019 election.” This is despite the fact 
that DOS has paid for but not utilized some of the information available to ERIC members since 
it first joined in 2015.100 
 
 
Conclusion 
 
Issues with the input of voter record data and the lack of fully performing list maintenance has 
resulted in inaccurate information being maintained in SURE. Additionally, by not updating 
voters’ information and not removing ineligible voters from the voter rolls, counties are not 
complying with required state and federal laws. Finally, DOS is not utilizing benefits that it is 
paying for as a member of ERIC to aid counties with list maintenance procedures. 

                                                           
97 ERIC 2017 Annual Report. https://ericstates.org/wp-
content/uploads/2019/01/FINAL_ERIC_2017_Annual_Report.pdf (accessed March 25, 2019). 
98 Ibid. Pennsylvania, through DOS is one of 26 states, plus the District of Columbia that is a member of ERIC. 
99 Cross-state matches involve matching Pennsylvania voter records to out-of-state voter registration commissions 
and Department of Motor Vehicle records that indicate updated information. 
100 According to ERIC’s web-site, each member pays a one-time membership fee of $25,000 and an annual fee. 
https://ericstates.org/wp-content/uploads/2019/01/ERIC_Bylaws_2018-11-30.pdf (accessed August 5, 2019). 
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Recommendations for Finding 4 
 
We recommend that DOS: 
 

1. Emphasize to the counties the vital need and importance of having a second person 
review the data entered into SURE to reduce data entry errors and increase the accuracy 
of voter records. 
 

2. Consider supplementing the data analysis that we recommend DOS perform in Finding 2 
(Recommendation 2), by contracting with a third-party vendor to periodically perform 
analysis on the data in SURE to identify potentially inaccurate or missing data for DOS 
and/or counties to investigate and resolve.  
 

3. Request that its designated legal counsel make a determination as to whether DOS can: 
(1) direct the counties to review their pending applications and reject them; and (2) 
establish a time period for requiring counties to process, or reject if applicable, all 
applications placed into pending status. 

 
4. Instruct the counties to review the applications in pending status to determine if another 

application for the person has been approved which would then lead the county to reject 
the initial application currently in pending status. 

 
5. Develop detailed written procedures, including detailed processes to be performed and by 

whom, regarding DOS monitoring the activities of the counties to ensure required 
processes are completed properly and timely. 
 

6. Instruct the counties that have not been updating the status of voters from active to 
inactive, for those voters who meet the criteria of an inactive voter, to perform list 
maintenance and update voters’ status as necessary. This instruction should include a 
deadline to be established by DOS. Additionally, formally remind all counties of the 
importance of why they need to perform this type of list maintenance. 
 

7. Instruct the counties that have not been cancelling the records of the inactive voters who 
meet the criteria for cancellation to perform list maintenance and update voters’ status as 
necessary. This instruction should include a deadline to be established by DOS. 
Additionally, formally remind all counties of the importance of why they need to perform 
this type of list maintenance.  
 

8. Move forward with plans to utilize all information available from ERIC to assist in 
improving the accuracy of voter registration records. 
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Finding 5 – Incorporating edit checks and other improvements into the 
design of the replacement system for SURE will reduce data errors and 
improve accuracy. 

 
Accurate voter information within voter registration systems is critical for two important reasons: 
(1) to ensure that only the voter registration applications (application) of individuals eligible to 
vote are approved and (2) only eligible voters are casting votes in elections. Because the 
Statewide Uniform Registry of Electors (SURE) system has been in place for more than 15 
years, Pennsylvania Department of State (DOS) management stated that it has engaged the 
SURE Advisory Board to start discussing a replacement system. Additionally, DOS has started 
to develop the requirements and a timeline for the request for proposal process to replace the 
current SURE system. According to DOS management, the replacement system will be 
customized to meet the specific needs of Pennsylvania. As a result, the audit objectives included 
reviewing efficiencies of the SURE system that DOS should consider in the design of the 
replacement system to improve the processing of applications and improve accuracy. 
 
As discussed in Finding 4, DOS does not require supervisors at county election offices (counties) 
to verify the accuracy of the application information manually entered into SURE by county 
staff. According to the survey we conducted, we found that less than 55 percent of the counties 
that responded to the survey perform any procedures to verify whether the application data was 
entered accurately.101 In addition to manually verifying data entry accuracy, there are several 
information system input controls that could be utilized to increase the accuracy of the 
information entered into SURE. For example, edit checks for reasonableness, validity, and 
completeness tests can be programmed into the system to ensure certain data entry mistakes are 
detected/flagged by the system upon entry, which could then be immediately corrected by county 
staff at the time of data entry.102 
 
Through our data analysis, we found instances where edit checks were lacking or non-existent. 
The following issues were previously discussed in Finding 2: 
 

• The automated check for duplicate voter records within the SURE system at the time of 
application approval is inadequate. 

                                                           
101 As part of our audit procedures, we sent a survey to all 67 Pennsylvania counties. 65 of the 67 counties provided 
responses to our questions either during on-site interviews or by returning the survey, however not all of the counties 
responded to every question in the survey. See Appendix H for a copy of the survey. 
102 An edit check is a type of data validation routine built into a system that is designed to ensure data input into the 
system meets certain criteria prior to being accepted into the database. There are a number of validation types that 
can be used to check the data being entered such as spell checks, presence checks (checks to make sure data is 
present in all required fields), or length checks (checks to make sure data is not too long or too short). Edit checks 
that could be used on voter application data could be a validation routine ensuring the voter will be at least 18 years 
of age by the date of the next election and ensuring the date of birth field includes only numbers and not letters. 
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• There are no automated edit checks in the SURE system that prevent adding a voter 
registration record with a driver’s license (DL) number that is already associated with a 
voter record. 

• There are no automated processes in the SURE system to prevent the recording of 
obviously inaccurate birthdates and/or voter registration dates, e.g., voter registration 
dates prior to date of birth (DOB). 

 
We also found features that were missing or inadequate within the SURE system which could 
reduce or prevent errors. Specifically, we found: 
 

• The SURE system does not prevent applications with non-Pennsylvania residential 
addresses from being approved. 

• The SURE system lacks geographical mapping assistance which would reduce 
inefficiencies and potential inaccuracies by preventing applications from being sent to the 
wrong county for processing.  

• The SURE system lacks a “Read Only” feature for voter information that should not be 
edited without additional supervisory review and approval. 

• The SURE system does not have controls in place to ensure that voter registrations are 
not improperly cancelled within 90 days of an election. 

 
In addition to these features, we were informed of two areas related to the Pennsylvania 
Department of Transportation (PennDOT) Motor Voter process and the reporting capabilities 
within the SURE system that need improvement:  
 

1) Some individuals confuse the change of address prompt at PennDOT’s photo license 
centers with registering to vote. 

2) The ability to create reports in the SURE system is too limited and it lacks editable report 
capabilities. 
 

It is clear that the SURE system itself needs to be improved, and there is a need for the counties 
to strengthen their oversight of the SURE system transactions and the accuracy of the data. DOS 
should conduct periodic reviews of the data to identify errors, inaccuracies, and omissions and 
instruct the appropriate counties to fix the identified issues. Incorrect data within SURE could 
lead to an individual being able to vote more than once in an election or for eligible voters to 
encounter difficulties, such as not being included in the poll books.103  
 
The following sections describe these missing or inadequate features and areas that can be 
improved. 

                                                           
103 25 P.S. § 3535 (Repeat voting at elections).  
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Features that were missing or inadequate within the SURE system which 
could reduce or prevent errors 
 
The SURE system does not prevent applications with non-Pennsylvania residential addresses 
from being approved. 
 
County election staff (staff) are able to enter a voter’s “residence address” in SURE that includes 
zip codes and states that are outside of Pennsylvania. The SURE system provides fields for both 
a “residence address” which should be in Pennsylvania because residency is a requirement for 
voting, and a “mailing address” which may differ from the individual’s residence and does not 
have to be within Pennsylvania (e.g., address for a Pennsylvania student attending an out-of-state 
college). The SURE system does not issue a warning message that would prompt staff to review 
and either reject the application or correct the inaccuracy. 
 
As part of our data analysis, we found that of the 8,567,700 eligible voters as of October 9, 2018, 
the residence address in SURE for 27 voters’ records contained a state other than Pennsylvania, 
and in some cases a zip code outside of Pennsylvania. Using auditor judgement we further 
researched 13 of the 27 voters using Google Maps and found that for nine of 13 records, the 
streets, cities, and zip codes in the residence addresses of these records appeared to be within 
Pennsylvania; however, the state was incorrectly entered as a state outside of Pennsylvania. 
Therefore, the voter appeared to be eligible to vote from review of the record. Two of the 13 
records were entered in SURE as Taneytown, Maryland and the address in Google Maps verified 
that the address was in Taneytown, Maryland. Two of the 13 records were entered in SURE as 
Tallahassee, Florida, and the residence street address was blank. Therefore, for four of the 13 
records, (two in Maryland and two in Florida) it appears that the voters should not have been 
eligible to vote based on the information in SURE. Implementing a data validation edit check to 
ensure the residence address is within Pennsylvania could prevent data entry errors and 
inaccurate records. It could also help to prevent applications for ineligible voters from being 
approved.  
 
The SURE system lacks geographical mapping assistance which would reduce inefficiencies 
and potential inaccuracies by preventing applications from being sent to the wrong county for 
processing. 
 
According to DOS and county management, the SURE system does not have the capability to 
utilize a geographic information system (GIS) which provides mapping assistance. The GIS 
could be used to identify and verify information such as the county of residence, based on the zip 
code entered by the applicant. This technology could prevent applications from being sent to the 
wrong county for processing. 
 
During our visits to seven counties, we were informed that if an applicant lists an incorrect 
county when electronically completing an application or when utilizing the voter registration 
services offered at PennDOT’s photo license centers, the application will be sent to the wrong 
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county for processing. Once a county receives an application (either electronically or on paper) 
from an individual that does not reside in that county, staff may need to conduct research in order 
to forward the application on to the correct county. This process is inefficient and potentially 
delays the processing of the application. 
 
The SURE system lacks a “Read Only” feature for voter information that should not be edited 
without additional supervisory review and approval. 
 
It may be necessary at times to edit information in a voter’s record, such as a change of address 
or last name. There is certain personal information, however, that generally does not change, 
such as DOB, DL number, and Social Security number (SSN). Therefore, the information 
included in those fields should be made “Read Only” in the SURE system, with the ability to edit 
such information reserved for a higher level and only after careful review. This should be 
coupled with proper documentation of who made the change and why. 
 
Currently all fields, including DOB, DL number, or SSN in SURE can be edited by county staff. 
DOS management and Help Desk staff stated that Help Desk staff also have the ability to make 
changes to a county’s voter records once the county electronically gives permission and provides 
the Help Desk staff with access for remote control of their computer. Based on our data analysis, 
we found instances where it appears that DOBs had been changed to a date after the registration 
date. For example, the DOB in one voter record was changed on April 18, 2018 from July 4, 
1952 to July 4, 2016. This is clearly an error. Implementation of “Read Only” fields would 
preclude staff from inadvertently editing information that should not change.  
 
The SURE system does not have controls in place to ensure that voter registrations are not 
improperly cancelled within 90 days of an election. 
 
Although performing list maintenance is required by law, counties may not cancel a voter’s 
registration within 90 days of an election due to list maintenance activities.104 A voter may 
cancel their own registration at any time, but a county may not take action to remove a voter 
from the active rolls based on list maintenance activities so close to an election. This helps to 
ensure that a voter has time to receive the notification of cancellation and take action to re-
activate their voting registration in time to cast a ballot on Election Day. 
 
Our data analysis, however, indicated that counties had cancelled voter registrations within 90 
days of the 2016 federal election using cancellation codes which may indicate the voters 
registrations were cancelled in violation of the law. We found 155 voter registrations were 
cancelled within 90 days of the 2016 General Election using codes that either did not indicate the 
reason for the cancellation or indicated that it was due to list maintenance activities. 
 

                                                           
104 National Voter Registration Act (NVRA), 52 U.S.C. § 20507(c)(2)(A), and the Pennsylvania voter registration 
law (Act 3 of 2002), 25 Pa.C.S. § 1901(b)(4). 
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While the number of voter registrations potentially cancelled inappropriately within 90 days of 
the 2016 Federal General Election may appear relatively small in number, these voters’ names 
would not have appeared in the poll book at their precinct. Therefore, if these voters had tried to 
vote in that election, they would have been required to vote on a provisional ballot, which takes 
more time for a county to process.105 Further, voting via provisional ballot takes more of the 
voter’s time at the polls. Voters who are rushed to vote before work or during their lunch hour 
may not wait to complete the provisional voting process.  
 
Based on the results of this data analysis, we have concluded that the SURE system does not 
have safeguards that would prevent counties from inappropriately cancelling voter registrations 
within 90 days of an election. If the SURE system included hard stops to prevent county staff 
from cancelling voter registrations using unallowable codes or without entering a code within 90 
days of an election, DOS and counties would have more assurance that cancellations made 
within the restricted period were for valid reasons and not in violation of the law. 
 
 
Two areas of improvement related to the PennDOT Motor Voter process and 
the reporting capabilities within the SURE system 
 
Some individuals confuse the change of address prompt at PennDOT’s photo license centers 
with registering to vote. 
 
During interviews and in response to our survey, county election officials informed us of an issue 
that occurs when an individual is utilizing the change of address services at PennDOT photo 
license centers. The scenario described is that one of the questions asked during the process is 
whether the individual would like to update their address for purposes of voter registration. 
Officials stated that some individuals believe that by completing this portion of the process, they 
are registering to vote; however, this is not the case. When the change of address information is 
received by the county, the county searches in SURE for the individual. If they are not currently 
registered, the change of address information will be declined; however, there is no denial notice 
generated and sent to the individual that requested the change of address. 
 
County staff are unable to process the information as a new application because not all of the 
necessary information has been obtained from the individual (e.g., party selection and signature 
to affirm that the individual is eligible to register to vote). Since the individual is not notified that 
their request could not be processed because there was no existing record, they may believe that 
they registered to vote through this action at the PennDOT photo license center. This confusion 
could be avoided if the individual was notified that their information was declined or if the 
process at PennDOT’s photo license centers was changed to include all the information required 
to register to vote. 
                                                           
105 A provisional ballot is used to record a vote when there is a question regarding a voter’s eligibility. Within seven 
days after the election, the County Board of Elections examines provisional ballots to determine if they are valid. 
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The ability to create reports in the SURE system is too limited and it lacks editable report 
capabilities. 
 
Both DOS management and Help Desk staff indicated that the way the SURE system is 
designed, the reports that DOS and counties can run are limited and some of the reports cannot 
be customized to provide certain detail that would be useful.  
 
Although DOS and counties are limited in their ability to run reports, there are various reports 
that the Help Desk staff has the ability to run for them regarding areas such as data analysis (e.g., 
the number of applications processed during a certain time period for a specific county or 
counties) and voter record list maintenance.  
 
As DOS seeks to obtain a replacement for the SURE system, it is recommended that the new 
system provide the ability for both DOS and the counties to customize and run reports regarding 
SURE data directly from the new SURE system themselves rather than having to request the 
Help Desk to prepare the reports for them. In doing so, the counties could better analyze and 
review records internally to improve on the accuracy of the records maintained. 
 
 
Recommendations for Finding 5 

 
We recommend that DOS: 
 

1. Incorporate the following information technology enhancements into its design of the 
replacement SURE system and consider the feasibility of making some or all of these 
enhancements into the current SURE system: 
 
a. A Geographic Information System (GIS) feature and related enhancements that would 

check addresses to ensure the address is within the county identified on the 
application. This would help to ensure that electronic applications are forwarded to 
the correct county for processing and in the case of paper applications, county staff 
are immediately alerted if the address they are posting to SURE is not within the 
county listed on the application. 

 
b. An edit check that would alert or prevent county staff from approving applications 

that have non-Pennsylvania states and/or zip codes within their residential addresses. 
 

c. A “Read Only” feature for certain data fields that should not change, such as DOB, 
DL number, and SSN to prevent unintended edits, but enable these “Read Only” 
fields to be edited by designated management staff along with documenting the 
reason for the edit. 
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d. A hard-stop feature in the SURE system that would prevent county staff from 
cancelling voter records using unallowable codes within 90 days of an election. 

 
e. A declination notice to be automatically generated and mailed to individuals that are 

not currently registered to vote but submit a change of address request for their voter 
registration record. This will assist in notifying those individuals that they are not 
registered to vote.  

 
f. The ability for DOS and county staff to build and run their own reports, rather than 

having to obtain reports from the Help Desk. 
 

2. Forward information for the four voting records that contained non-Pennsylvania 
residential information to the applicable counties for follow up and possible cancellation.   
 

3. Forward information for the 23 voting records that appeared to contain inaccurate non-
Pennsylvania residential data to the specific counties to research and/or correct the state 
name or zip code within SURE. 
 

4. Formally remind counties of the need to properly code transactions when they cancel 
voter registrations as a result of list maintenance in order to reduce the number of 
cancellations with no reason code or incorrect reason codes. 
 

5. Consider working with PennDOT to revise the Motor Voter process so that all required 
voter registration information is obtained when an individual (who may incorrectly 
believe they are registered to vote) requests to update their voter registration address. 
This will ensure that a complete application is transmitted to the respective county for 
further processing. 
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Finding 6 – A combination of a lack of cooperation by certain county 
election offices and PennDOT, as well as source documents not being 
available for seventy percent of our test sample, resulted in our inability to 
form any conclusions as to the accuracy of the entire population of voter 
records maintained in the SURE system. 

 
One objective of this audit was to assess whether the voter records maintained within the 
Statewide Uniform Registry of Electors (SURE) system are accurate. Before we focus on this 
specific objective, we note that we have already identified the following in other findings of this 
report: 
 

• Several weaknesses in Pennsylvania’s voter registration process. (See Finding 4) 
• Thousands of potential duplicate and inaccurate voter records based on our data analysis. 

(See Finding 2)  
 
Those results do not allow us to project accuracy over the entire population of voter records. 
Therefore, as part of our audit procedures, we selected a random statistical sample of 196 voters 
from the total population of 8,567,700 voters registered in SURE as of October 9, 2018.106 Our 
intent was to review source documents to confirm the accuracy of the information maintained in 
the 196 voter records and thus conclude as to the accuracy of the entire voter population. We 
could not however, verify the accuracy for 138 of the 196 records selected (or 70 percent) 
because source documents were either not available or were not provided as further described in 
detail below. Source documents include the signed voter registration applications (applications) 
or other documents provided by the individuals to update their voter record, such as a signed 
affidavit completed by an inactive voter at the polling place or a returned National Change Of 
Address (NCOA) mailing from the voter.107 Specifically, we planned to verify the accuracy of 
the following SURE system data fields by comparing the information to source documents: 

                                                           
106 Statistical sampling means to select a limited number of items from the population on a systematic or random 
basis, review/test those items, and then draw a conclusion about the entire population based on the results of the 
items selected for testing with a statistically measurable degree of confidence considering the accepted percent rate 
of tolerable error. See the AICPA Audit and Accounting Guide “Audit Sampling” for additional details. Our 
statistical sample of 196 voters was determined based on a confidence level of 98 percent and a tolerable error rate 
of 2 percent. 
For the purpose of this audit, a “voter” is a person who is registered to vote in Pennsylvania. It does not indicate that 
the person has voted in an election. 
107 A person applying to register to vote is required to affirm that they are: (1) a citizen of the United States; (2) a 
resident of Pennsylvania and the election district in which they want to register for at least 30 days prior to the next 
elections; and (3) at least 18 years of age on or before the next election. When a person signs their application, they 
are affirming their eligibility, which includes citizenship. We did not however test citizenship because citizenship 
information is not maintained in the SURE system. See 
<https://www.pavoterservices.pa.gov/Pages/VoterRegistrationApplication.aspx>. 
When a U.S. citizen submits a change-of-address form to the post office, their new address is recorded in the NCOA 
database. <https://www.edq.com/glossary/ncoa/> (accessed August 6, 2019). For voter registration purposes, 
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• Full name (first, last, and middle name or initial, if included) 
• Address 
• Date of Birth (DOB) 
• Last four digits of the Social Security number (SSN) (if included) 
• Last four digits of the Pennsylvania driver’s license (DL) number or Pennsylvania 

identification (ID) number (if included) 
• Date registered 
• Party affiliation  

 
We also planned to verify that each record had a signature image in the SURE system. 
 
 
Sample selection and results. 
 
There are three methods in which an individual can complete an application: 
 

(1) By manually completing a paper copy of the application and it being sent to a county 
election office.  

(2) Through the Motor Voter process which is part of the DL/ID renewal process at the 
Pennsylvania Department of Transportation (PennDOT).108 

(3) Through an online application made available by the Pennsylvania Department of State 
(DOS).109 

                                                           
Pennsylvania (through the individual counties) conducts an annual NCOA mailing using data obtained from the 
Electronic Registration Information Center (ERIC) to attempt to update the information in SURE by reaching out to 
voters who may have moved.  
108 The Motor Voter system is the system used by PennDOT to allow a PennDOT customer the opportunity to 
register to vote, or to update their voter registration at the same time as they have their picture taken for their DL or 
ID. The Motor Voter system communicates with SURE to transmit the voter registration information from 
PennDOT to DOS to be parsed out to the counties. 
109 The online method includes those voters that registered either through the application available on DOS’ website 
currently available at <https://www.pavoterservices.pa.gov/pages/VoterRegistrationApplication.aspx> or those that 
registered through a state agency with online services available to them. See Appendix C for a list of agencies 
through which a person can register to vote.  
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The following table summarizes the sample of 196 voter records and related test results: 
 

Voter Record Test Results 
 
 

Method of 
Application 

Source 

 
Number of 

Voter 
Records in 
our Sample 

 
Number of 

Voter 
Records 
Tested 

Number of 
Voter 

Records that 
Could not be 

Tested 

 
 
 

Reason why the Voter Records 
Could not be Tested 

Paper 
Application   84 58   26 

Inadequate record retention guidance. 
 
Four counties did not respond to our 
request for source documents. 

Motor Voter   93   0   93 
PennDOT would not provide Motor 
Voter source documents. 

Online 
Application   19   0   19 

DOS does not maintain source 
documents. 

    Total 196 58 138  
 
Additionally, we verified that the voter record in SURE included a signature for all 196 voter 
records in our sample. 
 
With regard to the table above, for the 58 voter records (30 percent) we tested, we found that the 
information within each of the data fields matched information contained in the source 
document. Therefore, we have concluded that these 58 records are accurate. Additionally, for the 
138 voter records (70 percent) not tested, we could not compare the information within the data 
fields for these records to source documents because source documents were either not available 
or were not provided. As a result, we could not reach a conclusion as to whether these 138 voter 
records were accurate. Because of this, we could not conclude on our statistical sample, and 
therefore could not project our results and ultimately conclude on the overall accuracy of the 
voter record information maintained in the SURE system. 
 
The remainder of this finding discusses the reasons why the 138 voter records could not be 
tested. 
 
 
DOS has not provided adequate record retention guidance to the counties. 
 
As noted in the above table, we could not test 26 of the 84 paper applications included in our 
sample. Of those 26 paper applications, 14 could not be tested because 12 counties 
acknowledged that they were unable to locate the source documents needed to test each record 
for accuracy. Further, although the SURE system has the capability of retaining scanned 
document images, we verified that these 14 paper applications were not scanned and attached to 
the respective voter record.  
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We analyzed the registration dates listed in SURE for these 14 paper applications and noted the 
following: 
 

• Three voters registered between 2004 and 2018 (after the implementation of the SURE 
system) 

• Eleven voters registered between 1959 and 2000 (before the implementation of the SURE 
system) 

 
Based on the range of registration dates, for the auditors or other external parties to verify the 
accuracy of voter records for these 14 voters, the source documents (applications) would have 
had to be maintained by the counties for up to 60 years. In reality, the time period could be 
longer than 60 years for voters registering prior to the 1959 date noted in the above bullet, given 
that a person may not need to change voter information after initially registering.  
With this information in mind, we wanted to determine the following: 
 

1. How long does each county keep source documents, if at all? 
2. What record retention guidance exists? 

 
How long does each county keep source documents, if at all? 
 
As part of our county survey and county visits, we asked counties two related questions. The first 
question was whether the county currently scans and saves the full voter registration application 
and attaches it to the voter’s electronic record in SURE.110 Of the 65 counties that responded, 50 
replied that they scan and retain an electronic copy of the application, and 15 responded that they 
do not scan and retain the application.  
 
The second related question in the survey asked whether the counties retained the hard copy 
applications, regardless of whether or not they scanned the documents into SURE. Of the 65 
counties that responded, 58 stated they do retain the hard copy applications; however, their 
responses varied greatly as to their retention period including: 
 

• Length of time required by law. 
• Two years. 
• As long as the voter is active/registered. 
• Five years after the voter’s record is cancelled. 
• Indefinitely/lifetime/until the voter moves or dies. 

 
                                                           
110 Surveys were sent to all 67 counties, including the seven counties that we visited in person and in which we 
conducted interviews which included the questions on the survey. Five counties did not respond to the survey; 
however, three of those five counties were offices that we visited. For reporting purposes, we will report in total the 
responses received from county staff in both the survey and during county visits. It is also important to note that the 
surveys were completed by the then-current county election office manager/director who may or may not have been 
in that position since the implementation of the SURE system. 



 A Performance Audit 
  
 Pennsylvania Department of State 
 Statewide Uniform Registry of Electors 
  

 

71 

The counties’ answers to the survey relate to how the counties retain applications at the time of 
the survey. These answers do not necessarily reflect how the counties had been retaining 
applications since the inception of the SURE system nor how the counties had been keeping 
records for the past 60 years or longer. They are a momentary snapshot of retention practices but 
do not establish any longstanding policies or protocols, certainly nothing that would constitute 
uniformity across the Commonwealth. As a result, we found during our testing that although 
many of the counties indicated in the survey that they scan applications, certain counties could 
not provide some of the applications, which may be due to the record retention policies of the 
counties or a difference in policy from the current election director to the former directors in the 
same county.  
 
What record retention guidance exists? 
 
Based on the results of the survey, it appears that DOS has not adequately or clearly advised the 
counties regarding requirements for the method of retaining applications or how long 
applications should be retained. DOS does not require counties to scan and attach the application 
to the voter record even though the SURE system has that capability. Failure to require scanning 
and retaining of applications causes significant non-uniformity among counties as seen by the 
survey results above. 
 
As a result of the varied responses from the counties, we inquired with DOS as to what record 
retention policy counties must follow as it relates to the retention of applications. The policy 
provided to us by DOS notes that an application “must be retained for 22 months from the date 
of any general, special, or primary election for federal office.”111 It does not, however, clarify 
whether the application must be retained in hard copy or if a scanned image attached to the 
voter’s record in SURE is considered in compliance with the retention policy.  
 
Additionally, this retention policy is not consistent with the SURE regulations establishing the 
SURE system which provides that: “[a] commission shall maintain the records that a commission 
attached to a registrant’s record in accordance with § 183.4(c)(1) (relating to uniform procedures 
for the commissions relating to entering data into the SURE system) for 90 days after the 
registrant votes in any primary or election.”112 Therefore, counties are to maintain all 
applications received for 90 days after any primary or election. These regulations have not been 
updated since they were initially promulgated in 2002. 
 
Neither the County Records Manual nor the SURE regulations (which are different and 
inconsistent) provide counties record retention guidance that would allow an auditor or other 
external party to independently assess the accuracy of the voter registration records maintained 
                                                           
111 County Records Manual issued by the Pennsylvania Historical and Museum Commission 
<https://www.phmc.pa.gov/Archives/Records-Management/Documents/RM-2002-County-Records-Manual-2017-
Update.pdf> ELECTION – 1 (listed as having been last updated on 9/2012) (accessed April 30, 2019). Please note 
that this manual has inconsistent revision dates within the document. 
112 4 Pa. Code § 183.12(d)(1). 
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in SURE. Further, based on the counties’ responses, it appears that the counties may not be 
aware of the retention policy in the County Records Manual nor the SURE regulations. As a 
result, it appears that county election officials determine the record retention policy. The problem 
is further compounded during turnover of county election officials.  
 
A clear record retention policy from DOS and a requirement to scan all applications into SURE 
would help to ensure uniformity among all counties, ensure complete records, provide a SURE 
user with the ability to answer questions if/when they arise from either voters or county staff, and 
allow for documents to be audited, as necessary. 
 
 
Four counties did not respond to our requests for source documents. 
 
As noted in the above table, we could not test 26 of the 84 paper applications (over thirty 
percent) included in our sample. Of those 26 paper applications, 12 could not be tested because 
these documents were not scanned and retained in SURE, nor did the respective counties respond 
to our requests to provide us the 12 source documents. Overall, we requested these documents at 
least three times through DOS, but the counties never responded. These four counties were 
Allegheny, Bucks, Warren, and York. 
  
By failing to respond, we do not know whether or not these counties actually possess the 
documents in paper copy. As noted above, inadequate record retention guidance may have been a 
factor. Therefore, the inability to review the documents impeded our ability to complete the audit 
objective resulting in a scope limitation. See Finding 1 for further information. Not responding, 
however, gives the appearance that these counties were not cooperative with the auditors. 
 
 
PennDOT refused to provide access to Motor Voter source documents. 
 
On December 10, 2018, we requested through DOS that PennDOT provide us with access to 
review records for our selected sample of voters that support the voter registration information 
submitted by voters through Motor Voter. Specifically, we wanted to confirm the accuracy of the 
information maintained in SURE to the voter registration information collected by PennDOT and 
transferred to DOS. To accomplish this, we requested that PennDOT staff permit us to review 
with them (in an “over the shoulder” observation) the Motor Voter information for our selected 
sample records on their system. This method would ensure that our review of any documents 
deemed sensitive would be done in the presence of a PennDOT employee. This is a common 
practice that is applied to numerous audits and is generally well-accepted. Utilizing this 
supervised method of review would avoid the possibility of the auditors inadvertently obtaining 
documents containing personally identifiable information from PennDOT. In fact, it was 
consistently communicated to both DOS and PennDOT that the auditors prefer not to review 
personally identifiable information.   
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As a result of this request, we met with PennDOT management and legal counsel on January 7, 
2019, to explain our request and to answer any questions they had. We also explained that failing 
to provide the information would preclude us from being able to conclude on the accuracy of the 
voter registration records in SURE. PennDOT indicated that the information we were requesting 
to see was not easily retrievable and the timing of it was not good due to their REAL ID Act 
program which would be starting in March 2019. PennDOT indicated however, that they would 
consider our request.113  
 
We sent requests for this and additional information a total of seven times; however, we did not 
receive any information from PennDOT until April 17, 2019, which was after our audit 
procedures closing date of April 16, 2019. In lieu of allowing us to perform the “over the 
shoulder” procedure, PennDOT provided us with limited documentation, but this did not contain 
all the Motor Voter information we needed to complete our accuracy test. Therefore, we were 
unable to verify the accuracy of the voter record information in SURE that was received via the 
Motor Voter system. The failure to fully cooperate is considered a scope limitation and 
significantly affected the auditors’ ability to reach conclusions on the stated objective, which in 
turn minimized the overall value of the original objectives agreed upon by DOS. Despite these 
limitations, we sought to present at least some meaningful conclusions to the public. See Finding 
1 for further information. 
 
 
DOS does not maintain online application source documents. 
 
We were unable to review voter registration support documents for any of the online applications 
in our sample. DOS management acknowledged that there is no source document created for 
online applications. The SURE system is not designed to maintain a record of the original 
electronic information forwarded to the county election offices in batches for processing, nor are 
county election staff required to maintain documentation supporting the electronic information 
they receive. If county election staff were required to print out the information received online, 
scan it into SURE, and then save it to the voter’s record, a source document would be available 
for review if needed. Although this would require extra steps by the county election staff, it 
would provide access to source documents and allow for the auditability of the data.  

                                                           
113 The REAL ID Act, effective May 11, 2005, establishes specific minimum federal standards for state-issued 
driver’s licenses and ID cards to be accepted for certain federal purposes, like entering a federal building or boarding 
a domestic commercial flight. Enforcement of the REAL ID Act begins on October 1, 2020 in Pennsylvania. 
https://www.dmv.pa.gov/Pages/REAL-ID-Frequently-Asked-Questions.aspx (accessed August 6, 2019). 
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Recommendations for Finding 6 
 
We recommend that DOS: 
 

1. Develop an effective audit trail for registration applications received online to enable 
either DOS or county election staff to review and confirm the accuracy of information in 
SURE to the original point of entry of information by the registrant. If this cannot be 
accomplished through electronic means, see Recommendation 2. 
 

2. If DOS is unable to electronically implement Recommendation 1, it should develop a 
policy requiring county election staff to print out and scan into SURE voter registration 
related documents that are received online and attach the documents to the voter’s record. 
 

3. Develop a policy requiring the counties to scan all voter registration related documents 
that are received via hard copy to the voter’s record. This will allow for access to the 
original documents that support information entered into a voter’s record in SURE and to 
help ensure uniformity amongst all the counties. 
 

4. Develop and issue a directive regarding records retention for SURE and work with the 
Pennsylvania Historical and Museum Commission (PHMC) to confirm that its County 
Records Manual regarding election records is entirely uniform with the SURE records 
retention directive to help ensure consistency of records retention amongst all the 
counties. Consideration must be given to the availability of source documentation for 
purposes of evaluating accuracy of the voter registration information by an external party. 
The directive should be placed in a prominent location of DOS’s website and should be 
sent at least yearly to all county election offices. 
 

5. Update the SURE regulations to ensure that they are in accordance with the newly 
developed and distributed record retention policy and the updated PHMC County 
Records Manual. 
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Finding 7 – The Department of State should update current job aids and 
develop additional job aids and guidance to address issues such as duplicate 
voter records, records of potentially deceased voters on the voter rolls, 
pending applications, and records retention. 

 
From January 2003 through December 2005, the Department of State (DOS) utilized a phased-in 
approach for implementing the Statewide Uniform Registry of Electors (SURE) system in all 67 
counties. As a result, county election offices (counties) have been using the SURE system to 
process and maintain voter records for more than 15 years. Prior to that, each county maintained 
its own voter registration system. With the creation and implementation of SURE, there was a 
need to train county election staff and to provide a resource for updated and ongoing guidance. 
According to DOS officials, DOS provided initial training to all counties as implementation 
occurred. 
 
Based on our audit procedures covering the period January 1, 2016 through April 16, 2019, we 
found that DOS generally provided meaningful assistance and guidance to the counties regarding 
SURE voter registration and list maintenance. We believe, however, that they did not sufficiently 
address all critical areas. Job aids should be updated and additional job aids should be developed 
to help improve the accuracy of voter record information. The critical areas not adequately 
addressed, along with the current level of guidance provided, are listed below: 

 
• Job aids need to be updated to reflect improvements recommended for the SURE system 

regarding review for duplicate voter records and records of potentially deceased voters on 
the voter rolls. 

• Length of time that voter registration applications (for new registrations or change of 
name, address, or party affiliation) should remain in pending status – No guidance.114 

• Record retention policy – No clear guidance (See Finding 6). 
 
The following sections describe the assistance DOS provides to the counties and the critical areas 
on which DOS should further develop and distribute guidance to the counties.  
 
Hands-on training upon request.115 

 
We found that although DOS does not schedule required, regular/on-going training for county 
staff, training is available upon request by the counties. Based on our survey results from 65 
counties, 19, or approximately 30 percent, indicated that they requested hands-on training since 
their initial training. According to DOS management, nine counties were provided a total of 13 

                                                           
114 When an application is missing a required piece of information it is placed in pending status while the county 
attempts to obtain the missing information from the applicant. The application, while in pending status is neither 
approved nor denied, and therefore the applicant is not a registered voter. 
115 Training is provided to county staff in person at DOS offices in Harrisburg. 
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training sessions during our audit period. Training requested by the other ten counties was 
provided prior to the beginning of our audit period, January 1, 2016. 
 
Access to the SURE Help Desk. 
 
DOS contracts with a vendor to provide assistance to counties regarding day-to-day SURE 
questions through a SURE Help Desk as well as training for any new SURE system processes. 
The Help Desk is comprised of two tiers. Tier 1 is the first point of contact for a county official 
calling for help. The Tier 1 Help Desk staff stated that they are trained and have access to written 
guidance on the SURE system to answer most questions from the counties. Tier 2 encompasses 
two areas: (1) operational support and (2) application development and complex/technical 
assistance. Tier 2 is a resource when Tier 1 staff cannot answer a county’s question, as well as 
providing training to Tier 1 staff when system changes are scheduled. This ensures that Tier 1 
staff are ready to answer any questions/concerns the counties have after deployment of the 
system change. 
 
We visited seven counties as part of our audit procedures. All seven counties informed us that 
the Help Desk is an invaluable tool that they use regularly. The responses received from the 
county survey we conducted also supported this with 40 of the 62 counties that responded to the 
survey indicating that they contact the Help Desk on a weekly basis.  
 
 
Job aids need to be updated to reflect improvements recommended for the 
SURE system regarding review for duplicate voter records and records of 
potentially deceased voters on the voter rolls. 
 
DOS, in conjunction with Help Desk staff, creates and electronically distributes SURE job aids 
to the counties. Job aids are documents that are meant to provide guidance on the current 
processes established in the SURE system and include, among others, the following helpful 
features: descriptions of a particular job process; step-by-step instructions on how to perform the 
process in SURE; and screen shots taken from the SURE system with explanations on using the 
features in SURE. As described in Finding 2, however, there are improvements that should be 
made in the SURE system regarding work that should be performed by the county election office 
staff regarding checking for: (1) duplicate voters when processing new voter registration 
applications; and (2) registered voters on the Pennsylvania Department of Health death records. 
The recommended improvements will assist in ensuring the accuracy of the data in voter 
registration records. As a result, as improvements are made to the SURE system, the job aids 
need to be updated to reflect the processes associated with the improvements.  
 
According to DOS management, the job aids are updated as necessary, typically preceding any 
enhancements to the SURE system. The job aids are emailed to the counties two days prior to an 
enhancement and are also posted online within SURE. If a job aid needs to be updated, the new 



 A Performance Audit 
  
 Pennsylvania Department of State 
 Statewide Uniform Registry of Electors 
  

 

77 

version is posted and the old version is removed in order to avoid confusion as to which one is 
the most recent. 
 
In order to determine how helpful the counties find the job aids, our survey inquired whether the 
counties actually use them. The majority of counties (60 of the 65 counties that responded) 
confirmed that they use the job aids; however, the counties overwhelmingly noted that they find 
it easier and prefer to call the Help Desk with questions. This is not because the job aids are 
confusing, but because they find the Help Desk extremely useful.  
 
DOS provided us with copies of the 64 job aids that were used throughout our audit period. 
Based on job aid topic titles, we determined, and DOS management confirmed, that 19 of the 64 
job aids were applicable to our audit objectives. Our audit procedures included a review of these 
19 job aids. We found them to be titled in a manner that makes it easy to determine the topic 
covered in the job aid, as well as being informative and easy to follow. Based on our review and 
knowledge of the SURE system, we are in agreement with the general responses received from 
the counties in both the interviews and survey responses that the job aids are adequate for use in 
navigating the current SURE system; however, as improvements are made to the SURE system, 
the job aids need to be updated accordingly. 
 
Another area of concern that we noted was that only 62 of the 64 job aids included a date and the 
format of the issued date varied. Some included the full date, while others only included the 
month and year, or only the year in some cases. Although, according to DOS management, it 
removes the outdated job aids from SURE, many county election directors reported to us that 
they print hard copies and distribute them to their employees for quick reference. For this reason, 
it is imperative that DOS ensures that all job aids are dated in a uniform manner to provide a 
means for users to confirm that they are using the most recent and applicable job aid to assist 
them in performing the necessary function in SURE. 
 
The following section provides details regarding a critical area not addressed in which an 
additional job aid should be developed to help improve the timeliness of processing applications 
that are placed in pending status. 
 
 
No guidance was provided to counties regarding the length of time that 
applications remain in pending status and whether pending applications past 
that timeframe should be denied. 
 
Voter registration applications (applications) that are missing required information or require 
follow-up with the applicant are placed into pending status until a determination can be made to 
approve or decline the application. Currently, there is no guidance from DOS to counties with 
regard to the following: 
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• The evaluation of pending applications to determine whether the applications should be 
approved or denied.  

• The length of time that applications should remain in pending status.  
 
DOS management indicated it was aware of the issue regarding pending applications and was 
reviewing its legal authority to direct counties on what actions to take to help eliminate the high 
number of pending applications.  
 
As noted in Finding 4, our data analysis identified more than 54,000 potential applications which 
have been in pending status for one or more years. When an application is placed in pending 
status due to missing information, the applicant is sent a letter requesting the missing 
information. Not all applicants, however, respond to the letter and provide the missing 
information. When an applicant fails to respond, their application remains in pending status 
indefinitely.  
 
As reported in Finding 4, according to the data we reviewed, 95 percent of applications in 
pending status are waiting for a response from the applicant. DOS management stated that it 
would be more beneficial to the applicant and the county if the counties rejected the pending 
applications for a lack of a response from the applicant after a pre-determined amount of time set 
by DOS. Once rejected, the counties would send a notification to the applicant. This notification 
could prompt the applicant to re-apply, rather than the applicant being unaware that they are not 
registered to vote until they arrive at a polling place on Election Day only then to discover that 
their name is not included in the poll book. It would also be beneficial for the counties as they 
would no longer have thousands of pending applications remaining stagnant in SURE for years. 
See Finding 4 for more information regarding pending applications. 
 
 
Recommendations for Finding 7 

 
We recommend that DOS: 
 

1. Continue to offer hands-on training on the SURE system and ensure that all counties are 
made aware of the availability of this training.  
 

2. Update the applicable job aids as appropriate to reflect changes in processes. For 
example, added steps for identifying duplicate voters when processing applications or 
linking a Department of Health death record with a registered voter. 
 

3. Include an issued date (month, date, and year) on all job aids distributed to the counties 
and an indexed list of all job aids readily available on DOS’ website to provide a 
reference as to which version of a job aid is the most current and the date of the revision. 
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4. Provide guidance to the counties regarding the maximum length of time that an 
application can remain in Pending status and how to appropriately determine whether the 
application should be approved or rejected, if it is determined that DOS has the legal 
authority. 
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Agency’s Response and Auditor’s Conclusion 
 
We provided copies of our draft audit findings and related recommendations to the Pennsylvania 
Department of State (DOS) for its review. On the pages that follow, we included DOS’ response 
in its entirety. Following the agency’s response is our auditor’s conclusion. 
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Audit Response from the Pennsylvania Department of State 
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Auditor’s Conclusion to the Department of State’s Response 
 
Note: The page numbers referred to by the Department of State (DOS) in its response are from a 
draft report of the findings and recommendations and do not correspond to the page numbers in 
this final report; therefore, in this conclusion, we will refer to the respective findings and 
subsections in this report as necessary.  
  
Overall, we are highly discouraged not only by management’s responses to our draft findings, but 
also the general negative tone of the response. This is particularly surprising since the DOS itself 
requested the audit and the Department of the Auditor General (DAG) made every possible effort 
to provide a cooperative and constructive auditing process DAG takes exception to DOS’ multiple 
mischaracterizations and flawed arguments. Additionally, DOS did not provide specific examples 
to us to prove that our analysis of the data was incorrect.  

More general comments are below: 
 
We are concerned that DOS’ efforts to deflect recognized weaknesses in the SURE system will 
inhibit its ability to recognize existing shortfalls and improve the SURE system overall. 
Additionally, we were exceedingly surprised that DOS’ response indicates that it strongly 
disagrees with many of our findings and it completely mischaracterizes information that was 
provided, or not provided to us in many instances, during the course of our audit. In its attempt to 
discredit our findings, DOS does not seem to understand that a primary objective of our audit 
was to assess the accuracy of records maintained in the SURE system. Our audit procedures 
disclosed internal control weaknesses related to input and maintenance of voter records. Our data 
analysis revealed examples of potential inaccuracies, all of which should be properly 
investigated by forwarding the information to the counties for further examination. Tests of 
accuracy are performed by comparing data to other sources, searching for duplicate information, 
and checking for inconsistencies and unreasonable values. In one example, DOS appears to 
assume that because a middle initial is different between two records, then the records are 
definitively those of different persons despite two or more other personal elements (e.g. date of 
birth (DOB), last four digits of Social Security number) being exactly the same. We disagree. In 
light of the internal control weaknesses found, there is potential in this example, that a data entry 
error could have occurred when typing the middle initial, which is why we continue to 
recommend that these cases warrant further investigation. We are concerned that DOS, and 
therefore the counties, will not utilize the information provided to them in the audit because it is 
assuming that the data in the SURE system is accurate. Our data analysis and internal control 
assessment strongly suggest otherwise.  
 
Further, while DOS requested this audit, its management does not seem to grasp that we cannot 
properly conclude and satisfy the audit objectives in accordance with generally accepted 
Government Auditing Standards without obtaining sufficient, appropriate evidence. Yet, in spite 
of the limitations imposed by DOS, we believe we have provided DOS with recommendations 
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that, if appropriately implemented, will improve the security of Pennsylvania’s voter registration 
system and the completeness, accuracy, and auditability of its voter registration records.  
 
A large portion of DOS management’s comments appears to be an attempt to deflect their 
uncooperativeness and shortcomings. While DOS spent considerable effort noting how they were 
not provided sufficient time to respond to our audit report, they failed to acknowledge that per 
the Interagency Agreement, effective May 15, 2018, the audit was due to be released no later 
than January 31, 2019. In fact, the Interagency Agreement specifically sought to eliminate any 
potential timing conflicts with the November 2019 election when it set the release date of 
January 31, 2019. While DOS agreed to such terms in the Interagency Agreement, they 
nevertheless failed to follow its spirit and now seek to discredit DAG’s overwhelming attempts 
to accommodate DOS. This deadline was postponed three times due solely to DOS’ inability to 
provide DAG with timely responses. Had DOS cooperated and provided DAG with timely 
responses to our requests, the report would have been issued as agreed upon, and therefore would 
not have interfered with the November 2019 election. Contrary to DOS’ comments, DAG does 
not believe that our report is more important than the election; however, we too have a 
responsibility to deliver, in a timely manner, quality audits to the taxpayers of Pennsylvania.  
 
DOS provided information throughout its response regarding updates and events that have 
occurred or procedures that have been implemented since the end of our audit procedures on 
April 16, 2019. As we have not performed a review of all of these events or procedures, we 
cannot comment regarding these items. We did confirm certain updated information provided 
regarding the Introduction and Background and incorporated this new information into our 
report. We also appreciate DOS’ comments supportive of our results for certain work performed. 
 
The following sections provide clarification regarding DOS’ responses to specific information 
related to our findings and certain background information included in this report. 
 
 
Finding 1 - As a result of the Department of State’s denial of access to critical documents and 
excessive redaction of documentation, the Department of the Auditor General was severely 
restricted from meeting its audit objectives in an audit which the Department of State itself 
had requested. 
 
DOS refutes Finding 1 and maintains its decision to not provide certain information. DOS 
further suggests there was a misunderstanding as to our audit objective to review security 
protocols of the SURE system and believes it provided us with enough evidence to satisfy this 
objective. We strongly disagree with DOS’ response, and in particular, regarding DOS’ 
statement that DAG acknowledged that it had a lack of expertise and the knowledge to conduct a 
substantive security audit. When DAG was approached concerning a possible audit of the voter 
registration system, we realized that cybersecurity would be a significant part of the audit. Our 
IT Audit Managers are all Certified Information Systems Auditors and receive training on 
cybersecurity. We acknowledged, however, that we had insufficient resources in-house 
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specifically to perform network penetration testing. Also known as “ethical hacking,” penetration 
testing attempts to locate vulnerabilities in a computer system by breaking into it using the same 
tools as malicious cyber criminals. While we have observed penetration tests performed by other 
auditors, we did not have the expertise in-house to hack systems and expressed that fact. 
 
During a preliminary discussion, officials from the Office of Administration, Office for 
Information Technology (OA/OIT), explained that appropriate network penetration testing had 
already been performed and we could rely on that testing. We agreed that we would most likely 
be able to rely on the work performed by other auditors in this area if we could review the 
reports. We explained that we would require access to the network penetration audit reports since 
Government Auditing Standards require us to consider the work of other auditors and to 
determine the status of corrective actions.116 With assurances received that we would have access 
to the reports, we recommended acceptance of the engagement.  
 
We were therefore, very surprised in July 2018 when access to the reports was abruptly denied 
on the very day we were scheduled to review the reports. We were surprised again when we 
attempted to perform our own IT controls testing, both in the area of cybersecurity and the more 
routine IT general controls, and found that DOS delayed, blocked, or redacted information 
required to complete the audit in accordance with Government Auditing Standards. We 
explained that assessment of the effectiveness of Information System controls (also referred to as 
IT controls) was required by Government Auditing Standards because IT was so significant to 
multiple audit objectives including controls over adding and maintaining voter records.117 While 
DOS provided verbal and written representations as to the level of controls in place, testimonial 
evidence alone is not considered sufficient evidence on which to base an audit.118 Further, 
hundreds (if not thousands) of pages of reports with the entire contents redacted from top to 
bottom provides no evidence of scope, results, or corrective actions.119 We were, therefore, not 
able to obtain sufficient evidence to comply fully with Government Auditing Standards in this 
area as stated (see Scope Limitation A in Finding 1). 
 
DOS provided a letter from the Pennsylvania Interagency Election Security and Preparedness 
Workgroup dated October 28, 2019, long after completion of our audit procedures and seven-
and-a-half months after a deadline to receive documentation for the audit, supporting DOS’ 
decision not to provide reports and documentation needed to complete the audit (DOS’ Exhibit 
A). As noted in Finding 1, however, the Auditor General traveled to Washington D.C. to meet 
with representatives from the U.S. Department of Homeland Security who stated that sharing 
Homeland Security reports was left up to the discretion of each particular state. Further, our 
consultations with cybersecurity audit experts from other state audit organizations during the 
audit confirmed our absolute need to review these outside reports in order to comply with 
Government Auditing Standards. Experts from the University of Pittsburgh Institute for Cyber 
                                                           
116 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.62. 
117 Ibid., Paragraph 6.16. 
118 Ibid., Paragraph 6.62. 
119 Ibid., Paragraph 6.36 
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Law, Policy and Security, in The Blue Ribbon Commission on Pennsylvania’s Election Security: 
Study and Recommendations recommended that DOS cooperate fully with the Pennsylvania 
Auditor General’s audit and recommended specifically that the DAG examine cyber incident 
response plans. In fact, the report states, “…it should not be problematic to share sensitive 
information about cyber incident response plans with those officials.”120 Finally, it should be 
noted that the cyber security reports we had attempted to review for purposes of this audit were, 
prior to our request, available to numerous individuals, including non-DOS employees, who had 
access to these documents. Although we were told that we could not be provided with these 
reports because of “DOS policy,” no such policy existed until April of 2019, after our deadline to 
submit documentation for the audit. DOS was unable to determine which individuals who had 
access to these reports actually viewed, copied or circulated them. This systemic behavior is 
concerning because it evidences a lack of established, well thought-out, and enforced policy until 
DAG requested access to documents, which apparently were provided freely to non DAG 
employees prior to our audit.  
 
Regarding DOS’ response related to information provided by the Pennsylvania Department of 
Transportation (PennDOT), we acknowledge in Finding 6 that PennDOT provided us with 
limited documentation, but it did not contain all the Motor Voter information needed to complete 
our assessment of whether records maintained within the SURE system are accurate and in 
accordance with the Help America Vote Act (HAVA) and Pennsylvania law. As DOS indicates 
in its response, the information provided was in the form of an Excel spreadsheet rather than 
directly from the data source. Since information can easily be manipulated in Excel, we could 
not conclude that the data provided was reliable, and therefore, we could not use it for testing 
purposes. Screen shots provided information regarding the voters’ driver’s license information 
but did not contain all the fields of information that we were testing for voter registration such as 
political party and residence versus mailing address, which could be different as in the case of 
college students. 
 
Further, DOS is inaccurate in their response that the report states that DOS does not maintain 
source documentation for Motor Voter applications. We did not request Motor Voter information 
from DOS since PennDOT, not DOS, is the original recipient of Motor Voter applications. 
Additionally, although DOS contends that they have source data for Online Voter Registration 
applications, when we requested that information on January 30, 2019, while at the DOS offices 
conducting testing, we were verbally informed that there was nothing available for us to review. 
Although DOS contends that the data is stored in multiple locations within the SURE 
architecture, the data was not provided to us when requested. 
 
Regarding DOS’ delay in responding to our requests for information, we agree that some of the 
requested information would take longer than the standard three business days to compile. Due 
                                                           
120 The University of Pittsburgh Institute for Cyber Law, Policy and Security. The Blue Ribbon Commission on 
Pennsylvania’s Election Security: Study and Recommendations, January 4, 2019. Pages 10, 37, 38, and 53. 
https://www.cyber.pitt.edu/sites/default/files/FINAL%20FULL%20PittCyber_PAs_Election_Security_Report_0.pdf 
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to this fact, we informed DOS at the beginning of the audit that if they anticipated needing 
additional time, they could notify us in writing of that request so that we would be aware of the 
delay. As we noted in Finding 1, DOS only requested an extension one time. Although we did 
submit requests for information during DOS identified blackout periods, this was done to allow 
for the continuation of the audit after much delay by DOS. As previously stated, we had 
informed DOS that if additional time was needed to please notify us, which DOS chose not to 
do. Further, DOS identified multiple blackout periods some of which only affected certain DOS 
offices or county election offices. As we could not be sure which offices were impacted during 
the blackout dates, we submitted requests for information, again with the understanding that 
DOS could notify us if an extension was needed to provide the requested information. Although 
DOS contends that its staff regularly communicated to DAG the status of outstanding requests, 
the only response that DAG received from DOS was DOS’ acknowledgment that the information 
requests had been received, that they would review the request and “be in touch,” or that staff 
were working on the requests without providing any detail as to when or if the information 
would be provided to DAG. 
 
DOS stated in its response that the Request for Proposals (RFP) for the new voter registration 
system to replace the current SURE system has been completed. We are encouraged that based 
on a cursory review of the RFP posted on October 9, 2019, it appears that DOS has included 
certain edit checks and other application controls recommended in our report and preliminarily 
discussed with DOS management on August 19, 2019. Our recommendations included the use of 
driver’s license numbers in the search for duplicates, the incorporation of Geographic 
Information System (GIS) capability, and the expansion of the use of data available from the 
Electronic Registration Information Center (ERIC). We believe this will help reduce errors and 
inaccuracies when processing voter applications and performing subsequent list maintenance.  
 
 
Finding 2 - Data analysis identified tens of thousands of potential duplicate and inaccurate 
voter records, as well as voter records for nearly three thousand potentially deceased voters 
that had not been removed from the SURE system. 
 
Finding 2 describes the results of our data analysis that DOS requested in the Interagency 
Agreement to conduct our audit. Due to audit time, financial, and staffing constraints, we did not 
validate the thousands of cases/situations identified, and as a result, we use the term “potential” 
to be conservative. We believe, however, that in most of these instances, there are inaccuracies 
within the data maintained in SURE, and therefore, DOS needs to work with the counties to 
properly investigate and address all of these situations and correct the voter records as 
appropriate to ensure that SURE contains accurate information, as required by law. We are 
concerned that by dismissing specific potential errors noted in the findings, DOS is missing the 
larger issue that inaccurate data exists in SURE and that they will not properly forward the 
information to counties to investigate and correct the data, if necessary. 
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Of note, DOS does not comment on the 24,408 cases where the same DL number is listed in 
more than one voter record, which appears to be an indication that the data analysis yielded 
results that will be helpful for improving the accuracy of the data, and that DOS agrees that some 
of the information in SURE is not accurate. As for the 13,913 other potential duplicate cases, 
DOS focuses on one subset of 1,612 potential duplicate records and accuses DAG of inaccurate 
analysis. DOS is assuming, however, the data is accurate stating that because a middle initial 
may be different between two records, a duplicate does not exist even though the first name, last 
name, and last four digits of the social security number are the same. DOS is assuming the 
difference in middle initials is always accurate and states those cases need no further 
investigation. The complacency of DOS in a matter of such importance is, in a word, 
disheartening. We wholly disagree in that our report provides examples of many instances where 
data in the SURE system certainly appears inaccurate. DOS should forward all of the cases and 
related information to the counties to investigate and determine whether the data is correct or 
whether a duplicate exists. 
 
DOS claims to have disproved “multiple allegations”. Despite DOS’ assertion that certain data 
analysis was flawed, DOS provided no specific examples to us to prove that our analysis of the 
data was incorrect. As a result, our data analysis stands and we continue to recommend that DOS 
forward the detailed exceptions to the counties for investigation. 
 
In its response, DOS mischaracterizes data we provided regarding the results of our analysis. To 
clarify, DAG provided detailed files of each exception noted in the report on October 1, 2019. 
These files were in Microsoft Excel format and each file included the programming logic that we 
used in our data analysis software, ACL, to extract the exceptions. On October 8, 2019, DOS 
requested copies of the entire database used in our analysis. On October 9, 2019, DAG provided 
copies of the raw data provided by DOS in 2018 in the exact same format as we had received it 
from DOS. Since it is an exact copy of their own data, we are confused as to why DOS expressed 
difficulty with its own data format. 
 
DOS maintains that the delay in providing the data files in 2018 was due to the negotiation of a 
Non-Disclosure Agreement (NDA) with ERIC that occurred over the course of approximately 
three months. DAG documentation, however, indicates that the DAG received the NDA from 
DOS on August 7, 2018. DAG reviewed and signed the NDA to DOS on August 15, 2018, or 
eight days later. DOS did not provide the data until an additional 56 days passed on October 10, 
2018. Therefore, we disagree with DOS that the delay was due to the NDA. 
 
DOS expressed concerns about not receiving extensions to investigate the exceptions prior to 
release of the report and that the deadline for their response would be prior to Election Day. 
DOS, however, agreed to the response timeline prior to DAG providing management the draft 
report. Additionally, DAG immediately agreed to an additional one-week extension requested by 
DOS upon their receipt of the draft report. Therefore, DOS management was fully aware and 
agreed that its response would be prior to the election. Further, throughout the audit DAG agreed 
to numerous extensions to the sole benefit of DOS such that the release of this report has been 
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delayed nearly a full year after the original release date agreed upon in the Interagency 
Agreement. If we had agreed to further extensions to the audit timeline, there would be 
insufficient time for the counties to investigate the potential data exceptions and correct them 
prior to the next Presidential general election. As it is, the counties have less than one year until 
that election to obtain the exceptions, investigate them, and correct the records, if necessary. We 
recommend DOS provide the detailed exceptions to the counties as soon as possible to give them 
more time to validate their data or make corrections as appropriate. 
 
Concerning potential DOB inaccuracies identified by DAG, DOS maintained that some of the 
records that were identified as erroneous DOB are in fact correct. For instance, they noted that 
county election officials must comply with the Sexual Violence Victim Address Confidentiality 
Act that requires county election officials to list a generic DOB in the SURE system to safeguard 
personal information. DOS informed us of its use of generic DOB when transitioning to the 
current SURE system; however, it did not provide us any information during the audit regarding 
the need to use generic DOB to comply with requirements to maintain confidential information 
of the victims of sexual violence. Therefore, the findings and results of our DOB inaccuracies 
analysis will remain as written in the revised draft report. 
 
 
Finding 3 - The Department of State must implement leading information technology security 
practices and information technology general controls to protect the SURE system and ensure 
the reliability of voter registration records. 
 
DOS contends that the SURE Advisory Board performs the functions of an oversight body. The 
Board’s charter, however, only allows it to function in an advisory capacity rather than as an IT 
governance body responsible for ensuring effective IT management. Further, in light of 
Executive Order 2016-06, OA/OIT and the Employment, Banking, and Revenue (EBR) Delivery 
Center should have direct representation on the IT governance oversight body.121 DOS’ response 
notes that the Chief Information Officer for the EBR Delivery Center holds regular steering 
committee meetings with DOS; however, this committee does not have a formal charter. An IT 
governance oversight body’s charter should include all the key areas of IT governance such as 
value delivery, strategic alignment, resource management, risk management, and performance 
management.122 
 
We are encouraged by DOS’ efforts to modify its vendor’s IT support and maintenance services 
as described in its management response. We are also pleased that our audit results in this area 
have been helpful. 
 

                                                           
121 Executive Order 2016-06, Enterprise information Technology Governance, dated April 18, 2016. 
122 Information Systems Audit and Control Association (ISACA). 
http://www.isaca.org/chapters9/Accra/Events/Documents/ISACA%20Presentation%20-
%20IT%20Governance%20V5.pdf. (accessed December 5, 2019). 
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Although DOS states in its response that vendors are already monitored in accordance with 
Management Directive 325.13, DOS provided no evidence that this monitoring was actually 
performed. As stewards of election infrastructure, DOS cannot simply rely on other agencies and 
their vendors to ensure voter data is secure. We continue to recommend that DOS: (1) ensure 
agreements with other agencies require that vendors comply with policy; (2) monitor System and 
Organization Control reports of all vendors key to election infrastructure (EI); and (3) coordinate 
with PennDOT and OA/OIT to ensure their vendor oversight practices contribute to EI security. 
 
We are pleased that DOS is updating its Equipment Use Policy and is planning to have all 
appropriate SURE users sign the updated policy. We found, however, that the section of the 
policy on the use of county-owned equipment to be less strongly worded than other sections of 
the policy and continue to recommend that DOS revise the policy to clearly address the risks of 
connecting county-owned equipment to SURE. We agree that instituting the use of a form to 
formalize county configuration requests and organizing county-level policies will help to 
encourage compliance. 
 
 
Finding 4 - Voter record information is inaccurate due to weaknesses in the voter registration 
application process and the maintenance of voter records in the SURE system. 
 
Although DOS strongly disagrees that there are significant weaknesses in the voter registration 
process, DOS agreed that edit checks are warranted. Edit checks help to ensure the accuracy of 
data obtained during the voter registration process. DOS further states that it has already 
implemented some of the recommendations to improve the application process and intends to do 
a thorough data analysis prior to moving to a new system so that they are starting with the most 
accurate data possible. We are confused as to why DOS would state that it disagrees that there 
are significant weaknesses but then also states that they have made and intend to make additional 
improvements to the process. 
 
DOS disagrees with the recommendation related to rejecting voter registration applications in a 
pending status for non-match of information. DAG’s recommendation, however, was for DOS to 
determine if it can direct the counties to review their pending applications and process them 
(either approve or reject), and to establish a maximum amount of time in which an application 
can remain in pending status before the county either approves or rejects the application. The 
recommendation did not indicate that applications pending due to a non-match of information be 
rejected. It is DAG’s stance that an application that has been in pending status for months or 
even years is a disservice to the applicant. Long-term pending applications should be cleaned up 
prior to migrating to the new system so not to carry unneeded/outdated data into the new system. 
 
Regarding the recommendations made for the remaining areas in Finding 4, we are pleased to 
see that DOS will take them under advisement. We hope that ultimately DOS implements our 
recommendations to ensure improvements to its processes. 
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Finding 5 - Incorporating edit checks and other improvements into the design of the 
replacement system for SURE will reduce data errors and improve accuracy. 
 
Although DOS indicated that the SURE system is designed to automatically associate the proper 
voter registration record cancellation reason with the source of the cancellation transaction, this 
does not address the issue we identified for voter registrations that may have been improperly 
cancelled within 90 days of an election. We welcome DOS’ response that it intends to review the 
data analysis in the coming weeks and will follow up with counties as necessary. A significant 
purpose of our review was to identify potential data errors and share that information with DOS 
and the counties so that they could investigate and correct erroneous information, if applicable. 
 
 
Finding 6 - A combination of a lack of cooperation by certain county election offices and 
PennDOT, as well as source documents not being available for seventy percent of our test 
sample, resulted in our inability to form any conclusions as to the accuracy of the entire 
population of voter records maintained in the SURE system. 
 
We have already addressed in the Finding 1 portion of this section the issues that DOS takes in 
its response regarding the lack of source documentation, and are pleased that DOS intends to 
take our recommendations under advisement regarding the retention of records policy and 
scanning documents. 
 
 
Finding 7 - The Department of State should update current job aids and develop additional job 
aids and guidance to address issues such as duplicate voter records, records of potentially 
deceased voters on the voter rolls, pending applications, and records retention. 
 
We are most pleased to see that DOS agrees with our recommendations and/or plans to review 
the job aids and discuss our recommendations with appropriate individuals regarding 
implementation. 
 
Appendix D 
 
Regarding DOS’ comments about the Commonwealth’s voter registration process addressed in 
Appendix D of our report, DOS took issue with DAG’s statement that DOS and the counties 
must continue to address the concern with the PennDOT Motor Voter system that allowed 
ineligible individuals to register to vote. We understand that DOS has shared the information 
with the counties to take further action; however, we emphasize the vital importance that DOS 
should continue to follow through and work with the counties to ensure that this work is 
performed for those voters identified as potentially ineligible voters. 
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Appendix A Objectives, Scope, and Methodology 
 
The Department of the Auditor General (DAG) conducted this performance audit pursuant to an 
Interagency Agreement (agreement) entered into by and between the Department of State (DOS) 
and DAG to assess DOS’ administration of the Statewide Uniform Registry of Electors 
(SURE).123 We also conducted this audit under the authority of Sections 402 and 403 of The 
Fiscal Code, 72 P.S. §§ 402 and 403. 
 
We conducted this audit in accordance with applicable Government Auditing Standards, issued 
by the Comptroller General of the United States, except for certain applicable requirements that 
were not followed. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives.124 Significant scope limitations caused by a lack of cooperation 
from DOS, the Pennsylvania Department of Transportation (PennDOT), and certain county 
election offices (counties), as well as a failure to provide the necessary information, affected our 
ability to obtain sufficient, appropriate evidence to fully achieve all of the audit objectives as 
described below and within Finding 1. 
 
 
Objectives 
 
The agreement specifies the following audit objectives: 
 

1. Assessment of whether records maintained within the SURE system are accurate 
and in accordance with the Help America Vote Act (HAVA) and Pennsylvania 
law. [See Findings 2, 4, 5, 6] 

2. Evaluation of the process for input and maintenance of voter registration records. 
[See Finding 4] 

3. Review of security protocols of the SURE system. [See Findings 1, 3] 
4. Review of the efficiency and accuracy of the SURE system. [See Finding 5] 
5. Review of the internal controls, methodology for internal audits and internal 

audits review process. [See Finding 4] 
6. Review of the external controls, methodology for external audits and external 

audits review process. [See Finding 1] 
7. Review of the methodology for the issuance of directives and guidance to the 

counties by DOS regarding voter registration and list maintenance. [See Finding 
7] 

                                                           
123 See Appendix B for a copy of the Interagency Agreement. 
124U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Standards related to 
obtaining sufficient, appropriate evidence are included in Paragraphs 6.56 through 6.72, standards related to 
obtaining an understanding of information system controls are included in Paragraphs 6.23 through 6.27, and 
standards related to review of previous audits and attestation engagements are included in Paragraph 6.36. 
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8. Any other relevant information or recommendations related to the accuracy, 
operability, and efficiency of the SURE system, as determined by the Auditor 
General. [No Findings] 

 
 
Scope 

This performance audit covered the period January 1, 2016 through April 16, 2019, unless 
otherwise noted, with updates through the report date. 
 
DOS management is responsible for establishing and maintaining effective internal controls to 
provide reasonable assurance of compliance with applicable laws and regulations, contracts, 
grant agreements, and administrative policies and procedures. In conducting our audit, we 
obtained an understanding of DOS’ internal controls, including information systems controls, 
where possible given the scope limitations placed on the audit that we considered to be 
significant within the context of our audit objectives.  
 
For those internal controls that we determined to be significant within the context of our audit 
objectives, including information system controls where possible given the scope limitations, we 
also assessed the effectiveness of the design and implementation of those controls as discussed in 
the Methodology section that follows. Deficiencies in internal controls that we identified during 
the conduct of our audit and determined to be significant within the context of our audit 
objectives are included within the respective audit findings in this report. In addition, during our 
procedures we identified areas of potential improvement related to computer security, 
information technology general controls, and interface controls that we have specifically 
excluded from this report because of the sensitive nature of this information. These conditions 
and our recommendations have been included in a separate, confidential communication to DOS 
management.  
 
Government Auditing Standards require that we consider information systems controls “…to 
obtain sufficient, appropriate evidence to support the audit findings and conclusions.”125 This 
process also involves determining whether the data that supports the audit objectives is reliable. 
In addition, Publication GAO-09-680G, Assessing the Reliability of Computer-Processed Data, 
provides guidance for evaluating data using various tests of sufficiency and appropriateness 
when the data are integral to the audit objective(s).126 We attempted, where possible despite the 
scope limitations, to comply with standards concerning the reliability of computer-processed 
data. See our assessment in the Data Reliability section that follows. 

                                                           
125 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraphs 6.23 
through 6.27. 
126 U.S. Government Accountability Office. Assessing the Reliability of Computer-Processed Data, July 2009. 
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Scope Limitations 
 
Due to a lack of cooperation from DOS, the Pennsylvania Department of Transportation 
(PennDOT), and certain county election offices (counties), as well as a failure to provide the 
necessary information needed to satisfy three of eight audit objectives, it became evident that 
DAG would not be able to perform the audit in accordance with certain applicable standards in 
Government Auditing Standards, which is issued by the U.S. Government Accountability Office. 
The standards in question include obtaining sufficient, appropriate evidence; evaluating the 
design and operating effectiveness of information systems controls; and reviewing previous 
audits and attestation engagements significant within the context of the audit objectives.127 DAG 
issued a modified Government Auditing Standards compliance statement for this audit to account 
for the significant scope limitations that resulted from DOS’ refusal to provide access to 
documentation and data required to complete the audit. See these scope limitations addressed in 
detail in Finding 1 of this report and summarized below. 
 
Due to a lack of source documentation to support voter registration applications (applications) 
filed online and through paper forms and PennDOT’s refusal to provide access to source 
documentation for Motor Voter registration applications, we were unable to determine if the 
records within the SURE system are accurate. We were, therefore, unable to satisfy our audit 
objective to perform a sufficient assessment of whether records maintained within the SURE 
system are accurate and in accordance with HAVA and Pennsylvania law (Objective 1).  
 
Further, DOS’ refusal to provide sufficient access to key documentation related to the security 
and operation of the SURE system significantly limited our ability to perform our audit 
procedures. The following list identifies the key documents/information that were not provided 
(items 1, 2, and 5) or were heavily redacted (items 3 and 4): 
 

1. Contents of external security assessment reports issued by the United States Department 
of Homeland Security (Homeland Security), as well as reports issued by private firms 
contracted to assess security. 

  
2. Systems and Organization Control reports detailing the security practices in place at 

outside vendors key to the security and operation of the SURE system.128 
 

3. Detailed information on system configuration and implementation of cybersecurity 
policies. 

 
                                                           
127 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Standards related to 
obtaining sufficient appropriate evidence are included in Paragraphs 6.56 through 6.72, standards related to 
obtaining an understanding of information system controls are included in Paragraphs 6.23 through 6.27, and 
standards related to review of previous audits and attestation engagements are included in Paragraph 6.36. 
128 Systems and Organization Control (SOC) reports are reports on a service organization’s controls by an 
independent auditor. 
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4. The formal results and corrective action plans from the 2018 test of the emergency 
recovery system. 

 
5. Documentation of significant IT controls and system interfaces.  

 
Without these critical documents listed above, we were unable to satisfy our audit objective to 
review the security protocols of the SURE system (Objective 3). In addition, we were unable to 
comply with Government Auditing Standards, which requires auditors to evaluate the design and 
operating effectiveness of information systems controls and review previous audits and 
assessments significant within the context of our audit objectives.129 DOS’ refusal to provide 
these documents resulted in our inability to provide a conclusion regarding the security of the 
SURE system. Additionally, as a result of not being provided access to the contents of the 
external security assessment reports, we were not able to determine what these assessments 
included and therefore, have no assurance that the assessments covered all of the various layers 
of security protecting the SURE system (Objective 6). 
 
 
Methodology 
 
Items selected for testing within this audit were based on various methods including statistical 
sampling and auditor’s professional judgment. Due to the scope limitations regarding our testing 
of the statistical sample, we were not able to project results to the corresponding population. For 
our other test selections using professional judgment, the results of our testing also cannot be 
projected to, and are not representative of, the corresponding populations. 
 
To address the audit objectives, we performed the following procedures: 
 

• Interviewed and corresponded with individuals from the following offices to gain an 
understanding of SURE and security protocols of the SURE system, the individuals 
involved in managing, maintaining, and monitoring work performed in SURE, the 
assistance provided when requested by those utilizing SURE, and work performed 
regarding the issue with non-citizens that had the ability to register to vote at PennDOT 
photo license centers: 
 
¾ DOS management, staff, information technology officials, and legal counsel 
¾ SURE Help Desk staff 
¾ County election offices (county) management and staff 
¾ PennDOT management, staff, and legal counsel 

 

                                                           
129 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.23 
through 6.27. 
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• Reviewed the following laws, regulations, contracts, and written policies and procedures 
applicable to SURE: 
 
¾ Help America Vote Act of 2002, 52 U.S.C. § 21083 regarding the requirement to 

implement a computerized statewide voter registration list, minimum standards 
for the accuracy of voter registration records and requirements regarding 
performing list maintenance on a regular basis to remove ineligible voters. 

¾ National Voter Registration Act, 52 U.S.C. § 20507 regarding the federal 
requirements to register to vote. 

¾ Pennsylvania Voter Registration Law (Act 3 of 2002), 25 Pa.C.S. Chapters 12 and 
19 regarding the implementation of HAVA in state law. 

¾ 4 Pa. Code Chapter 183 regarding record retention guidance on applications. 
¾ County Records Manual issued by the Pennsylvania Historical and Museum 

Commission regarding record retention guidance on applications. 
¾ SURE job aids, created and distributed by DOS to the counties, that provide 

guidance regarding the current process established in the SURE system. In 
particular those processes regarding processing applications, including pending 
applications, and list maintenance performed on voter registration records. 

¾ DOS’ Memoranda of Understanding with both PennDOT and the Department of 
Health (DOH) for systems that interface with the SURE system. 

¾ DOS’ contracts with vendors responsible for network administration, driver’s 
license and Motor Voter processes, administration of the SURE Help Desk, and 
the staff augmentation vendor. 

 
• Reviewed news articles related to election threats such as the Russian involvement in the 

2016 presidential election. 
 

• Attended SURE training provided by DOS to gain an overview of how SURE works, 
what functionality SURE includes and how the counties use SURE to process 
applications, conduct list maintenance activities, and print poll books. 
 

• Reviewed a list of SURE training DOS provided to counties, both prior to and during the 
audit period, to determine which counties requested and received training in addition to 
the initial training provided during the implementation of the SURE system.  
 

• Judgmentally selected and visited seven county election offices between July 11, 2018 
and September 11, 2018, to gain an understanding of how the counties process 
applications in SURE, including performing steps to review: the counties’ procedures to 
detect duplicate registrations; the counties’ procedures to conduct the HAVA check, and 
correspondence mailed to applicants requesting information required to complete the 
processing of applications. Two of the seven counties visited were at the recommendation 
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of DOS and the remaining five counties were selected in order to gain variety in 
geographic location and the number of voter registrations. 
 

• Sent a survey (See copy in Appendix H) to all 67 counties in Pennsylvania (including the 
seven visited) to obtain similar information as gained during the visits such as processing 
information in SURE, equipment utilized, and security protocols. A total of 65 of the 67 
counties provided responses to our questions either during the on-site visit interviews or 
by returning the survey; however, not all of the counties responded to every question in 
the survey. 
 

• Included technical experts from the DAG’s Bureau of Information Technology Audits as 
part of the audit team for data analysis and information systems assessment pertinent to 
our audit objectives.  
 

• Consulted with a network administration expert from DAG’s Office of Information 
Technology and Support Services for specialized network and cybersecurity knowledge. 
 

• Consulted with cybersecurity audit experts from other state auditor offices on applicable 
cybersecurity control frameworks and auditor access to outside security assessments of 
critical infrastructure. 
 

• Reviewed and analyzed redacted network and system diagrams of the SURE system in an 
attempt to obtain a thorough understanding of the various environments. 
 

• Reviewed and analyzed redacted documents regarding the software, hardware, and 
operating systems supporting the SURE system. 
 

• Reviewed and analyzed functional specifications documents for interfaces, where 
provided, and assessed the impact of interfaces between SURE and other systems. 
 

• Reviewed DOS organizational charts with DOS officials to gain an understanding of the 
management structure. 
 

• Reviewed the following reports from other organizations on voting system security and 
voter registration security to identify relevant security protocols and issues: 
 

o Brennan Center for Justice. Defending Elections: Federal Funding Needs for 
State Election Security, July 18, 2019. 

o Center for American Progress. Election Security in All 50 States: Defending 
America’s Elections, February 12, 2018. 



 A Performance Audit 
  
 Pennsylvania Department of State 
 Statewide Uniform Registry of Electors 
  

 

140 

o U.S. Department of Justice. Report on the Investigation into Russian Interference 
in the 2016 Presidential Election (also known as the Mueller Report), March 31, 
2019. 

o The Heritage Foundation. A Sampling of Election Fraud Cases from Across the 
Country. April 2017. 

o State of Minnesota, Office of the Legislative Auditor. Voter Registration: 2018 
Evaluation Report. March 8, 2018. 

o United States Election Assistance Commission (EAC). 2014 Statutory Overview, 
January 2015. 

o Press Release of Select Committee on Intelligence, United States Senate, Senate 
Intel Committee Releases Unclassified 1st Installment in Russia Report, Updated 
Recommendations on Election Security. Richard Burr, Mark Warner, Susan 
Collins, Martin Heinrich, James Lankford. May 8, 2019. 

o Report of the Select Committee on Intelligence, United States Senate, Russian 
Active Measures Campaigns and Interference in the 2016 U.S. Election, Volume 
1: Russian Efforts against Election Infrastructure with Additional Views. 
Released July 25, 2019. 

o The University of Pittsburgh Institute for Cyber Law, Policy and Security. The 
Blue Ribbon Commission on Pennsylvania’s Election Security: Study and 
Recommendations, January 4, 2019. 

o The National Academies of Sciences, Engineering, and Medicine. Securing the 
Vote: Protecting American Democracy, September 6, 2018. 

o Technology Science. Voter Identity Theft: Submitting Changes to Voter 
Registrations Online to Disrupt Elections, September 06, 2017.  

 
• Received a signed affidavit from the Chief Information Security Officer (CISO) of the 

Employment, Banking, and Revenue (EBR) Delivery Center of the Office of 
Administration Office of Information Technology (OA/OIT) describing certain controls 
in place over the SURE system. 

 
• Interviewed the CISO of the EBR Delivery Center for a verbal briefing on the contents of 

external security assessment reports issued by the United States Department of Homeland 
Security and reports issued by private firms contracted to assess security of the SURE 
system. 
 

• Attended a presentation by the CISO of the Commonwealth providing an overview of 
OA/OIT’s implementation of the National Institute of Standards and Technology 
Cybersecurity Framework. 

 
• Received letters through DOS from two vendors summarizing security assessments 

performed on election systems. 
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• Reviewed working papers testing information technology general controls compiled in 
prior audits of the Commonwealth’s Comprehensive Annual Financial Report. 
 

• Reviewed a Service Organization Control (SOC) report for one vendor significant to the 
SURE system and attempted to review SOC reports for other relevant vendors. 

 
• Reviewed the following policies governing internal controls, IT management, 

procurement, IT security, and cybersecurity issued by OA/OIT and DOS: 
 

o Commonwealth of Pennsylvania Information Technology Policy (ITP) ITP-
SEC000 – Information Security Policy. May 2016. 

o ITP-SEC007 – Minimum Standards for IDs, Passwords, and Multi-Factor 
Authentication. March 1, 2006. 

o ITP-SEC015 – Data Cleansing Policy. May 1, 2013. 
o ITP-SEC019 – Policy and Procedures for Protecting Commonwealth Electronic 

Data. November 16, 2007. 
o ITP-SEC020 – Encryption Standards for Data at Rest. August 17, 2007. 
o ITP-SEC023 – Information Technology Security Assessment and Testing Policy, 

April 19, 2007. 
o ITP-SEC024 – IT Security Incident Reporting Policy. August 2, 2012 
o ITP-SEC025 – Proper Use and Disclosure of Personally Identifiable Information. 

March 19, 2010. 
o ITP-SEC031 – Encryption Standards for Data in Transit. August 17, 2007. 
o Commonwealth of Pennsylvania Information Technology Operations Document 

(OPD) OPD-SEC007A – Configurations for IDs, Passwords, and Multi- Factor 
Authentication. March 1, 2006. 

o Commonwealth of Pennsylvania Management Directive (MD) MD-205.34 – 
Commonwealth of Pennsylvania Information Technology Acceptable Use Policy. 
Amended January 22, 2016.  

o MD-325.12 – Standards for Internal Control for Commonwealth Agencies. 
Effective July 1, 2015. 

o MD-325.13 – Service Organization Controls. Effective November 22, 2017. 
o MD-535.9 – Physical and Information Security Awareness Training. October 3, 

2006. 
o Commonwealth of Pennsylvania Information Security Incident Response 

Procedures (IRP) V2.11. November 11, 2008. 
o DOS Bureau of Election Security and Technology, Bureau of Elections and 

Notaries, Bureau of Campaign Finance and Civic Engagement. Continuity of 
Operations Plan. January 02, 2019. 

o DOS Guidance on Electronic Voting System Preparation and Security. September 
2016. 

o DOS Policy on Election System Security Measures, Version 1.1, issued April 23, 
2019. 
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o DOS SURE Equipment Use Policy. September 12, 2003, updated February 29, 
2012. 

 
• Reviewed the redacted results of the 2018 test of the SURE Emergency Recovery System 

conducted by DOS management. 
 

• Inquired of DOS management about the applicability of Commonwealth IT policies to 
county election offices and IT personnel. 
 

• Reviewed transcripts of the U.S. Senate Select Committee on Intelligence hearing on 
Election Security, March 21, 2018, the Pennsylvania House of Representatives State 
Government Committee hearing on Election Integrity and Reforms, October 15, 2018, 
and the U.S. House of Representatives Committee on Homeland Security hearing on 
Building Partnerships to Protect America’s Elections, February 13, 2019.  
 

• Reviewed the Center for Internet Security (CIS) Critical Security Controls, Version 7.1, 
the CIS Handbook for Elections Infrastructure Security, Version 1.0, dated February 
2018, and the United States Department of Homeland Security, Cybersecurity and 
Infrastructure Security Agency (DHS-CISA) publication entitled Best Practices for 
Securing Election Systems, issued May 21, 2019, to assist in developing our audit 
approach for testing cybersecurity controls. 
 

• On February 25, 2019, the Auditor General traveled to Washington D.C. to meet with 
representatives of the Department of Homeland Security (Homeland Security) to discuss 
protocol regarding access to security reports issued by Homeland Security. 
 

• Attempted to perform tests of design of information technology general controls in place 
over the SURE system in the following baseline control areas: 

o Access management  
o Change management (i.e., configuration management) 
o Segregation of duties 
o Service delivery 
o Business continuity/Disaster recovery. 

 
• Reviewed the SURE database schema, data dictionary, and other database documentation 

to assist in documenting an understanding of the database and requesting data. 
 

• Obtained from DOS electronic data files of all currently registered voters as of October 9, 
2018 (referred to as the Voter Table) and the electronic history of all changes to voter 
records, such as changes to the voter’s name and address that were recorded from January 
1, 2016 through October 9, 2018 (referred to as the Application Table). We also obtained 
copies of each county’s Pennsylvania Full Voter Export List as of October 9, 2018, from 
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the SURE system available to the public through the Department of State (DOS) website 
(referred to as the Full Voter Export Table). 

 
• Obtained death data from the DOH of deaths recorded in Pennsylvania from October 

2010 through October 2018 to compare to voter registration data as of October 9, 2018 to 
determine if any of the deceased remain as registered voters in SURE. 

 
• Obtained the Social Security Administration’s Death Master File of deaths as of August 

2010 to determine if any of the deceased are still listed as registered voters in SURE. 
 

• Using data analysis on the Voter Table we performed the following: 
 
¾ Tested for duplicate driver’s license numbers as well as tests for other potential 

duplicate records based on first name, last name, date of birth (DOB), and/or last 
four digits of the Social Security number (SSN). 
 

¾ Searched for voters who were 100 years old or older as of October 9, 2019 and for 
voter registration dates that were prior to the voter’s DOB. We then reviewed the 
U.S. Census Report entitled, Centenarians:2010, to compare against the numbers 
of voter records with dates of birth indicating the voter may be 100 years of age or 
older. 
 

¾ Compared the voter records to the DOH death data based on first name, last name, 
DOB, and/or the last four digits of the SSN. 
 

¾ Compared the voter records to the Social Security Death Master File data as of 
August 2010 based on first name, last name, DOB, last four digits of SSN, and 
street name. No additional potentially deceased voters were identified from this 
data matching procedure. 
 

¾ Reviewed voter records associated with potential duplicates or potential deceased 
voters to determine if votes were cast more than once per record or after the 
deceased date, as applicable. We did not believe our evidence was sufficient to 
report in a finding but did report our results to DOS to further investigate. 
 

¾ Determined the number of voter records remaining in active status despite having 
no activity for five or more years.  
 

¾ Determined the number of inactive voter records that should have been cancelled 
after failure to vote in the following two federal general elections.  
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• Using data analysis on the Application Table, we determined the following: 
 
¾ Whether list maintenance activities were being performed by each county and 

whether voter records were being cancelled for list maintenance activities within 
90 days of the 2016 general election. 

 
¾ The number of pending applications and the length of time the applications 

remained in pending status. 
 

• Using data analysis, we evaluated the design and operating effectiveness of application 
controls in place to prevent and/or detect: duplicate voter records, inaccurate dates of 
birth, inaccurate registration dates, potentially deceased voters, as well as controls to 
prevent inappropriate cancellation of voter records within 90 days of an election, controls 
to ensure residential addresses are within Pennsylvania, and controls to ensure the street 
name field does not include the street number. 
 

• Judgmentally selected voter records and traced them to the SURE portal in order to 
investigate and analyze the following: 
 
¾ Information that appeared to be different among the Voter Table, the Full Voter 

Export Table, and the Application Table. 
 
¾ Pending records that appeared to have been replaced by a newer, approved voter 

application. 
 
¾ Records where it appeared that the DOB had been changed. 
 

• Selected a random statistical sample, based on a confidence level of 98 percent and a 
tolerable error rate of two percent, of 196 voters from the total population of 8,567,700 
voters registered in SURE as of October 9, 2018 with the intent of reviewing source 
documents to confirm the accuracy of the following information maintained in SURE for 
the 196 voters: 
 
¾ Full name (first, last, and middle name or initial, if included) 
¾ Address 
¾ DOB 
¾ Last four digits of the SSN (if included) 
¾ Last four digits of the Pennsylvania driver’s license number or Pennsylvania 

identification number (if included) 
¾ Date registered 
¾ Party affiliation 

 



 A Performance Audit 
  
 Pennsylvania Department of State 
 Statewide Uniform Registry of Electors 
  

 

145 

We also planned to verify that each record had a signature image in the SURE 
system. 
 
Source documents included applications or other documents provided by voters to 
update their voter record and were submitted by the voter either through a paper 
application, the Motor Voter process at Pennsylvania driver’s license centers, or 
DOS’ online application. 

 
• Reviewed examples of emails sent from the Help Desk to DOS management regarding 

the progress of each county for specific tasks, such as list maintenance activities and poll 
book printing.   
 

• Performed procedures to determine if list maintenance activities were performed by the 
counties such as the following: 
 
¾ Reviewed records in the Application and Voter Tables to determine if each county 

recorded list maintenance codes indicating that list maintenance activities had 
been performed. 

¾ Observed, during county visits, county staff processing documents from voters in 
response to list maintenance correspondence sent to them by the county. 

¾ Observed during testing of 196 voter’s records that records had been updated as a 
result of information provided by voters in response to list maintenance 
procedures performed by the county. 
 

• Reviewed a redacted November 2018 Election Support Plan that includes tasks that must 
be completed leading up to and after Election Day. Tasks include poll book printing by 
the counties, certification of voter registration numbers, and certification of the results 
following Election Day. 
 

• Reviewed the Electronic Registration Information Center’s (ERIC) website for 
information regarding when it was created, accomplishments since its inception, the 
member states, the cost of being a member, as well as what ERIC provides to its 
members. 
 

• Reviewed examples of the letters sent by DOS to those identified by a tenured Associate 
Professor of Political Science hired by DOS as potential non-citizens that were not 
eligible to be registered voters. The letters included 7,702 dated April 27, 2018; 11,198 
dated June 12, 2018; and 8,707 dated June 29, 2018. 
 

• Reviewed documents from DOS regarding actions taken by DOS resulting from the 
responses received to the letters mailed to those identified as potential non-citizens.   
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• Reviewed screen shots of the Motor Voter process that was in place when non-citizens 
were permitted to register to vote. 
 

• Reviewed screen shots of the Motor Voter process after the non-citizen issue was 
corrected by PennDOT, in conjunction with DOS. 
 

• Visited a PennDOT Photo License Center to observe scenarios where a customer, with 
their camera card, came into the license center to obtain a new driver’s license or renew 
their existing driver’s license. The scenarios included: 
 
¾ Citizen either over 18 years of age or will be 18 by the date of the next election 
¾ Non-citizen of any age 
¾ Naturalized citizen over the age of 18 

 
• Reviewed U.S. Election Assistance Commission, Grant Expenditure Report Fiscal Year 

2018, dated April 4, 2019, to determine funding provided to states to financially help 
implement the requirements of HAVA. 
 

• Reviewed the Commonwealth’s SAP accounting system report, “Detail Grant Line Items 
by FM Posting Date” to determine expenditures made during fiscal years 2002 through 
2013 from the federal funds received to improve the administration of federal elections. 

 
 
Data Reliability 
 
Government Auditing Standards requires us to assess the sufficiency and appropriateness of 
computer-processed information that we used to support our findings, conclusions, and/or 
recommendations. The assessment of the sufficiency and appropriateness of computer-processed 
information includes considerations regarding the completeness and accuracy of the data for the 
intended purposes.130 
 

• To assess the completeness and accuracy of the data files from the SURE system of 1) all 
currently registered voters (the Voter Table), 2) the history of all of the changes made to 
voter records (the Application Table), and 3) the Pennsylvania Full Voter Export List, we 
conducted audit procedures as follows: 

 
¾ Obtained a management representation letter from DOS management confirming 

that the data provided to us had not been altered and was a complete and accurate 
duplication of the data from its original source. 

 

                                                           
130 U.S. Government Accountability Office. Government Auditing Standards. 2011 Revision. Paragraph 6.66. 
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¾ Compared record counts to DOS’ unaudited annual report of voter statistics, The 
Administration of Voter Registration in Pennsylvania: Report to the General 
Assembly, submitted by DOS for the calendar year ended December 31, 2017 sent 
to the General Assembly in June of 2018 to determine the completeness of the 
information provided. A variance of 1.3% was noted but determined to be 
reasonable given the timing differences between the report date and receipt of the 
data. 

 
¾ Compared data among the three tables obtained from SURE to determine whether 

the data was accurate and if records were missing. Variances were investigated 
and ultimately we determined the data to be internally consistent. 

 
¾ Using data analysis, compared total voter statistics per the data file of all currently 

registered voters as of October 9, 2018, to the unaudited annual report of voter 
statistics, The Administration of Voter Registration in Pennsylvania: Report to the 
General Assembly, submitted by DOS for the calendar year ended December 31, 
2018, to test the voter data for completeness. 

 
¾ Obtained reports from PennDOT’s Motor Voter program and compared those 

records to application data within the SURE system to determine completeness. 
 

¾ Obtained reports from DOS of initial voter application records submitted through 
PennDOT’s Motor Voter system between January 1, 2016 and October 9, 2018, 
and compared them to the initial applications recorded as received from 
PennDOT in SURE. Although variances were noted, we found the count of 
applications sent and recorded to be substantially accurate.  

 
¾ Attempted to evaluate the design and operating effectiveness of information 

technology general controls. DOS, however, refused to provide access to the 
contents of external security reports and other documents needed to perform the 
evaluation. See scope limitation above and in Finding 1 (Scope Limitation A). 

 
¾ Used obituaries to confirm a judgmental selection of potentially deceased 

individuals’ first and last name, date of death, and city of residence. We also 
confirmed the DOB and middle initial if noted in the obituary. These additional 
tests were performed to validate the reliability of the match between DOH data 
and SURE data. 

 
¾ Used Google Maps to confirm for a judgmental selection of records that the street 

address was within Pennsylvania in order to confirm the accuracy of the State 
field in the voter record and to provide additional evidence as to the eligibility of 
the voter. 
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¾ Randomly selected a sample of 196 records from the 8,567,700 registered voters 
in Pennsylvania and traced the information back to the source documentation 
maintained at the county election offices. We were unable to perform these audit 
procedures for 138 sampled items due to lack of cooperation from the counties, 
lack of cooperation from PADOT to provide information from the Motor Voter 
applications, lack of auditable information for online applications, and lack of 
sufficient record retention requirements and guidance. See the description of the 
scope limitation above and in Finding 1 (Scope Limitation B). 

 
Based on the procedures we were able to perform, as well as the procedures we were not 
able to perform due to scope limitations, in accordance with Government Auditing 
Standards, we concluded that the voter registration data extracted from the SURE system 
had significant limitations. However, due to the close approximation to independently 
produced reports issued by DOS and the consistency of the data among the three tables, 
we determined the data to be sufficiently reliable, with significant limitations, to support 
our findings and recommendations as noted throughout our report. 
 
As noted in Finding 4 in the report, we did not perform tests to validate the reliability of 
the “date last voted” field within the voter table. According to SURE job aids, the “date 
last voted” field is entered into SURE when poll workers scan the bar code (found beside 
the voter’s signature in the poll book) after each election. While the process described 
appeared reasonable to capture voting dates, since we did not perform tests of the 
accuracy of the “date last voted” field, we determined this data field to be data of 
undetermined reliability. The data, however, was the best data available and although this 
determination may affect the precision of the numbers presented, as noted in Finding 4, 
there is sufficient evidence to support our findings and conclusions that DOS should 
work with the counties to investigate instances of potentially inactive voters who had not 
voted in the last two federal general elections and whose voter records may need to be 
cancelled. 
 

• We did not perform procedures to assess the completeness and accuracy of the data of 
deceased individuals from the Pennsylvania Department of Health, the data from the 
Social Security Death Master file, and data from the US Census Bureau. We determined 
this data to be data of undetermined reliability, as noted in Finding 2 of this report. This 
data was the best data available, however, and although this determination may affect the 
precision of the numbers presented of potentially deceased individuals and those over the 
age of 100, as noted in Finding 2, there is sufficient evidence to support our findings and 
conclusions. 

 
• We did not perform procedures to assess the completeness and accuracy of the number of 

letters that DOS sent to voters identified as having questionable voter registration 
eligibility and the actions that subsequently occurred with each of the voters identified. 
We determined this data to be data of undetermined reliability, as noted in Appendix D of 
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this report. This data was the best data available, however, and although this 
determination may affect the precision of the number of individuals identified as 
potentially ineligible to vote, as noted in Appendix D, there is sufficient evidence to 
support the information noted in Appendix D. 
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Appendix B Interagency Agreement Between the Department of State 
and the Department of the Auditor General 

 
On May 15, 2018, the Department of the Auditor General (DAG) entered into an Interagency 
Agreement (agreement) with the Department of State (DOS) to perform an audit of DOS’ 
Statewide Uniform Registry of Electors. The originally agreed upon date to provide DOS with 
the audit report was January 31, 2019. Due to delays by DOS in providing DAG requested audit 
information, the agreement was amended to:  
 

• Extend the report release date to July 31, 2019. 
• Further extend the report release date to September 27, 2019. 
• Further extend again the report release date to November 29, 2019. 

 
The following is a copy of the original agreement between DAG and DOS: 
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Appendix C Voter Registration Process 
 
The voter registration process in Pennsylvania is conducted by county election offices (counties) 
but involves a partnership with the Department of State (DOS). The National Voter Registration 
Act and Pennsylvania law requires that the Pennsylvania Department of Transportation 
(PennDOT) provide a voter registration opportunity to its customers. This process is commonly 
referred to as Motor Voter.131 The Motor Voter process provides PennDOT customers the 
opportunity to register to vote, or change their address if they are currently registered to vote, 
while receiving or renewing their driver’s license (DL) or photo identification (ID) card at a 
PennDOT photo license center, as well as the ability to update their registration in-person and 
online.  
 
In addition, applicants have the option to register to vote via paper application, online, and for 
any person that utilizes the services of various government assistance offices, the person is asked 
if they want to register at the time of application for benefits or re-certification for benefits.132 A 
paper application can be obtained online or at the county and returned to the county by mail or 
in-person once completed. Online applications are managed by DOS and can be accessed by 
visiting register.votesPA.com.  
 
Regardless of which application method one chooses, the information required to register is the 
same. The applicant must provide information including their full name, date of birth, residence 
address, mailing address (if different than residence), and political affiliation. Applicants are also 
prompted to provide their DL or ID number and/or the last four digits of their Social Security 
number (SSN) in order to help verify the applicant’s identity; however, the county cannot deny 
an application if the applicant does not provide their DL or ID number or SSN.133 The applicant 
must also confirm that they are eligible to register to vote by answering eligibility questions 
included on the application and signing the application. 
 
Federal and State law establishes eligibility requirements for residents to register to vote.134 
Eligibility criteria include a minimum age requirement of 18 years of age and citizenship of the 
                                                           
131 52 U.S.C. § 20504. See also 25 Pa.C.S. § 1323. 
132 25 Pa.C.S. § 1325. Consistent with the NVRA, the offices in Pennsylvania that have been identified as those that 
“provide public assistance” for voter registration purposes are: Women, Infant and Children Nutrition Clinics; 
County Assistance Office; Clerk of Orphans’ Courts; Children and Youth Agencies; Area Agencies on Aging; Para-
Transit providers; Special Education Programs at the 14 state-owned universities; agencies serving people with 
disabilities and County Mental Health/Intellectual Disabilities offices; and the armed services recruitment centers. 
The Administration of Voter Registration in Pennsylvania, 2017 Report to the General Assembly, June 2018, page 
10. 
133 25 Pa.C.S. § 1328. The Pennsylvania Voter Registration Application includes a box for the applicant to check if 
they do not have a PA driver’s license or a PennDOT identification card or a Social Security number. All first time 
voters must show identification at the polling place. The approved list of identification documents can be found at 
http://www.votespa.com. 
134 52 U.S.C. § 10701 (Enforcement of the 26th Amendment). Note that HAVA has statutory provisions prohibiting 
certain discriminatory voting acts, such as poll taxes, in Chapter 103. See also 25 Pa.C.S. § 1301(a).  
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United States (U.S.), the Commonwealth of Pennsylvania, and the applicable district. It should 
be noted, however, that neither state nor federal law require proof of citizenship in order to 
register to vote, regardless of the method of application. Neither DOS nor the counties conduct a 
review to confirm the citizenship of an applicant. When an applicant completes a voter 
registration application, whether on paper, online, through a voter registration drive, or similar 
method, they are merely asked to sign a declaration (without providing any validation), which 
states the following: 
 

• I am a United States citizen and will have been a citizen for at least one month on the day 
of the next election. 

• I will be at least 18 years old on the day of the next election. 
• I will have lived at the same address in Section 5 [of the application] for at least 30 days 

before the election. 
• I am legally qualified to vote.135 

 
The applicant must indicate by checking a box that: “I affirm that this information is true. I 
understand that this declaration is the same as an affidavit, and, if this information is not true, I 
can be convicted of perjury, and fined up to $15,000, jailed for up to 7 years, or both.”136 
Given that the law does not require proof that the applicant’s declaration/affirmation is valid, it is 
possible that an ineligible person, including a non-citizen, could apply to register to vote 
regardless of whether they knew they were violating the law or if it was done unintentionally, as 
with those that may not fully understand the questions being asked and statements made due to a 
language barrier.137 Regardless of the circumstances, as previously reported, there is a potentially 
substantial criminal penalty for those found to have provided false information. 
 
Requiring applicants to submit proof of citizenship has been attempted in other states and has 
been met with court challenges. In June 2018, in a matter involving private citizens represented 
by several public interest organizations on behalf of the League of Women Voters of Kansas 
against the Kansas Secretary of State, a federal district court judge found that Kansas could not 
require documentary proof of U.S. citizenship when registering to vote, because such laws 

                                                           
135 This declaration is provided in Section 11 of the application. 
136 Ibid.; the application also contains the following notice: “PENALTY FOR FALSIFYING DECLARATION 
WARNING: If a person signs an official registration application knowing a statement declared in the application to 
be false, makes a false registration, or furnishes false information, the person commits perjury. Perjury is punishable, 
upon conviction, by a term of imprisonment not exceeding seven years, or a fine not exceeding $15,000, or both, at 
the discretion of the court. Submitting an application containing false information may also subject a person to other 
penalties, including loss of the right of suffrage, under state or federal law.” This is commonly referred to as 
“signing under penalty of perjury” and is enforceable under 18 Pa.C.S. § 4902. 
137 At a 2016 hearing, a former DOS election official claimed that a “glitch in the state's driver licensing 
software ‘may inadvertently register’ noncitizen immigrants to vote without their knowledge.”  
<https://thehill.com/blogs/blog-briefing-room/news/357143-pa-officials-find-hundreds-of-illegal-ballots-cast-in-
state> (accessed April 29, 2019). 
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violate the constitutional right to vote.138 The decision, which is currently under appeal, 
invalidated Kansas’ proof-of-citizenship registration law.139 In the meantime, however, the 
holding of the case has national implications, including in Pennsylvania. 
 
To date, the Pennsylvania General Assembly has not attempted to require proof of citizenship to 
register to vote, but did attempt to enact a voter identification (Voter ID) law in 2012.140 
Pennsylvania’s Voter ID law would have required all voters to show specific photo identification 
at the polling place before being allowed to cast their ballot. The Voter ID law specified that the 
photo identification must include an expiration date, therefore invalidating several forms of 
photo identification, including many employee identification cards. Before the law could take 
effect, however, a lawsuit was filed in Pennsylvania’s Commonwealth Court, alleging that the 
new Voter ID law violated Pennsylvania’s Constitution by depriving citizens of their most 
fundamental constitutional right — the right to vote. The lawsuit sought an injunction blocking 
enforcement of the law before the November 2012 election.141 Ultimately, the law was struck 
down by the Pennsylvania Commonwealth Court, before voters were subject to the new 
requirements in the next election, and Pennsylvania returned to its original first-time voter 
identification requirement.142  
 
The ability to register to vote ends 30 days prior to any election.143 Therefore, a person wishing 
to register for the first time, change their name, address, or party affiliation must submit a 
completed voter registration application no later than 30 days prior to the next election. Any 
paper application postmarked after the cut-off is to be processed after the election is finalized. If 
the applicant applies online, they have until 11:59 P.M. and 59 seconds on the day of the cut-

                                                           
138 Fish v. Kobach, 309 F. Supp. 3d 1048 (D. Kan. 2018). The matter has been appealed to the United States Court 
of Appeals Tenth Circuit. On January 14, 2019, the party name of the defendant Kris Kobach has been updated to 
reflect a change in the state of Kansas’ Secretary of State to Scott Schwab as follows: Fish v. Schwab. See 
<https://www.courtlistener.com/docket/4510003/fish-v-
kobach/?filed_after=&filed_before=&entry_gte=&entry_lte=&order_by=desc> (accessed April 29, 2019). 
139 Ibid. 
140 Former Act 18 of 2012 was held unconstitutional by the Pennsylvania Commonwealth Court and its enforcement 
permanently enjoined by Applewhite v. Com., 2014 WL 184988 (Pa. Cmwlth. 2014). 
141 The lawsuit was filed by the American Civil Liberties Union of Pennsylvania, the Advancement Project, the 
Public Interest Law Center of Philadelphia, and the Washington, DC law firm of Arnold & Porter LLC, on behalf of 
ten Pennsylvania voters and three prominent advocacy organizations.  
<https://www.aclupa.org/news/2012/05/01/groups-file-lawsuit-in-commonwealth-court-to-overturn-pennsylvanias-
unconstitutional-voter-photo-id-law> (accessed March 21, 2019). 
142 A first time voter, or a voter voting at a new polling place, must show proof of identification. The valid photo 
identifications include a Pennsylvania DL or PennDOT ID card, ID issued by any Commonwealth agency, ID issued 
by the U.S. Government, U.S. Passport, U.S. Armed Forces ID, student ID, or an employee ID. If you do not have a 
photo ID, a first time voter can use one of the following non-photo IDs that includes their name and address: 
confirmation issued by the County Voter Registration Office, non-photo ID issued by the Commonwealth, non-
photo ID issued by the U.S. Government, firearm permit, current utility bill, current bank statement, current 
paycheck, or a government check. See <https://www.votespa.com/Register-to-Vote/Pages/Voter-ID-for-First-Time-
Voters.aspx> (accessed March 20, 2019). 
143 25 Pa. C.S. § 1326(b). 
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off.144 Through Motor Voter at PennDOT, they have until the close of business of the photo 
license center on the day of the cut-off.  
 
Once registered, a voter will remain registered until they either (1) request their voter registration 
be cancelled or (2) the county cancels the registration as part of its required list maintenance 
process.145 A registered voter can cancel their voter registration at any time by completing and 
signing a “Request To Cancel Voter Registration” form and forwarding it to the county voter 
registration office in the county in which they are registered. A county may cancel a voter’s 
registration in the process of performing the annual list maintenance that is required by law. List 
maintenance activities include cancelling a voter’s registration due to death, moving out of the 
county or state, and not voting and not having any contact with the county elections office for a 
specified amount of time.146 List maintenance is discussed in detail in Finding 4. 

                                                           
144 DOS Election Support Plan “Verification and Environment changes.” 
145 52 U.S.C. § 21083(a)(2) (Computerized list maintenance). See also 25 Pa.C.S. §1901 (Removal of electors). A 
voter’s county and/or voting precinct may change due to a change in residence within Pennsylvania, but the voter 
will still remain as a registered voter. 
146 25 Pa C.S. § 1501. 
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Appendix D The lack of oversight that allowed non-citizens the ability 
to register to vote at PennDOT’s photo license centers, 
even after indicating they are not a citizen, was addressed 
during the audit period. 

 
In 2017, media reports identified an issue in which non-citizens had the ability to register to vote 
at the Pennsylvania Department of Transportation (PennDOT) photo license centers.147 We 
asked Department of State (DOS) management about this issue, and its responses are 
summarized below. We did not, however, have access to individuals’ records of citizenship 
status and did not determine whether non-citizens were registered to vote.  
 
According to DOS management, in 2017, DOS became aware of and took subsequent steps to 
investigate and address a decades-old issue with the Motor Voter process that allowed non-
citizens the ability to register to vote even if they indicated that they are not citizens.148 The 
issue, as explained by DOS management, was that when a person was offered the opportunity to 
register to vote during the driver’s license (DL) photo card renewal/application process at 
PennDOT photo licensing centers, those that indicated that they were non-citizens were not 
excluded from the voter registration questions.149 While voter registration during the DL photo 
card process requires an individual to twice confirm their citizenship status, both those that 
indicated they were citizens and those that indicated they were non-citizens were given the 
opportunity to register to vote.150 
 
The National Voter Registration Act of 1993 (Motor Voter), which became effective on January 
1, 1995, created requirements that each States’ motor vehicle authority must: (1) provide 
individuals with the opportunity to register to vote at the same time that they apply for a DL or 
seek to renew a DL; and (2) forward the completed application to the appropriate state or local 
election official. In Pennsylvania, this was a manual process for many years due to each of the 67 
counties having a different voter registration system. PennDOT mailed hard copy voter 

                                                           
147 <https://philadelphia.cbslocal.com/2017/09/20/it-undermines-integrity-of-elections-glitch-allows-non-citizens-in-
pa-to-vote/> (accessed May 17, 2019) and 
 <http://www.mcall.com/news/pennsylvania/mc-nws-pa-voter-registration-glitch-non-citizens-20170920-
story.html> (accessed May 17, 2019). 
148 On February 26, 2018, the Public Interest Legal Fund filed a complaint in the U.S. District Court for the Middle 
District of Pennsylvania seeking injunctive relief to compel DOS to allow the group access to information on non-
citizen voting records. As of the date of this audit, the lawsuit is ongoing. See PILF v. Torres, 1:18-cv-00463 and 
1:19-cv-00622. 
<https://freebeacon.com/issues/pennsylvania-state-dept-sued-hiding-noncitizen-voting-records/> (accessed July 26, 
2019). 
149 Citizenship is determined based upon documentation that PennDOT requires individuals to provide, such as a 
birth certificate, U.S. Passport, or a Certificate of Naturalization. 
150 A person applying to register to vote is required to affirm that they are: (1) A citizen of the United States; (2) A 
resident of Pennsylvania and the election district in which they want to register for at least 30 days prior to the next 
election; and (3) At least 18 years of age on or before the next election.  
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registration applications to DOS which were subsequently forwarded to the appropriate county 
election office (county) for processing.151 Once new federal and subsequent state laws were 
enacted and in effect, DOS implemented the Statewide Uniform Registry of Electors (SURE) 
system. With the creation of SURE, PennDOT’s Motor Voter process was electronically 
connected to the SURE system.152 When the last county implemented SURE in 2005, the Motor 
Voter process became fully automated, with applications from PennDOT being electronically 
received by SURE and then electronically parsed out to the respective counties for processing. 
 
After the non-citizen voter registration issue related to Motor Voter was identified, PennDOT, in 
conjunction with DOS, made changes to the Motor Voter process to help ensure that those who 
indicate that they are non-citizens are no longer able to register to vote through PennDOT. DOS 
management stated that the project to correct the issue was completed in December 2017. We 
confirmed management’s statement through observation of the Motor Voter process during a 
visit to a photo license center in November 2018. Currently, when a customer arrives at a 
PennDOT photo license center with their camera card to obtain a new DL or renew their existing 
DL, their citizenship status is embedded into the bar code on the camera card. Based on this bar 
code, a non-citizen customer is not asked the voter registration questions. Conversely, when a 
citizen (either over the age of 18 or who will be 18 by the date of the next election) arrives at a 
photo license center, they are asked the voter registration questions. We confirmed this process is 
in place by observing multiple scenarios at a PennDOT photo license center of individuals who 
were identified in the PennDOT system as non-citizens and citizens (both under age 18 and over 
age 18). 
 
In addition to working with PennDOT to correct the issue, DOS management stated that steps 
were taken to investigate and address the concern that non-citizens were registered to vote. DOS 
management stated that they retained an expert, a tenured Associate Professor of Political 
Science, to conduct an analysis by comparing the Commonwealth’s voter registration data with 
other available Commonwealth databases. We requested information from DOS regarding what 
Commonwealth databases were used for the analysis and the results of the analysis; however, 
DOS would not provide this information. Therefore, we were unable to verify the following: 
 

• Whether DOS actually retained an individual to conduct an analysis. 
• The scope and methodology of the analysis. 
• The results and conclusions of the analysis. 

 
 
 
                                                           
151 National Voter Registration Act of 1993 (Motor Voter), 52 U.S.C. §§ 20501–20511 (formerly 42 
U.S.C. §§ 1973gg–1973gg-10). 
152 In 2002, the U.S. Congress passed the Help America Vote Act (HAVA) and, subsequently, the Pennsylvania 
General Assembly enacted Act 3 of 2002, which implemented HAVA into Pennsylvania Law. See 52 U.S.C. §§ 
20901-21145 (formerly 42 U.S.C. §§ 15301-15545) and 25 Pa.C.S. §§ 1101-1906 (as noted in an earlier footnote, 
Act 3 of 2002 was added Part IV to the consolidated Title 25 Elections). 
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According to DOS management, a series of letters, of which examples of each were provided to 
us for review, were sent to the individuals identified as having questionable eligibility.153  
 

 
Following the series of letters shown above, DOS management stated that they placed robocalls 
to the identified individuals that had not responded to the letters from DOS.154 As a result of 
these letters and robocalls, DOS management stated that the following actions occurred: 

                                                           
153 The letters outlined the basic requirements to be a registered voter (as described above), and asked the recipient 
of the letter to affirm that they were qualified to be a registered voter or request that their registration be cancelled. 
Information regarding the number of letters sent by DOS was provided to us by DOS management. DOS 
management, however, did not provide any additional documentation to support the number of letters that DOS 
reportedly mailed to voters. DOS management indicated that most of the recipients of the April 27, 2018, letter also 
received the June 12, 2018, letter. If the individual had responded to DOS, however, then they would not have been 
sent the June 12, 2018, letter. 
154 A robocall is a phone call that uses a computerized autodialer to deliver a pre-recorded message. Robocalls were 
only made to those individuals that had a telephone number available in their voter record. 

April 27, 2018 

7,702 letters mailed 
to active voters 
whose eligibility 
needed further 
confirmation. 

June 12, 2018 

11,198 letters mailed to 
active and inactive 

voters whose eligibility 
needed further 

confirmation. This 
included many from the 
7,702 sent in the spring.  

June 29, 2018 

8,707 letters mailed 
to those that did not 
respond to the June 

12th letter. 
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Actions that occurred with the 11,198 active and inactive voters whose eligibility needed 
further confirmation based on analysis performed – as represented by DOS management 
     215 Requested that their voter registration be cancelled. No reason for cancellation was 

required to be given by the voter.a/ 

  1,948 Affirmed that they were qualified to be a registered voter. 
       51 Failed to fully complete either the affirmation or cancellation form. Follow-up is 

being conducted by either DOS or the respective county election office. 
     286 Voter records were cancelled as a result of unrelated, routine list maintenance 

conducted by county election offices after the letters were mailed. 
  8,698 Voter names were forwarded to their respective county election office for further 

research to be performed to determine their eligibility. 

11,198 Total number of letters mailed to active and inactive voters whose eligibility 
needed further confirmation. 

a/ - A request to cancel their voter registration by the recipient of the letter does not necessarily mean that the 
person is ineligible to be a registered voter. A person may decide that they no longer wish to be a registered voter 
for reasons other than ineligibility. 

Source: This table was compiled by staff of the Department of the Auditor General based on information provided 
by DOS management. The data are of undetermined reliability as noted in Appendix A. However, this is the best 
data available. Although this determination may affect the precision of the numbers we present, there is sufficient 
evidence in total to support our conclusions.  
 
DOS management stated that regarding the 8,698 names forwarded to the counties for follow-up, 
they have not conducted any follow-up with the counties, noting that it is the counties’ obligation 
to take action to determine eligibility and/or remove ineligible voters as appropriate. 
 
As a result of the decades-old issue with the PennDOT Motor Voter system, individuals who 
were ineligible to register to vote were in fact allowed to register and, therefore, may have voted 
in elections. Although the issue with the Motor Voter system has been corrected, DOS and 
counties must continue to address the concern that ineligible individuals may still be registered to 
vote. 
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Appendix E Voter Registration by County 
 

Commonwealth of Pennsylvania 
Department of State 

Division of Voter Registration 
2018 Voter Registration Statistics - Official 

November 6, 2018 

County Democratic Republican Green Libertarian 
Other 
Parties 

All  
Parties 

Adams 19,557 36,652 92 449 10,275 67,025 
Allegheny 546,641 261,938 1,259 4,964 126,226 941,028 
Armstrong 14,419 22,211 34 243 4,443 41,350 
Beaver 55,569 41,149 86 575 13,302 110,681 
Bedford 7,906 20,587 21 128 2,845 31,487 
Berks 116,018 100,459 436 1,613 38,091 256,617 
Blair 22,453 44,132 82 382 8,948 75,997 
Bradford 9,729 21,971 53 218 4,465 36,436 
Bucks 196,280 185,919 647 2,893 71,496 457,235 
Butler 40,697 69,840 117 785 17,018 128,457 
Cambria 41,300 33,461 81 324 8,172 83,338 
Cameron 1,029 1,526 4 13 346 2,918 
Carbon 18,008 18,608 63 251 6,249 43,179 
Centre 46,205 43,822 184 739 20,182 111,132 
Chester 141,384 152,684 502 2,023 60,714 357,307 
Clarion 7,354 12,909 21 93 2,533 22,910 
Clearfield 17,051 24,359 42 235 5,202 46,889 
Clinton 8,090 10,051 28 104 2,584 20,857 
Columbia 14,500 18,187 42 256 5,695 38,680 
Crawford 18,498 27,626 55 269 6,099 52,547 
Cumberland 57,935 86,488 288 1,175 26,370 172,256 
Dauphin 84,062 74,276 274 1,013 26,228 185,853 
Delaware 188,908 162,271 432 1,498 50,262 403,371 
Elk 8,578 8,588 23 77 2,080 19,346 
Erie 96,961 68,402 321 1,041 25,185 191,910 
Fayette 43,431 27,491 70 315 6,901 78,208 
Forest 1,220 1,765 2 12 329 3,328 
Franklin 24,150 54,942 89 512 12,898 92,591 
Fulton 2,307 5,859 8 49 877 9,100 
Greene 11,337 8,411 47 70 1,981 21,846 
Huntingdon 9,033 17,749 50 105 3,078 30,015 
Indiana 19,070 24,005 57 230 6,056 49,418 
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Jefferson 9,008 17,354 29 152 3,263 29,806 
Juniata 3,718 8,642 16 50 1,373 13,799 
Lackawanna 86,740 42,383 223 562 13,702 143,610 
Lancaster 106,685 169,621 494 2,050 50,642 329,492 
Lawrence 25,341 23,316 32 263 5,807 54,759 
Lebanon 26,303 46,814 106 496 12,012 85,731 
Lehigh 113,101 79,383 322 1,353 38,721 232,880 
Luzerne 106,257 76,235 360 1,007 23,654 207,513 
Lycoming 21,179 38,006 69 329 8,771 68,354 
McKean 6,710 13,791 32 154 3,165 23,852 
Mercer 30,385 31,721 67 349 8,955 71,477 
Mifflin 6,805 15,248 20 130 2,502 24,705 
Monroe 50,688 36,143 155 653 20,543 108,182 
Montgomery 273,860 206,635 743 3,122 85,359 569,719 
Montour 4,683 6,383 19 79 2,062 13,226 
Northampton 96,393 73,561 322 1,335 37,702 209,313 
Northumberland 19,249 26,646 82 290 6,518 52,785 
Perry 6,814 18,079 28 188 3,384 28,493 
Philadelphia 818,082 118,692 1,531 3,206 122,618 1,064,129 
Pike 14,540 18,759 72 300 8,725 42,396 
Potter 2,559 7,031 14 61 1,049 10,714 
Schuylkill 31,749 43,763 114 448 9,845 85,919 
Snyder 5,247 13,506 22 164 2,554 21,493 
Somerset 15,546 26,903 30 190 4,330 46,999 
Sullivan 1,467 2,449 6 21 433 4,376 
Susquehanna 7,488 14,879 54 135 3,213 25,769 
Tioga 6,902 16,228 42 153 3,434 26,759 
Union 7,297 12,679 33 111 3,923 24,043 
Venango 10,229 17,242 43 216 3,704 31,434 
Warren 10,107 15,369 50 150 4,514 30,190 
Washington 66,867 57,918 115 729 15,778 141,407 
Wayne 9,772 18,171 71 194 5,131 33,339 
Westmoreland 110,356 107,339 195 1,295 28,165 247,350 
Wyoming 5,244 9,714 33 79 1,870 16,940 
York 104,274 151,941 480 2,180 46,740 305,615 
Totals 4,111,325 3,270,882 11,534 44,848 1,171,291 8,609,880 

Source:<https://www.dos.pa.gov/VotingElections/OtherServicesEvents/VotingElectionStatistics/Pages/
Voter-Registration-Statistics-Archives.aspx> (accessed June 21, 2019). 

 
Note: The totals in the “2018 Voter Registration Statistics – Official” table above do not match the voter registration 
totals in the Voter Table data we received from the Department of State (DOS) due to a timing difference. The table 
above contains totals as of November 6, 2018, whereas, the Voter Table data we received from DOS was extracted 
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on October 9, 2018, and contains a total of 8,567,700 registered voters. As of June 17, 2019, the voter registration 
total as reported by DOS was 8,505,621. These changes in the number of registered voters are normal, since voter 
registration totals change daily due to the ongoing addition and maintenance of records.  
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Appendix F HAVA Funds Received by Pennsylvania 
 
The United States Election Assistance Commission (EAC) and the United States General 
Services Administration (GSA), acting on EAC’s behalf, awarded three non-discretionary grants, 
based on a predetermined formula, to states to financially help implement the requirements of the 
Help American Vote Act of 2002 (HAVA).155 The following sections briefly explain these grants 
and show the breakdown of the $160.5 million of HAVA funds received and the amounts 
expended by Pennsylvania as of September 30, 2018. 
 
 
Section 101: Payments to States for Activities to Improve Administration of Elections 
 
Section 101 funds were provided to states for activities to improve the administration of federal 
elections and could be used for various purposes, such as voter education, development of the 
state plan, and training. GSA distributed a total of $349 million in Section 101 funds to states 
between April 2003 and August 2003.156 These funds were required to be deposited in interest-
bearing state election accounts and had no restrictions on when they could be expended by the 
states once obligated at the federal level. Pennsylvania received $11,323,168 in Section 101 
funds and expended the funds and interest earned through state fiscal year ended June 30, 2013, 
as shown in the following table:

                                                           
155 EAC also administered three discretionary grant programs (Election Data Collection, College Poll Workers, and 
Mock Elections) that were awarded through a competitive process, and the United States Department of Health and 
Human Services administered a grant program to increase the accessibility of polling locations to disabled persons. 
These other grants were not included in this summary. Source: U.S. Election Assistance Commission, Strengthening 
the Electoral System One Grant at a Time: A Retrospective of Grants Awarded by EAC April 2003 – December 
2010, <https://www.eac.gov/assets/1/6/FY2010_Grants_Report_FINAL.pdf> (accessed July 12, 2019). 
156 Ibid. 
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State Fiscal 
Year 

Grant 
Expenditures 

Interest 
Expenditures 

Total 
Expenditures 

2002 $     115,738 - $     115,738 
2003 $  6,708,787 - $  6,708,787 
2004 $  (345,881) - $  (345,881) 
2005 $  2,119,419 - $  2,119,419 
2006 $  1,644,302 - $  1,644,302 
2007 $     493,544 - $     493,544 
2008 $     540,638 - $     540,638 
2009 $     433,052 - $     433,052 
2010 $     142,912 $    235,476 $     378,388 
2011 $  (711,851) $    817,782 $     105,931 
2012 $     182,498 $    156,541 $     339,039 
2013 $              10 $      91,693 $       91,703 
Total $11,323,168 $ 1,301,492 $12,624,660 

Source: Produced by the Department of the Auditor General staff from the 
Commonwealth’s SAP accounting system report, “Detail Grant Line Items 
by FM Posting Date.” 

 
 
Section 102: Payments to States for Election Administration Improvements and 
Replacement of Punch Card and Lever Voting Machines 
 
Section 102 funds were required to be used to replace any punch card or lever voting systems. 
GSA distributed a total of $300 million in Section 102 funds to states in federal fiscal year (FFY) 
2003.157 The deadline for states to have replaced its machines was originally November 2, 2004, 
however, states could file for subsequent extensions which ultimately expired on the date of the 
first federal election held after November 1, 2010.158 States with unobligated funds after the 
deadline were required by HAVA to return the balance of funds to EAC for redistribution to all 
states in the form of Section 251 payments. Pennsylvania received $22,897,794 in Section 102 
funds and expended the funds and interest earned through state fiscal year ended June 30, 2011, 
as shown in the following table:

                                                           
157 The federal fiscal year is October 1 through September 30. 
158 Ibid. 
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State Fiscal 
Year 

Grant 
Expenditures 

Interest 
Expenditures 

Total 
Expenditures 

2005 $ 10,658,762 - $ 10,658,762 
2006 $   9,475,847 - $   9,475,847 
2007 $   1,370,102 - $   1,370,102 
2008 $      933,803 - $      933,803 
2009 $   2,551,075 - $   2,551,075 
2010 $(2,169,751) $ 4,002,558 $   1,832,807 
2011 $        77,956 $    261,616 $      339,572 
Total $ 22,897,794 $ 4,264,174 $ 27,161,968 

Source: Produced by the Department of the Auditor General staff from the 
Commonwealth’s SAP accounting system report, “Detail Grant Line Items 
by FM Posting Date.” 

 
 
Section 251: Requirements Payments 
 
Section 251 funds were required to be used to procure voting systems that comply with the new 
standards of HAVA, develop and implement a computerized statewide voter registration list, and 
other specific improvements. EAC disbursed a total of $2.6 billion in requirements payments in 
FFY 2003, 2004, 2008, 2009, 2010, and 2011. Section 251 funds and interest earned on deposits 
of Section 251 funds had no fiscal year limitation at the state level once obligated at the federal 
level.159 Pennsylvania received a total of $112,821,809 in Section 251 funds. The following table 
shows the amount of funds received by Pennsylvania by FFY. As of September 30, 2018, 
Pennsylvania earned $16.8 million in interest and had total expenditures of $126.7 million, 
leaving a balance of $2.9 million in unspent funds.160  

                                                           
159 Ibid. 
160 The U.S. Election Assistance Commission, Grant Expenditure Report Fiscal Year 2018, dated April 4, 2019, 
<https://www.eac.gov/assets/1/6/FY2018HAVAGrantsExpenditureReport.pdf> (accessed July 12, 2019). 
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Federal 
Fiscal Year 

Date 
Received 

Amount 
Received 

2003 06/17/2004 $   35,992,863 
2004 06/17/2004 $   64,585,966 
2008 01/06/2009 $     4,919,086 
2009 02/01/2010 $     4,277,466 
2010 09/24/2010 $     2,994,226 
2011 03/16/2012 $          52,202 
Total  $ 112,821,809 

Source: Produced by the Department of the Auditor 
General staff from the EAC website 
<https://www.eac.gov/payments-and-grants/managing-
requirements-payments/> (accessed July 12, 2019). 

 
In March 2018, the United States Congress provided states an additional $380 million of Section 
251 funding through the Omnibus Appropriations Act of 2018. States could begin spending 
funds once they received their notice of grant award on April 17, 2018. As of September 30, 
2018, Pennsylvania received $13,476,156 in grant funds, earned interest totaling $24,077, and 
had yet to expend the funds.161 Pennsylvania plans to replace voting equipment that is reaching 
the end of its usable life with new equipment that has a voter verifiable paper audit trail.162  
 
 

                                                           
161 The U.S. Election Assistance Commission, Grant Expenditure Report Fiscal Year 2018, dated April 4, 2019. 
<https://www.eac.gov/assets/1/6/FY2018HAVAGrantsExpenditureReport.pdf> (accessed July 12, 2019). 
162 Ibid. 
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Appendix G Description of Data Used in the Audit 
 
The table below shows the number of records included in the Voter Table data obtained for this 
audit as of October 9, 2018. This table differs from the numbers included in Appendix E, which 
shows the number of registered voters by party, by county certified as of the November 6, 2018, 
election.  
 

Status of Voter Records in the Voter Table 
as of October 9, 2018 

Number of 
Records Voter Status  
7,693,493 Activea/ 

874,207 Inactiveb/ 
8,567,700 Subtotal – Eligible to Vote  

7,789 Holdc/ 
16 Blankd/ 

7,495,963 Cancellede/ 

16,071,468 Total number of records in the voter table from the Statewide Uniform 
Registry of Electors (SURE) Database as of October 9, 2018 

a/ An active voter is a person who is fully registered to vote. 
b/ An inactive voter is a person who is fully registered to vote but has not voted in at least five years, nor has had 
certain types of communication with their county election office. An inactive voter can vote once they complete 
an affidavit attesting to their eligibility to vote at that polling place. 
c/ A voter’s registration can be placed on hold for several reasons, including imprisonment. 

d/ No status was included in the status field.  
e/ A voter whose registration has been cancelled will no longer be printed in the poll book and will not be able to 
vote until they re-register. 

Source: This table was compiled by the staff of the Department of the Auditor General from data received from the 
Department of State that was extracted from the SURE system. 
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Appendix H SURE Survey 
 
As part of our audit procedures, the following survey was sent on September 24, 2018, to the 
County Election Office Director in each of Pennsylvania’s 67 counties. We requested that each 
director respond to the survey questions in order to assist us in gaining a comprehensive 
understanding of the Statewide Uniform Registry of Electors (SURE). 
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Appendix I Distribution List 
 
This report was distributed to the following Commonwealth officials: 
 

The Honorable Tom Wolf 
Governor 

 
The Honorable Kathy Boockvar 
Secretary of the Commonwealth 
Pennsylvania Department of State 
 
The Honorable Jonathan Marks 
Deputy Secretary for Elections 
and Commissions 
Pennsylvania Department of State 
 
Mr. Timothy E. Gates 
Chief Counsel 
Pennsylvania Department of State 
 
The Honorable John MacMillan 
Deputy Secretary for Information 
Technology and Chief Information 
Officer 
Office of Administration 
 
The Honorable Garth Everett 
Majority Chair 
House State Government Committee 
 
The Honorable Kevin Boyle 
Democratic Chair 
House State Government Committee 
 
The Honorable Kristin Hill 
Vice-Majority Chair 
Senate State Government Committee 
 
 

The Honorable Michaele Totino 
Majority Executive Director 
Senate State Government Committee 
 
The Honorable Anthony Williams 
Democratic Chair 
Senate State Government Committee 
 
The Honorable Jen Swails  
Secretary of the Budget 
Office of the Budget 
 
The Honorable Joseph M. Torsella 
State Treasurer 
Pennsylvania Treasury Department 
 
The Honorable Josh Shapiro 
Attorney General  
Office of the Attorney General  
 
The Honorable Michael Newsome  
Secretary of Administration  
Office of Administration 
 
Mr. William Canfield  
Director  
Bureau of Audits  
Office of Comptroller Operations 
 
Ms. Mary Spila 
Collections/Cataloging 
State Library of Pennsylvania
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This report is a matter of public record and is available online at www.PaAuditor.gov. Media 
questions about the report can be directed to the Pennsylvania Department of the Auditor 
General, Office of Communications, 229 Finance Building, Harrisburg, PA 17120; via email to: 
News@PaAuditor.gov. 
 



 
 
 
 
 
 
 

EXHIBIT 2 
  



� � � � � � � � &RQWUDFW�1XPEHU�������������
�

&2175$&7�
)25�

67$7(:,'(�81,)250�5(*,675<�2)�(/(&7256��685(��6<67(0�
�

� 7+,6� &2175$&7� IRU� WKH� SURYLVLRQ� RI� 6WDWHZLGH� 8QLIRUP� 5HJLVWU\� RI� (OHFWRUV�
�685(�� 6\VWHP� ��&RQWUDFW��� LV� HQWHUHG� LQWR� E\� DQG� EHWZHHQ� WKH� &RPPRQZHDOWK� RI�
3HQQV\OYDQLD��DFWLQJ�WKURXJK�WKH�'HSDUWPHQW�RI�6WDWH��DQG�%3UR��,QF���“Contractor”).��
�
� :+(5($6��WKH�'HSDUWPHQW�RI�*HQHUDO�6HUYLFHV��'*6��LVVXHG�D�5HTXHVW�)RU�3URSRVDOV�
IRU� WKH� SURYLVLRQ� RI� 6WDWHZLGH� 8QLIRUP� 5HJLVWU\� RI� (OHFWRUV� �685(�� 6\VWHP� IRU� WKH�
&RPPRQZHDOWK��5)3�1R�������������(“RFP”); and�
�
� :+(5($6��&RQWUDFWRU�VXEPLWWHG�D�SURSRVDO�LQ�UHVSRQVH�WR�WKH�5)3��DQG�
�

:+(5($6, Contractor’s proposal was selected for the Best and Final Offer (“BAFO”) 
SKDVH�RI�WKH�5)3�SURFHVV��DQG��
�

:+(5($6��LQ�UHVSRQVH�WR�WKH�'*6�%$)2�UHTXHVW��&RQWUDFWRU�VXEPLWWHG�D�%$)2�&RVW�
6XEPLWWDO��DQG�
�

:+(5($6, DGS determined that Contractor’s proposal, as revised by its )LQDO�
1HJRWLDWHG�&RVW�6XEPLWWDO��ZDV� WKH�PRVW�DGYDQWDJHRXV� WR� WKH�&RPPRQZHDOWK�DIWHU� WDNLQJ� LQWR�
FRQVLGHUDWLRQ�DOO�RI�WKH�HYDOXDWLRQ�IDFWRUV�VHW�IRUWK�LQ�WKH�5)3�DQG�VHOHFWHG�&RQWUDFWRU�IRU�FRQWUDFW�
QHJRWLDWLRQV��DQG��

�
:+(5($6��'HSDUWPHQW�RI�6WDWH�DQG�&RQWUDFWRU�KDYH�QHJRWLDWHG�WKLV�&RQWUDFW�DV�WKHLU�

ILQDO� DQG� HQWLUH� DJUHHPHQW� LQ� UHJDUG� WR� SURYLGLQJ� 6WDWHZLGH� 8QLIRUP� 5HJLVWU\� RI� (OHFWRUV�
�685(��6\VWHP�WR�WKH�&RPPRQZHDOWK��
�
� 12:�7+(5()25(��LQWHQGLQJ�WR�EH�OHJDOO\�ERXQG�KHUHE\��'HSDUWPHQW�RI�6WDWH�DQG�
&RQWUDFWRU�DJUHH�DV�IROORZV��
�

��� &RQWUDFWRU� VKDOO�� LQ� DFFRUGDQFH� ZLWK� WKH� WHUPV� DQG� FRQGLWLRQV� RI� WKLV� &RQWUDFW��
SURYLGH�6WDWHZLGH�8QLIRUP�5HJLVWU\�RI�(OHFWRUV��685(��6\VWHP�DV�PRUH�IXOO\�
GHILQHG�LQ�WKH�5)3��WR�WKH�&RPPRQZHDOWK��

�
��� &RQWUDFWRU�DJUHHV�WR�SURYLGH�WKH�6WDWHZLGH�8QLIRUP�5HJLVWU\�RI�(OHFWRUV��685(��

6\VWHP�OLVWHG�LQ�LWV�)LQDO�1HJRWLDWHG�&RVW�6XEPLWWDO��ZKLFK�LV�DWWDFKHG�KHUHWR�DV�
([KLELW�&�DQG�PDGH�D�SDUW�KHUHRI��DW�WKH�SULFHV�OLVWHG�IRU�WKRVH�LWHPV�LQ�([KLELW�&��

�
��� 7KH� &RQWUDFWRU� VKDOO� PHHW� DQG� PDLQWDLQ� WKH� FRPPLWPHQWV� WR� VPDOO� GLYHUVH�

EXVLQHVVHV�PDGH� LQ� LWV�)LQDO�%$)2�6PDOO�'LYHUVH�%XVLQHVV�DQG�6PDOO�%XVLQHVV�
6XEPLWWDO��ZKLFK�LV�DWWDFKHG�KHUHWR�DV�([KLELW�'�DQG�PDGH�D�SDUW�RI�WKLV�&RQWUDFW���
7KH� &RQWUDFWRU� VKDOO� VXEPLW� DQ\� SURSRVHG� FKDQJH� WR� D� VPDOO� GLYHUVH� EXVLQHVV�



commitment to the Department of General Services’ Bureau of Diversity Inclusion 
and Small Business Opportunities (“BDISBO”), which will make a 
recommendation as to a course of action to the Agency’s Contracting�2IILFHU���7KH�
Contractor shall complete the Prime Contractor’s Quarterly Utilization Report and 
VXEPLW�LW�WR�WKH�&RQWUDFWLQJ�2IILFHU�DQG�%',6%2�ZLWKLQ����ZRUNGD\V�DW�WKH�HQG�RI�
HDFK�FDOHQGDU�TXDUWHU�WKDW�WKH�&RQWUDFW�LV�LQ�HIIHFW��

�
�
��� 7KLV�&RQWUDFW�LV�FRPSULVHG�RI�WKH�IROORZLQJ�GRFXPHQWV��ZKLFK�DUH�OLVWHG�LQ�RUGHU�

RI�SUHFHGHQFH�LQ�WKH�HYHQW�RI�D�FRQIOLFW�EHWZHHQ�WKHVH�GRFXPHQWV��
�
� D�� 7KH�&RQWUDFW�GRFXPHQW�FRQWDLQHG�KHUHLQ��
�
� E�� 7KH�QHJRWLDWHG�&RQWUDFW�7HUPV�DQG�&RQGLWLRQV��ZKLFK�DUH�DWWDFKHG�KHUHWR�

DV�([KLELW�$�DQG�PDGH�SDUW�RI�WKLV�&RQWUDFW�� ��
�
� F��� 7KH� )LQDO� 1HJRWLDWHG� 7HFKQLFDO� 3URSRVDO� 'RFXPHQWV� DQG� &ODULILFDWLRQV��

ZKLFK�LV�DWWDFKHG�KHUHWR�DV�([KLELW�%�DQG��ZLWK�DQ\�UHIHUHQFHG�$WWDFKPHQWV��PDGH�
SDUW�RI�WKLV�&RQWUDFW��

�
� G�� The Contractor’s )LQDO�1HJRWLDWHG�&RVW�6XEPLWWDO�ZKLFK�LV�DWWDFKHG�KHUHWR�

DV�([KLELW�&�DQG�PDGH�D�SDUW�KHUHRI��
�
� H�� The Contractor’s )LQDO� %$)2� 6PDOO� 'LYHUVH� %XVLQHVV� 3DUWLFLSDWLRQ�

6XEPLWWDO��ZKLFK�LV�DWWDFKHG�KHUHWR�DV�([KLELW�'�DQG�PDGH�D�SDUW�KHUHRI��
�

I�� 7KH�5)3��LQFOXGLQJ�DOO�RI�WKH�UHIHUHQFHG�$SSHQGLFHV�DQG�DV�UHYLVHG�E\�DOO�
$GGHQGD� LVVXHG� WKHUHWR��ZKLFK� LV� DWWDFKHG�KHUHWR� DV�([KLELW� (� DQG�PDGH� D� SDUW�
KHUHRI��

�
� J�� The Contractor’s Technical Submittal, which is attached hereto as Exhibit 

)�DQG�PDGH�D�SDUW�KHUHRI��
�

�
>7+(�5(0$,1'(5�2)�7+,6�3$*(�,6�,17(17,21$//<�/()7�%/$1.@�

�



,1�:,71(66�:+(5(2)��WKH�SDUWLHV�KDYH�VLJQHG�WKLV�&RQWUDFW�EHORZ���([HFXWLRQ�E\�
WKH�&RPPRQZHDOWK�LV�GHVFULEHG�LQ�WKH�&RQWUDFW�7HUPV�DQG�&RQGLWLRQV��

�
�
:LWQHVV�� � � � � � &2175$&725��
� � � � � � ����
�

%\�BB B�� � %\� BBBBBBBBBBBBB�
� 9LFH�3UHVLGHQW�� � � � � 3UHVLGHQW�
�
BB$EEH\�&DPSHD��������������BBBB�� � BB%UDQGRQ�&DPSHD�������������BBBBBBBB�
3ULQWHG�1DPH�'DWH� � � � � 3ULQWHG�1DPH�'DWH�
�

� � � � � � � BBϰϲͲϬϰϰϲϭϭϯͺͺͺͺͺͺͺͺͺͺͺBBBBBBBBBBBBB�

� � � � � � � )HGHUDO�,�'��1XPEHU�
�
�
� � � � � � &20021:($/7+�2)�3(116</9$1,$�

� � � � 'HSDUWPHQW�RI�6WDWH�
�
�

� � %\�B�7R�EH�REWDLQHG�HOHFWURQLFDOO\BBBBBB�
� � � � � � ������$JHQF\�+HDG�'HVLJQHH�������������'DWH�
� ������������������������������������������������������������������7LWOH� � � �
�
$33529('�$6�72�)250�$1'�/(*$/,7<��
�
�
7R�EH�REWDLQHG�HOHFWURQLFDOO\BBBBBBB� � ������������7R�EH�REWDLQHG�HOHFWURQLFDOO\���
2IILFH�RI�&KLHI�&RXQVHO� 'DWH� � � � 2IILFH�RI�*HQHUDO�&RXQVHO� 'DWH�
�
�
7R�EH�REWDLQHG�HOHFWURQLFDOO\BBBBBBB�
2IILFH�RI�$WWRUQH\�*HQHUDO� 'DWH� � � �
�
�
$33529('��
�
�
7R�EH�REWDLQHG�HOHFWURQLFDOO\BBBBBBB�



&RPSWUROOHU� � � 'DWH�
�
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(;+,%,7�$�
�

&RQWUDFW�7HUPV�DQG�&RQGLWLRQV�
�
��� '(),1,7,216��
�

�D�� $JHQF\�� � 7KH� GHSDUWPHQW�� ERDUG�� FRPPLVVLRQ� RU� RWKHU� DJHQF\� RI� WKH�
&RPPRQZHDOWK�RI�3HQQV\OYDQLD�OLVWHG�DV�WKH�3XUFKDVLQJ�$JHQF\���,I�D�&267$56�
HQWLW\�RU�H[WHUQDO�SURFXUHPHQW�DFWLYLW\�KDV�LVVXHG�DQ�RUGHU�DJDLQVW� WKLV�&RQWUDFW��
WKDW�HQWLW\�VKDOO�DOVR�EH�LGHQWLILHG�DV�³$JHQF\�´�

�
�E�� &RPPRQZHDOWK���7KH�&RPPRQZHDOWK�RI�3HQQV\OYDQLD��

�
�F�� &RQWUDFW�� � 7KH� LQWHJUDWHG� GRFXPHQWV� DV� GHILQHG� LQ� 6HFWLRQ� ���� 2UGHU� RI�

3UHFHGHQFH��
�

�G�� &RQWUDFWLQJ�2IILFHU�� � 7KH� SHUVRQ� DXWKRUL]HG� WR� DGPLQLVWHU� WKLV� &RQWUDFW� IRU� WKH�
&RPPRQZHDOWK�DQG�WR�PDNH�ZULWWHQ�GHWHUPLQDWLRQV�ZLWK�UHVSHFW�WR�WKH�&RQWUDFW��

�
�H�� 'DWD���$Q\�UHFRUGHG�LQIRUPDWLRQ��UHJDUGOHVV�RI�WKH�IRUP��WKH�PHGLD�RQ�ZKLFK�LW�LV�

UHFRUGHG�RU�WKH�PHWKRG�RI�UHFRUGLQJ��
�

�I�� 'D\V���&DOHQGDU�GD\V��XQOHVV�VSHFLILFDOO\�LQGLFDWHG�RWKHUZLVH��
�

�J�� 'HYHORSHG�:RUNV���$OO�RI�WKH�IXOO\�RU�SDUWLDOO\�FRPSOHWH�SURSHUW\��ZKHWKHU�WDQJLEOH�
RU�LQWDQJLEOH�SUHSDUHG�E\�WKH�&RQWUDFWRU�IRU�RZQHUVKLS�E\�WKH�&RPPRQZHDOWK�LQ�
IXOILOOPHQW� RI� WKH� UHTXLUHPHQWV� RI� WKLV� &RQWUDFW�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR���
GRFXPHQWV�� VNHWFKHV�� GUDZLQJV�� GHVLJQV��ZRUNV�� SDSHUV�� ILOHV�� UHSRUWV�� FRPSXWHU�
SURJUDPV�� GRFXPHQWDWLRQ�� GDWD�� UHFRUGV�� VRIWZDUH�� VDPSOHV�� OLWHUDU\� ZRUNV� DQG�
RWKHU�ZRUNV� RI� DXWKRUVKLS�� �'HYHORSHG�:RUNV� LQFOXGH� DOO�PDWHULDO� QHFHVVDU\� WR�
H[HUFLVH� DOO� DWWULEXWHV� RI� RZQHUVKLS� RU� RI� WKH� OLFHQVH� JUDQWHG� LQ� 6HFWLRQ� ����
2ZQHUVKLS�RI�'HYHORSHG�:RUNV��

�
�K�� 'RFXPHQWDWLRQ���$OO�PDWHULDOV�UHTXLUHG�WR�VXSSRUW�DQG�FRQYH\�LQIRUPDWLRQ�DERXW�

WKH�6HUYLFHV�RU�6XSSOLHV� UHTXLUHG�E\� WKLV�&RQWUDFW�� LQFOXGLQJ��EXW�QRW� OLPLWHG� WR���
ZULWWHQ�UHSRUWV�DQG�DQDO\VHV��GLDJUDPV�PDSV��ORJLFDO�DQG�SK\VLFDO�GHVLJQV��V\VWHP�
GHVLJQV��FRPSXWHU�SURJUDPV��IORZ�FKDUWV��DQG�GLVNV�DQG�RU�RWKHU�PDFKLQH�UHDGDEOH�
VWRUDJH�PHGLD��

�
�L�� ([SLUDWLRQ�'DWH���7KH�ODVW�YDOLG�GDWH�RI�WKH�&RQWUDFW��DV�LQGLFDWHG�LQ�WKH�&RQWUDFW�

GRFXPHQWV�WR�ZKLFK�WKHVH�,7�&RQWUDFW�7HUPV�DQG�&RQGLWLRQV�DUH�DWWDFKHG��
�

�M�� 3XUFKDVH� 2UGHU�� � :ULWWHQ� DXWKRUL]DWLRQ� IRU� &RQWUDFWRU� WR� SURFHHG� WR� IXUQLVK�
6XSSOLHV�RU�6HUYLFHV��

�
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�N�� 3URSRVDO���&RQWUDFWRU¶V�UHVSRQVH�WR�D�6ROLFLWDWLRQ�LVVXHG�E\�WKH�,VVXLQJ�$JHQF\��DV�
DFFHSWHG�E\�WKH�&RPPRQZHDOWK��

�
�O�� 6HUYLFHV���$OO�&RQWUDFWRU�DFWLYLW\�QHFHVVDU\�WR�VDWLVI\�WKH�&RQWUDFW��

�
�P�� 6RIWZDUH���$�FROOHFWLRQ�RI�RQH�RU�PRUH�SURJUDPV��GDWDEDVHV�RU�PLFURSURJUDPV�IL[HG�

LQ�DQ\� WDQJLEOH�PHGLXP�RI�H[SUHVVLRQ� WKDW� FRPSULVHV�D� VHTXHQFH�RI� LQVWUXFWLRQV�
�VRXUFH�FRGH��WR�FDUU\�RXW�D�SURFHVV�LQ��RU�FRQYHUWLEOH�LQWR��D�IRUP�H[HFXWDEOH�E\�DQ�
HOHFWURQLF�FRPSXWHU��REMHFW�FRGH���

�
�Q�� 6ROLFLWDWLRQ�� �$� GRFXPHQW� LVVXHG� E\� WKH�&RPPRQZHDOWK� WR� SURFXUH� 6HUYLFHV� RU�

6XSSOLHV�� H�J��� 5HTXHVW� IRU� 3URSRVDO�� 5HTXHVW� IRU� 4XRWDWLRQ�� 6XSSOLHU� 3ULFLQJ�
5HTXHVW��RU�,QYLWDWLRQ�IRU�%LG��LQFOXGLQJ�DOO�DWWDFKPHQWV�DQG�DGGHQGD�WKHUHWR��

�
�R�� 6XSSOLHV�� � $OO� WDQJLEOH� DQG� LQWDQJLEOH� SURSHUW\� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR��

PDWHULDOV�DQG�HTXLSPHQW�SURYLGHG�E\�WKH�&RQWUDFWRU�WR�VDWLVI\�WKH�&RQWUDFW��
�
��� 7(50�2)�&2175$&7��
�

�D�� 7HUP���7KH�WHUP�RI�WKH�&RQWUDFW�VKDOO�FRPPHQFH�RQ�WKH�(IIHFWLYH�'DWH�DQG�VKDOO�
HQG�RQ�WKH�([SLUDWLRQ�'DWH�LGHQWLILHG�LQ�WKH�&RQWUDFW��VXEMHFW�WR�WKH�RWKHU�SURYLVLRQV�
RI�WKH�&RQWUDFW��

�
�E�� (IIHFWLYH�'DWH���7KH�(IIHFWLYH�'DWH�VKDOO�EH�RQH�RI�WKH�IROORZLQJ��

�
� WKH� GDWH� WKH�&RQWUDFW� KDV� EHHQ� IXOO\� H[HFXWHG� E\� WKH�&RQWUDFWRU� DQG� DOO�

DSSURYDOV� UHTXLUHG� E\�&RPPRQZHDOWK� FRQWUDFWLQJ� SURFHGXUHV� KDYH� EHHQ�
REWDLQHG��RU�

�
� WKH�GDWH�VWDWHG�LQ�WKH�&RQWUDFW��ZKLFKHYHU�LV�ODWHU��

�
��� &200(1&(0(17�2)�3(5)250$1&(��
�

�D�� *HQHUDO���7KH�&RQWUDFWRU�VKDOO�QRW�FRPPHQFH�SHUIRUPDQFH�DQG�WKH�&RPPRQZHDOWK�
VKDOO�QRW�EH�OLDEOH�WR�SD\�WKH�&RQWUDFWRU�IRU�DQ\�VXSSO\�IXUQLVKHG�RU�ZRUN�SHUIRUPHG�
RU�H[SHQVHV�LQFXUUHG��XQWLO�ERWK�RI�WKH�IROORZLQJ�KDYH�RFFXUUHG��

�
� WKH�(IIHFWLYH�'DWH�KDV�RFFXUUHG��DQG�

�
� WKH� &RQWUDFWRU� KDV� UHFHLYHG� D� 3XUFKDVH�2UGHU� RU� RWKHU� ZULWWHQ� QRWLFH� WR�

SURFHHG�VLJQHG�E\�WKH�&RQWUDFWLQJ�2IILFHU��
�

�E�� 3URKLELWLRQ�3ULRU�WR�(IIHFWLYH�'DWH���1R�&RPPRQZHDOWK�HPSOR\HH�KDV�WKH�DXWKRULW\�
WR� YHUEDOO\� GLUHFW� WKH� FRPPHQFHPHQW� RI� DQ\� 6HUYLFH� RU� GHOLYHU\� RI� DQ\� 6XSSO\�
XQGHU�WKLV�&RQWUDFW�SULRU�WR�WKH�GDWH�SHUIRUPDQFH�PD\�FRPPHQFH���7KH�&RQWUDFWRU�



��
�

�

3DJH���RI����

KHUHE\�ZDLYHV�DQ\�FODLP�RU�FDXVH�RI�DFWLRQ�IRU�DQ\�6HUYLFH�SHUIRUPHG�RU�6XSSO\�
GHOLYHUHG�SULRU�WR�WKH�GDWH�SHUIRUPDQFH�PD\�FRPPHQFH��

�
��� (;7(16,21�2)�&2175$&7�7(50��
�

7KH�&RPPRQZHDOWK�UHVHUYHV�WKH�ULJKW��XSRQ�QRWLFH�WR�WKH�&RQWUDFWRU��WR�H[WHQG�WKH�WHUP�RI�
WKH�&RQWUDFW�IRU�XS�WR�WKUHH�����PRQWKV�XSRQ�WKH�VDPH�WHUPV�DQG�FRQGLWLRQV��

�
��� (/(&7521,&�6,*1$785(6��
�

�D�� 7KH� &RQWUDFW� DQG�RU� 3XUFKDVH� 2UGHUV� PD\� EH� HOHFWURQLFDOO\� VLJQHG� E\� WKH�
&RPPRQZHDOWK��

�
� &RQWUDFW���³)XOO\�([HFXWHG´�DW�WKH�WRS�RI�WKH�ILUVW�SDJH�RI�WKH�&RQWUDFW�RXWSXW�

LQGLFDWHV� WKDW� WKH� VLJQDWXUHV� RI� DOO� WKH� LQGLYLGXDOV� UHTXLUHG� WR� ELQG� WKH�
&RPPRQZHDOWK� WR� WKH� WHUPV�RI� WKH�&RQWUDFW� KDYH� EHHQ� REWDLQHG�� � ,I� WKH�
&RQWUDFW�RXWSXW�IRUP�GRHV�QRW�KDYH�³)XOO\�([HFXWHG´�DW�WKH�WRS�RI�WKH�ILUVW�
SDJH��WKH�&RQWUDFW�KDV�QRW�EHHQ�IXOO\�H[HFXWHG��

�
� 3XUFKDVH�2UGHUV���7KH�HOHFWURQLFDOO\�SULQWHG�QDPH�RI�WKH�3XUFKDVLQJ�$JHQW�

RQ� WKH� 3XUFKDVH� 2UGHU� LQGLFDWHV� WKDW� DOO� DSSURYDOV� UHTXLUHG� E\�
&RPPRQZHDOWK�FRQWUDFWLQJ�SURFHGXUHV�KDYH�EHHQ�REWDLQHG��

�
�E�� 7KH�&RPPRQZHDOWK�DQG�WKH�&RQWUDFWRU�VSHFLILFDOO\�DJUHH�DV�IROORZV��

�
� :ULWWHQ�VLJQDWXUH�QRW�UHTXLUHG���1R�KDQGZULWWHQ�VLJQDWXUH�VKDOO�EH�UHTXLUHG�

LQ�RUGHU�IRU�WKH�&RQWUDFW�RU�3XUFKDVH�2UGHU�WR�EH�OHJDOO\�HQIRUFHDEOH��
�

� 9DOLGLW\��DGPLVVLELOLW\���7KH�SDUWLHV�DJUHH�WKDW�QR�ZULWLQJ�VKDOO�EH�UHTXLUHG�
LQ� RUGHU� WR� PDNH� WKH� &RQWUDFW� RU� 3XUFKDVH� 2UGHU� OHJDOO\� ELQGLQJ��
QRWZLWKVWDQGLQJ�FRQWUDU\�UHTXLUHPHQWV�LQ�DQ\�ODZ�RU�UHJXODWLRQ���7KH�SDUWLHV�
KHUHE\�DJUHH�QRW� WR� FRQWHVW� WKH�YDOLGLW\�RU� HQIRUFHDELOLW\�RI� WKH�&RQWUDFW�
H[HFXWHG�HOHFWURQLFDOO\�� RU�DFNQRZOHGJHPHQW� LVVXHG�HOHFWURQLFDOO\��XQGHU�
WKH�SURYLVLRQV�RI�D�VWDWXWH�RI�IUDXGV�RU�DQ\�RWKHU�DSSOLFDEOH�ODZ�UHODWLQJ�WR�
ZKHWKHU� FHUWDLQ� DJUHHPHQWV�EH� LQ�ZULWLQJ� DQG� VLJQHG�E\� WKH�SDUW\�ERXQG�
WKHUHE\�� �$Q\�JHQXLQH�&RQWUDFW� RU� DFNQRZOHGJHPHQW� H[HFXWHG�RU� LVVXHG�
HOHFWURQLFDOO\��LI�LQWURGXFHG�DV�HYLGHQFH�RQ�SDSHU�LQ�DQ\�MXGLFLDO��DUELWUDWLRQ��
PHGLDWLRQ��RU�DGPLQLVWUDWLYH�SURFHHGLQJV��ZLOO�EH�DGPLVVLEOH�DV�EHWZHHQ�WKH�
SDUWLHV�WR�WKH�VDPH�H[WHQW�DQG�XQGHU�WKH�VDPH�FRQGLWLRQV�DV�RWKHU�EXVLQHVV�
UHFRUGV�RULJLQDWHG�DQG�PDLQWDLQHG�LQ�GRFXPHQWDU\�IRUP���1HLWKHU�SDUW\�VKDOO�
FRQWHVW� WKH� DGPLVVLELOLW\� RI� FRSLHV� RI� D� JHQXLQH� &RQWUDFW� RU�
DFNQRZOHGJHPHQWV� XQGHU� HLWKHU� WKH� EXVLQHVV� UHFRUGV� H[FHSWLRQ� WR� WKH�
KHDUVD\� UXOH� RU� WKH� EHVW� HYLGHQFH� UXOH� RQ� WKH� EDVLV� WKDW� WKH� &RQWUDFW� RU�
DFNQRZOHGJHPHQW�ZHUH�QRW�LQ�ZULWLQJ�RU�VLJQHG�E\�WKH�SDUWLHV���$�&RQWUDFW�
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RU�DFNQRZOHGJPHQW�VKDOO�EH�GHHPHG�WR�EH�JHQXLQH�IRU�DOO�SXUSRVHV�LI�LW�LV�
WUDQVPLWWHG�WR�WKH�ORFDWLRQ�GHVLJQDWHG�IRU�VXFK�GRFXPHQWV��

�
�F�� 9HULILFDWLRQ���(DFK�SDUW\�ZLOO�LPPHGLDWHO\�WDNH�VWHSV�WR�YHULI\�DQ\�GRFXPHQW�WKDW�

DSSHDUV�WR�EH�REYLRXVO\�JDUEOHG�LQ�WUDQVPLVVLRQ�RU�LPSURSHUO\�IRUPDWWHG�WR�LQFOXGH�
UH�WUDQVPLVVLRQ�RI�DQ\�VXFK�GRFXPHQW�LI�QHFHVVDU\��

�
��� 385&+$6(�25'(56��
�

�D�� 3XUFKDVH� 2UGHUV�� � 7KH� &RPPRQZHDOWK� PD\� LVVXH� 3XUFKDVH� 2UGHUV� DJDLQVW� WKH�
&RQWUDFW� RU� LVVXH� D� 3XUFKDVH� 2UGHU� DV� WKH� &RQWUDFW�� � 7KHVH� 3XUFKDVH� 2UGHUV�
FRQVWLWXWH� WKH� &RQWUDFWRU¶V� DXWKRULW\� WR� PDNH� GHOLYHU\�� � $OO� 3XUFKDVH� 2UGHUV�
UHFHLYHG�E\�WKH�&RQWUDFWRU�XS�WR��DQG�LQFOXGLQJ��WKH�([SLUDWLRQ�'DWH�RI�WKH�&RQWUDFW�
DUH� DFFHSWDEOH� DQG�PXVW� EH� SHUIRUPHG� LQ� DFFRUGDQFH� ZLWK� WKH� &RQWUDFW�� � (DFK�
3XUFKDVH�2UGHU�ZLOO�EH�GHHPHG�WR�LQFRUSRUDWH�WKH�WHUPV�DQG�FRQGLWLRQV�VHW�IRUWK�LQ�
WKH�&RQWUDFW��

�
�E�� (OHFWURQLF�WUDQVPLVVLRQ���3XUFKDVH�2UGHUV�PD\�EH�LVVXHG�HOHFWURQLFDOO\�RU�WKURXJK�

IDFVLPLOH�HTXLSPHQW���7KH�HOHFWURQLF�WUDQVPLVVLRQ�RI�D�3XUFKDVH�2UGHU�VKDOO�UHTXLUH�
DFNQRZOHGJHPHQW�RI�UHFHLSW�RI�WKH�WUDQVPLVVLRQ�E\�WKH�&RQWUDFWRU��

�
�F�� 5HFHLSW���5HFHLSW�RI�WKH�HOHFWURQLF�RU�IDFVLPLOH�WUDQVPLVVLRQ�RI�WKH�3XUFKDVH�2UGHU�

VKDOO�FRQVWLWXWH�UHFHLSW�RI�D�3XUFKDVH�2UGHU��
�

�G�� 5HFHLYHG�QH[W�EXVLQHVV�GD\���3XUFKDVH�2UGHUV�UHFHLYHG�E\�WKH�&RQWUDFWRU�DIWHU���
S�P��ZLOO�EH�FRQVLGHUHG�UHFHLYHG�WKH�IROORZLQJ�EXVLQHVV�GD\��

�
�H�� &RPPRQZHDOWK�3XUFKDVLQJ�&DUG���3XUFKDVH�2UGHUV�XQGHU���������LQ�WRWDO�DPRXQW�

PD\�DOVR�EH�PDGH�LQ�SHUVRQ�RU�E\�WHOHSKRQH�XVLQJ�D�&RPPRQZHDOWK�3XUFKDVLQJ�
&DUG�� �:KHQ� DQ� RUGHU� LV� SODFHG� E\� WHOHSKRQH�� WKH�&RPPRQZHDOWK� DJHQF\� VKDOO�
SURYLGH�WKH�DJHQF\�QDPH��HPSOR\HH�QDPH��FUHGLW�FDUG�QXPEHU�DQG�H[SLUDWLRQ�GDWH�
RI� WKH� FDUG�� � 7KH� &RQWUDFWRU� DJUHHV� WR� DFFHSW� SD\PHQW� WKURXJK� WKH� XVH� RI� D�
&RPPRQZHDOWK�3XUFKDVLQJ�FDUG��

�
��� &2175$&7�6&23(��
�

7KH�&RQWUDFWRU�DJUHHV�WR�IXUQLVK�WKH�UHTXHVWHG�6HUYLFHV�DQG�6XSSOLHV�WR�WKH�&RPPRQZHDOWK�
DV�VXFK�6HUYLFHV�DQG�6XSSOLHV�DUH�GHILQHG�LQ�WKLV�&RQWUDFW��

�
��� $&&(66�72�&20021:($/7+�)$&,/,7,(6��
�

,I� WKH� &RQWUDFWRU�PXVW� SHUIRUP�ZRUN� DW� D� &RPPRQZHDOWK� IDFLOLW\� RXWVLGH� RI� WKH� GDLO\�
RSHUDWLRQDO�KRXUV� VHW� IRUWK�E\� WKH�&RPPRQZHDOWK�� LW�PXVW�PDNH�DUUDQJHPHQWV�ZLWK� WKH�
&RPPRQZHDOWK�WR�DVVXUH�DFFHVV�WR�WKH�IDFLOLW\�DQG�HTXLSPHQW���1R�DGGLWLRQDO�SD\PHQW�ZLOO�
EH�PDGH�RQ�WKH�EDVLV�RI�ODFN�RI�DFFHVV��
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�
��� 121�(;&/86,9(�&2175$&7��
�

7KH�&RPPRQZHDOWK�UHVHUYHV�WKH�ULJKW�WR�SXUFKDVH�6HUYLFHV�DQG�6XSSOLHV�ZLWKLQ�WKH�VFRSH�
RI�WKLV�&RQWUDFW�WKURXJK�RWKHU�SURFXUHPHQW�PHWKRGV�ZKHQHYHU�WKH�&RPPRQZHDOWK�GHHPV�
LW�WR�EH�LQ�LWV�EHVW�LQWHUHVW��

�
���� ,1)250$7,21�7(&+12/2*<�32/,&,(6��
�

�D�� *HQHUDO���7KH�&RQWUDFWRU�VKDOO�FRPSO\�ZLWK�WKH�,7�VWDQGDUGV�DQG�SROLFLHV�LVVXHG�E\�
WKH� *RYHUQRU¶V� 2IILFH� RI� $GPLQLVWUDWLRQ�� 2IILFH� IRU� ,QIRUPDWLRQ� 7HFKQRORJ\�
�ORFDWHG� DW� KWWSV���ZZZ�RD�SD�JRY�3ROLFLHV�3DJHV�LWS�DVS[��� LQFOXGLQJ� WKH�
DFFHVVLELOLW\� VWDQGDUGV� VHW� RXW� LQ� ,7� 3ROLF\�$&&�����$FFHVVLELOLW\�3ROLF\�� �7KH�
&RQWUDFWRU� VKDOO� HQVXUH� WKDW� 6HUYLFHV� DQG� 6XSSOLHV� SURFXUHG� XQGHU� WKH�&RQWUDFW�
FRPSO\�ZLWK�WKH�DSSOLFDEOH�VWDQGDUGV���,Q�WKH�HYHQW�VXFK�VWDQGDUGV�FKDQJH�GXULQJ�
WKH�&RQWUDFWRU¶V�SHUIRUPDQFH��DQG�WKH�&RPPRQZHDOWK�UHTXHVWV�WKDW�WKH�&RQWUDFWRU�
FRPSO\� ZLWK� WKH� FKDQJHG� VWDQGDUG�� WKHQ� DQ\� LQFUHPHQWDO� FRVWV� LQFXUUHG� E\� WKH�
&RQWUDFWRU�WR�FRPSO\�ZLWK�VXFK�FKDQJHV�VKDOO�EH�SDLG�IRU�SXUVXDQW�WR�D�FKDQJH�RUGHU�
WR�WKH�&RQWUDFW��

�
�E�� :DLYHU�� �7KH�&RQWUDFWRU�PD\�UHTXHVW�D�ZDLYHU� IURP�DQ�,QIRUPDWLRQ�7HFKQRORJ\�

3ROLF\��,73��E\�SURYLGLQJ�GHWDLOHG�ZULWWHQ�MXVWLILFDWLRQ�DV�WR�ZK\�WKH�,73�FDQQRW�EH�
PHW���7KH�&RPPRQZHDOWK�PD\�ZDLYH�WKH�,73�LQ�ZKROH��LQ�SDUW�RU�FRQGLWLRQDOO\��RU�
UHTXLUH�WKDW�WKH�&RQWUDFWRU�SURYLGH�DQ�DFFHSWDEOH�DOWHUQDWLYH���$Q\�&RPPRQZHDOWK�
ZDLYHU�RI�WKH�UHTXLUHPHQW�PXVW�EH�LQ�ZULWLQJ��

�
���� 25'(5�2)�35(&('(1&(��
�

,I�DQ\�FRQIOLFWV�RU�GLVFUHSDQFLHV�VKRXOG�DULVH�LQ�WKH�WHUPV�DQG�FRQGLWLRQV�RI�WKLV�&RQWUDFW��
RU�WKH�LQWHUSUHWDWLRQ�WKHUHRI��WKH�RUGHU�RI�SUHFHGHQFH�VKDOO�EH��

�
�D�� 7KH�&RQWUDFW�GRFXPHQW�FRQWDLQLQJ�WKH�SDUWLHV¶�VLJQDWXUHV��

�
�E�� 7KH�,7�&RQWUDFW�7HUPV�DQG�&RQGLWLRQV��

�
�F�� 7KH�5HTXHVW�IRU�3URSRVDO��DQG�

�
�G�� 7KH�&RQWUDFWRU¶V�3URSRVDO��

�
���� &2175$&7�,17(*5$7,21��
�

�D�� )LQDO�FRQWUDFW���7KLV�&RQWUDFW�FRQVWLWXWHV�WKH�ILQDO��FRPSOHWH��DQG�H[FOXVLYH�&RQWUDFW�
EHWZHHQ�WKH�SDUWLHV��FRQWDLQLQJ�DOO�WKH�WHUPV�DQG�FRQGLWLRQV�DJUHHG�WR�E\�WKH�SDUWLHV��

�
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�E�� 3ULRU� UHSUHVHQWDWLRQV�� � $OO� UHSUHVHQWDWLRQV�� XQGHUVWDQGLQJV�� SURPLVHV�� DQG�
DJUHHPHQWV�SHUWDLQLQJ�WR�WKH�VXEMHFW�PDWWHU�RI�WKLV�&RQWUDFW�PDGH�SULRU�WR�RU�DW�WKH�
WLPH�WKLV�&RQWUDFW�LV�H[HFXWHG�DUH�VXSHUVHGHG�E\�WKLV�&RQWUDFW��

�
�F�� &RQGLWLRQV�SUHFHGHQW���7KHUH�DUH�QR�FRQGLWLRQV�SUHFHGHQW�WR�WKH�SHUIRUPDQFH�RI�WKLV�

&RQWUDFW�H[FHSW�DV�H[SUHVVO\�VHW�IRUWK�KHUHLQ��
�

�G�� 6ROH� DSSOLFDEOH� WHUPV�� � 1R� FRQWUDFW� WHUPV� RU� FRQGLWLRQV� DUH� DSSOLFDEOH� WR� WKLV�
&RQWUDFW�H[FHSW�DV�WKH\�DUH�H[SUHVVO\�VHW�IRUWK�KHUHLQ��

�
�H�� 2WKHU�WHUPV�XQHQIRUFHDEOH���7KH�&RQWUDFWRU�PD\�QRW�UHTXLUH�WKH�&RPPRQZHDOWK�RU�

DQ\�XVHU�RI�WKH�6HUYLFHV�RU�6XSSOLHV�DFTXLUHG�ZLWKLQ�WKH�VFRSH�RI�WKLV�&RQWUDFW�WR�
VLJQ��FOLFN�WKURXJK��RU�LQ�DQ\�RWKHU�ZD\�DJUHH�WR�DQ\�WHUPV�DVVRFLDWHG�ZLWK�XVH�RI�
RU�LQWHUDFWLRQ�ZLWK�WKRVH�6HUYLFHV�DQG�RU�6XSSOLHV��XQOHVV�WKH�&RPPRQZHDOWK�KDV�
DSSURYHG� WKH� WHUPV� LQ�ZULWLQJ� LQ�DGYDQFH�XQGHU� WKLV�&RQWUDFW��DQG� WKH� WHUPV�DUH�
FRQVLVWHQW�ZLWK�WKLV�&RQWUDFW���)XUWKHU��FKDQJHV�WR�WHUPV�PD\�EH�DFFRPSOLVKHG�RQO\�
E\�SURFHVVHV� VHW�RXW� LQ� WKLV�&RQWUDFW��QR�TXRWDWLRQV�� LQYRLFHV��EXVLQHVV� IRUPV�RU�
RWKHU�GRFXPHQWDWLRQ��RU�WHUPV�UHIHUUHG�WR�WKHUHLQ��VKDOO�EHFRPH�SDUW�RI�WKLV�&RQWUDFW�
PHUHO\�E\�WKHLU�VXEPLVVLRQ�WR�WKH�&RPPRQZHDOWK�RU�WKHLU�RUGLQDU\�XVH�LQ�PHHWLQJ�
WKH�UHTXLUHPHQWV�RI�WKLV�&RQWUDFW���$Q\�WHUPV�LPSRVHG�XSRQ�WKH�&RPPRQZHDOWK�RU�
D�XVHU�LQ�FRQWUDYHQWLRQ�RI�WKLV�VXEVHFWLRQ��H��PXVW�EH�UHPRYHG�DW�WKH�GLUHFWLRQ�RI�
WKH� &RPPRQZHDOWK� DQG� VKDOO� QRW� EH� HQIRUFHG� RU� HQIRUFHDEOH� DJDLQVW� WKH�
&RPPRQZHDOWK�RU�WKH�XVHU��

�
���� 3(5,2'�2)�3(5)250$1&(��
�

7KH�&RQWUDFWRU��IRU�WKH�WHUP�RI�WKLV�&RQWUDFW��VKDOO�FRPSOHWH�DOO�6HUYLFHV�DQG�SURYLGH�DOO�
6XSSOLHV�DV�VSHFLILHG�XQGHU�WKH�WHUPV�RI�WKLV�&RQWUDFW���,Q�QR�HYHQW�VKDOO�WKH�&RPPRQZHDOWK�
EH�UHVSRQVLEOH�RU� OLDEOH� WR�SD\�IRU�DQ\�6HUYLFHV�RU�6XSSOLHV�SURYLGHG�E\� WKH�&RQWUDFWRU�
SULRU�WR�WKH�(IIHFWLYH�'DWH��DQG�WKH�&RQWUDFWRU�KHUHE\�ZDLYHV�DQ\�FODLP�RU�FDXVH�RI�DFWLRQ�
IRU�DQ\�VXFK�6HUYLFHV�RU�6XSSOLHV��

�
���� ,1'(3(1'(17�35,0(�&2175$&725��
�

�D�� ,QGHSHQGHQW� FRQWUDFWRU�� � ,Q� SHUIRUPLQJ� LWV� REOLJDWLRQV� XQGHU� WKH� &RQWUDFW�� WKH�
&RQWUDFWRU�ZLOO�DFW�DV�DQ�LQGHSHQGHQW�FRQWUDFWRU�DQG�QRW�DV�DQ�HPSOR\HH�RU�DJHQW�
RI�WKH�&RPPRQZHDOWK��

�
�E�� 6ROH� SRLQW� RI� FRQWDFW�� � 7KH� &RQWUDFWRU� ZLOO� EH� UHVSRQVLEOH� IRU� DOO� 6HUYLFHV� DQG�

6XSSOLHV�LQ�WKLV�&RQWUDFW�ZKHWKHU�RU�QRW�&RQWUDFWRU�SURYLGHV�WKHP�GLUHFWO\���)XUWKHU��
WKH�&RQWUDFWRU� LV� WKH�VROH�SRLQW�RI�FRQWDFW�ZLWK� UHJDUG�WR�DOO�FRQWUDFWXDO�PDWWHUV��
LQFOXGLQJ�SD\PHQW�RI�DQ\�DQG�DOO�FKDUJHV�UHVXOWLQJ�IURP�WKH�&RQWUDFW��

�
���� 68%&2175$&76��
�
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7KH�&RQWUDFWRU�PD\�VXEFRQWUDFW�DQ\�SRUWLRQ�RI�WKH�6HUYLFHV�RU�6XSSOLHV�GHVFULEHG�LQ�WKLV�
&RQWUDFW� WR� WKLUG� SDUWLHV� VHOHFWHG� E\� &RQWUDFWRU� DQG� DSSURYHG� LQ� ZULWLQJ� E\� WKH�
&RPPRQZHDOWK��ZKRVH�DSSURYDO�VKDOO�QRW�EH�XQUHDVRQDEO\�ZLWKKHOG���1RWZLWKVWDQGLQJ�WKH�
DERYH��LI�&RQWUDFWRU�KDV�GLVFORVHG�WKH�LGHQWLW\�RI�VXEFRQWUDFWRU�V��WRJHWKHU�ZLWK�WKH�VFRSH�
RI�ZRUN�WR�EH�VXEFRQWUDFWHG�LQ�LWV�3URSRVDO��DZDUG�RI�WKH�&RQWUDFW�LV�GHHPHG�DSSURYDO�RI�
DOO�QDPHG�VXEFRQWUDFWRUV�DQG�D�VHSDUDWH�DSSURYDO� LV�QRW�UHTXLUHG�� �7KH�H[LVWHQFH�RI�DQ\�
VXEFRQWUDFW�VKDOO�QRW�FKDQJH�WKH�REOLJDWLRQV�RI�&RQWUDFWRU�WR�WKH�&RPPRQZHDOWK�XQGHU�WKLV�
&RQWUDFW�� � 8SRQ� UHTXHVW� RI� WKH� &RPPRQZHDOWK�� WKH� &RQWUDFWRU� PXVW� SURYLGH� WKH�
&RPPRQZHDOWK� ZLWK� DQ� XQ�UHGDFWHG� FRS\� RI� WKH� VXEFRQWUDFW� DJUHHPHQW� EHWZHHQ� WKH�
&RQWUDFWRU�DQG�WKH�VXEFRQWUDFWRU���7KH�&RPPRQZHDOWK�UHVHUYHV�WKH�ULJKW��IRU�JRRG�FDXVH��
WR� UHTXLUH� WKDW� WKH� &RQWUDFWRU� UHPRYH� D� VXEFRQWUDFWRU� IURP� WKH� SURMHFW�� � 7KH�
&RPPRQZHDOWK� ZLOO� QRW� EH� UHVSRQVLEOH� IRU� DQ\� FRVWV� LQFXUUHG� E\� WKH� &RQWUDFWRU� LQ�
UHSODFLQJ�WKH�VXEFRQWUDFWRU�LI�JRRG�FDXVH�H[LVWV��

�
���� 27+(5�&2175$&7256��
�

7KH�&RPPRQZHDOWK�PD\�XQGHUWDNH�RU�DZDUG�RWKHU�FRQWUDFWV�IRU�DGGLWLRQDO�RU�UHODWHG�ZRUN��
DQG� WKH� &RQWUDFWRU� VKDOO� IXOO\� FRRSHUDWH� ZLWK� RWKHU� FRQWUDFWRUV� DQG� &RPPRQZHDOWK�
HPSOR\HHV�DQG�FRRUGLQDWH�LWV�6HUYLFHV�DQG�RU�LWV�SURYLVLRQ�RI�6XSSOLHV�ZLWK�VXFK�DGGLWLRQDO�
ZRUN�DV�PD\�EH� UHTXLUHG�� �7KH�&RQWUDFWRU� VKDOO�QRW�FRPPLW�RU�SHUPLW� DQ\�DFW� WKDW�ZLOO�
LQWHUIHUH� ZLWK� WKH� SHUIRUPDQFH� RI� ZRUN� E\� DQ\� RWKHU� FRQWUDFWRU� RU� E\� &RPPRQZHDOWK�
HPSOR\HHV���7KLV�VHFWLRQ�VKDOO�EH�LQFOXGHG�LQ�WKH�&RQWUDFWV�RI�DOO�FRQWUDFWRUV�ZLWK�ZKLFK�
WKLV�&RQWUDFWRU�ZLOO�EH�UHTXLUHG�WR�FRRSHUDWH���7KH�&RPPRQZHDOWK�VKDOO�HTXLWDEO\�HQIRUFH�
WKLV�VHFWLRQ�DV�WR�DOO�FRQWUDFWRUV�WR�SUHYHQW�WKH�LPSRVLWLRQ�RI�XQUHDVRQDEOH�EXUGHQV�RQ�DQ\�
FRQWUDFWRU��

�
���� (1+$1&('�0,1,080�:$*(��
�

�D�� (QKDQFHG�0LQLPXP�:DJH���&RQWUDFWRU�/HVVRU�DJUHHV�WR�SD\�QR�OHVV�WKDQ��������
SHU� KRXU� WR� LWV� HPSOR\HHV� IRU� DOO� KRXUV�ZRUNHG�GLUHFWO\� SHUIRUPLQJ� WKH� VHUYLFHV�
FDOOHG�IRU�LQ�WKLV�&RQWUDFW�/HDVH��DQG�IRU�DQ�HPSOR\HH¶V�KRXUV�SHUIRUPLQJ�DQFLOODU\�
VHUYLFHV�QHFHVVDU\� IRU� WKH�SHUIRUPDQFH�RI� WKH� FRQWUDFWHG� VHUYLFHV�RU� OHDVH�ZKHQ�
VXFK� HPSOR\HH� VSHQGV� DW� OHDVW� WZHQW\� SHU� FHQW� ������ RI� WKHLU� WLPH� SHUIRUPLQJ�
DQFLOODU\�VHUYLFHV�LQ�D�JLYHQ�ZRUN�ZHHN��

�
�E�� $GMXVWPHQW���%HJLQQLQJ�-XO\����������DQG�DQQXDOO\�WKHUHDIWHU��WKH�PLQLPXP�ZDJH�

UDWH�VKDOO�EH�LQFUHDVHG�E\�������XQWLO�-XO\����������ZKHQ�WKH�PLQLPXP�ZDJH�UHDFKHV�
���������7KHUHDIWHU��WKH�PLQLPXP�ZDJH�UDWH�ZRXOG�EH�LQFUHDVHG�E\�DQ�DQQXDO�FRVW�
RI�OLYLQJ�DGMXVWPHQW�XVLQJ�WKH�SHUFHQWDJH�FKDQJH�LQ�WKH�&RQVXPHU�3ULFH�,QGH[�IRU�
$OO� 8UEDQ� &RQVXPHUV� �&3,�8�� IRU� 3HQQV\OYDQLD�� 1HZ� -HUVH\�� 'HODZDUH�� DQG�
0DU\ODQG���7KH�DSSOLFDEOH�DGMXVWHG�DPRXQW�VKDOO�EH�SXEOLVKHG�LQ�WKH�3HQQV\OYDQLD�
%XOOHWLQ�E\�0DUFK���RI�HDFK�\HDU�WR�EH�HIIHFWLYH�WKH�IROORZLQJ�-XO\����

�
�F�� ([FHSWLRQV�� � 7KHVH� (QKDQFHG� 0LQLPXP� :DJH� 3URYLVLRQV� VKDOO� QRW� DSSO\� WR�

HPSOR\HHV��
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�
� H[HPSW�IURP�WKH�PLQLPXP�ZDJH�XQGHU�WKH�0LQLPXP�:DJH�$FW�RI�������

�
� FRYHUHG�E\�D�FROOHFWLYH�EDUJDLQLQJ�DJUHHPHQW��

�
� UHTXLUHG� WR� EH� SDLG� D� KLJKHU� ZDJH� XQGHU� DQRWKHU� VWDWH� RU� IHGHUDO� ODZ�

JRYHUQLQJ�WKH�VHUYLFHV��LQFOXGLQJ�WKH�3UHYDLOLQJ�:DJH�$FW�DQG�'DYLV�%DFRQ�
$FW��RU�

�
� UHTXLUHG� WR� EH� SDLG� D� KLJKHU� ZDJH� XQGHU� DQ\� VWDWH� RU� ORFDO� SROLF\� RU�

RUGLQDQFH��
�

�G�� 1RWLFH���&RQWUDFWRU�/HVVRU�VKDOO�SRVW�WKHVH�(QKDQFHG�0LQLPXP�:DJH�3URYLVLRQV�
IRU� WKH�HQWLUH�SHULRG�RI� WKH�FRQWUDFW�FRQVSLFXRXVO\�LQ�HDVLO\�DFFHVVLEOH�DQG�ZHOO�
OLJKWHG�SODFHV�FXVWRPDULO\�IUHTXHQWHG�E\�HPSOR\HHV�DW�RU�QHDU�ZKHUH�WKH�FRQWUDFWHG�
VHUYLFHV�DUH�SHUIRUPHG��

�
�H�� 5HFRUGV���&RQWUDFWRU�/HVVRU�PXVW�PDLQWDLQ�DQG��XSRQ�UHTXHVW�DQG�ZLWKLQ�WKH�WLPH�

SHULRGV�UHTXHVWHG�E\�WKH�&RPPRQZHDOWK��IXUQLVK�DOO�HPSOR\PHQW�DQG�ZDJH�UHFRUGV�
QHFHVVDU\� WR� GRFXPHQW� FRPSOLDQFH� ZLWK� WKHVH� (QKDQFHG� 0LQLPXP� :DJH�
3URYLVLRQV��

�
�I�� 6DQFWLRQV���)DLOXUH�WR�FRPSO\�ZLWK�WKHVH�(QKDQFHG�0LQLPXP�:DJH�3URYLVLRQV�PD\�

UHVXOW�LQ�WKH�LPSRVLWLRQ�RI�VDQFWLRQV��ZKLFK�PD\�LQFOXGH��EXW�VKDOO�QRW�EH�OLPLWHG�WR��
WHUPLQDWLRQ�RI�WKH�FRQWUDFW�RU�OHDVH��QRQSD\PHQW��GHEDUPHQW�RU�UHIHUUDO�WR�WKH�2IILFH�
RI�*HQHUDO�&RXQVHO�IRU�DSSURSULDWH�FLYLO�RU�FULPLQDO�UHIHUUDO��

�
�J�� 6XEFRQWUDFWRUV���&RQWUDFWRU�/HVVRU�VKDOO�LQFOXGH�WKH�SURYLVLRQV�RI�WKHVH�(QKDQFHG�

0LQLPXP�:DJH�3URYLVLRQV�LQ�HYHU\�VXEFRQWUDFW�VR�WKDW� WKHVH�SURYLVLRQV�ZLOO�EH�
ELQGLQJ�XSRQ�HDFK�VXEFRQWUDFWRU��

�
���� &203(16$7,21��
�

�D�� *HQHUDO���7KH�&RQWUDFWRU�VKDOO�EH�UHTXLUHG�WR�SHUIRUP�DW�WKH�SULFH�V��TXRWHG�LQ�WKH�
&RQWUDFW���$OO�LWHPV�VKDOO�EH�SHUIRUPHG�ZLWKLQ�WKH�WLPH�SHULRG�V��VSHFLILHG�LQ�WKH�
&RQWUDFW�� � 7KH� &RQWUDFWRU� VKDOO� EH� FRPSHQVDWHG� RQO\� IRU� LWHPV� VXSSOLHG� DQG�
6HUYLFHV�SHUIRUPHG�WR�WKH�VDWLVIDFWLRQ�RI�WKH�&RPPRQZHDOWK��

�
�E�� 7UDYHO���7KH�&RQWUDFWRU�VKDOO�QRW�EH�DOORZHG�RU�SDLG�WUDYHO�RU�SHU�GLHP�H[SHQVHV�

H[FHSW�DV�VSHFLILFDOO\�VHW�IRUWK�LQ� WKH�&RQWUDFW�� � ,I�QRW�RWKHUZLVH�VSHFLILHG�LQ� WKH�
&RQWUDFW�� WUDYHO� DQG� UHODWHG� H[SHQVHV� VKDOO� EH� UHLPEXUVHG� LQ� DFFRUGDQFH� ZLWK�
0DQDJHPHQW� 'LUHFWLYH� ������� $PHQGHG�� &RPPRQZHDOWK� 7UDYHO� 3ROLF\�� DQG�
0DQXDO��������&RPPRQZHDOWK�7UDYHO�3URFHGXUHV�0DQXDO��

�
���� %,//,1*�5(48,5(0(176��
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�
�D�� 8QOHVV� WKH�&RQWUDFWRU�KDV�EHHQ�DXWKRUL]HG�E\� WKH�&RPPRQZHDOWK� IRU�(YDOXDWHG�

5HFHLSW�6HWWOHPHQW�RU�9HQGRU�6HOI�,QYRLFLQJ��WKH�&RQWUDFWRU�VKDOO�LQFOXGH�LQ�DOO�RI�
LWV�LQYRLFHV�WKH�IROORZLQJ�PLQLPXP�LQIRUPDWLRQ��

�
� 9HQGRU�QDPH�DQG�³5HPLW�WR´�DGGUHVV��LQFOXGLQJ�6$3�9HQGRU�QXPEHU��

�
� %DQN�URXWLQJ�LQIRUPDWLRQ��LI�$&+��

�
� 6$3�3XUFKDVH�2UGHU�QXPEHU��

�
� 'HOLYHU\�$GGUHVV��LQFOXGLQJ�QDPH�RI�&RPPRQZHDOWK�DJHQF\��

�
� 'HVFULSWLRQ� RI� WKH� VXSSOLHV�VHUYLFHV� GHOLYHUHG� LQ� DFFRUGDQFH� ZLWK� 6$3�

3XUFKDVH�2UGHU��LQFOXGH�3XUFKDVH�2UGHU�OLQH�QXPEHU�LI�SRVVLEOH���
�

� 4XDQWLW\�SURYLGHG��
�

� 8QLW�SULFH��
�

� 3ULFH�H[WHQVLRQ��
�

� 7RWDO�SULFH��DQG�
�

� 'HOLYHU\�GDWH�RI�VXSSOLHV�RU�VHUYLFHV��
�

�E�� ,I�DQ�LQYRLFH�GRHV�QRW�FRQWDLQ�WKH�PLQLPXP�LQIRUPDWLRQ�VHW�IRUWK�LQ�WKLV�VHFWLRQ��
DQG� FRPSO\� ZLWK� WKH� SURYLVLRQV� ORFDWHG� DW�
KWWSV���ZZZ�EXGJHW�SD�JRY�3URJUDPV�3DJHV�(�,QYRLFLQJ�DVS[�� UHODWLQJ� WR� WKH�
&RPPRQZHDOWK�(�,QYRLFLQJ�3URJUDP��WKH�&RPPRQZHDOWK�PD\�UHWXUQ�WKH�LQYRLFH�
DV� LPSURSHU�� � ,I� WKH�&RPPRQZHDOWK�UHWXUQV�DQ� LQYRLFH�DV� LPSURSHU�� WKH�WLPH�IRU�
SURFHVVLQJ�D�SD\PHQW�ZLOO�EH�VXVSHQGHG�XQWLO�WKH�&RPPRQZHDOWK�UHFHLYHV�D�FRUUHFW�
LQYRLFH�� �7KH�&RQWUDFWRU�PD\�QRW� UHFHLYH�SD\PHQW�XQWLO� WKH�&RPPRQZHDOWK�KDV�
UHFHLYHG�D�FRUUHFW�LQYRLFH��

�
���� 3$<0(17��
�

�D�� 3D\PHQW� 'DWH�� � 7KH� &RPPRQZHDOWK� VKDOO� SXW� IRUWK� UHDVRQDEOH� HIIRUWV� WR�PDNH�
SD\PHQW�E\�WKH�UHTXLUHG�SD\PHQW�GDWH���7KH�UHTXLUHG�SD\PHQW�GDWH�LV��

�
� WKH�GDWH�RQ�ZKLFK�SD\PHQW�LV�GXH�XQGHU�WKH�WHUPV�RI�WKH�&RQWUDFW��

�
� WKLUW\������GD\V�DIWHU�D�SURSHU�LQYRLFH�DFWXDOO\�LV�UHFHLYHG�DW�WKH�³%LOO�7R´�

DGGUHVV�LI�D�GDWH�RQ�ZKLFK�SD\PHQW�LV�GXH�LV�QRW�VSHFLILHG�LQ�WKH�&RQWUDFW��D�
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³SURSHU´� LQYRLFH� LV� QRW� UHFHLYHG� XQWLO� WKH� &RPPRQZHDOWK� DFFHSWV� WKH�
VHUYLFH�DV�VDWLVIDFWRULO\�SHUIRUPHG���RU�

�
� WKH�SD\PHQW�GDWH�VSHFLILHG�RQ�WKH�LQYRLFH�LI�ODWHU�WKDQ�WKH�GDWHV�HVWDEOLVKHG�

E\�SDUDJUDSKV��D��L��DQG��D��LL���DERYH��
�

�E�� 'HOD\��,QWHUHVW���3D\PHQW�PD\�EH�GHOD\HG�LI�WKH�SD\PHQW�DPRXQW�RQ�DQ�LQYRLFH�LV�
QRW�EDVHG�XSRQ�WKH�SULFH�V��DV�VWDWHG�LQ�WKH�&RQWUDFW���,I�DQ\�SD\PHQW�LV�QRW�PDGH�
ZLWKLQ� ��� GD\V� DIWHU� WKH� UHTXLUHG� SD\PHQW� GDWH�� WKH� &RPPRQZHDOWK� PD\� SD\�
LQWHUHVW� DV� GHWHUPLQHG� E\� WKH� 6HFUHWDU\� RI� %XGJHW� LQ� DFFRUGDQFH� ZLWK� $FW� RI�
'HFHPEHU� ���� ������ 3�/�� ������ 1R�� ����� ��� 3�� 6�� �� ������ �UHODWLQJ� WR� LQWHUHVW�
SHQDOWLHV�RQ�&RPPRQZHDOWK�DFFRXQWV��DQG�DFFRPSDQ\LQJ�UHJXODWLRQV���3D��&RGH�
�������²������UHODWLQJ� WR� LQWHUHVW�SHQDOWLHV� IRU� ODWH�SD\PHQWV� WR�TXDOLILHG�VPDOO�
EXVLQHVV�FRQFHUQV���

�
�F�� 3D\PHQW�VKRXOG�QRW�EH�FRQVWUXHG�E\�WKH�&RQWUDFWRU�DV�DFFHSWDQFH�RI�WKH�6HUYLFH�

SHUIRUPHG�E\� WKH�&RQWUDFWRU�� �7KH�&RPPRQZHDOWK�UHVHUYHV� WKH�ULJKW� WR�FRQGXFW�
IXUWKHU� WHVWLQJ� DQG� LQVSHFWLRQ� DIWHU� SD\PHQW�� EXW�ZLWKLQ� D� UHDVRQDEOH� WLPH� DIWHU�
SHUIRUPDQFH��DQG�WR�UHMHFW� WKH�VHUYLFH�LI� VXFK�SRVW�SD\PHQW�WHVWLQJ�RU�LQVSHFWLRQ�
GLVFORVHV�D�GHIHFW�RU�D�IDLOXUH�WR�PHHW�VSHFLILFDWLRQV��

�
���� (/(&7521,&�3$<0(176��
�

�D�� 7KH�&RPPRQZHDOWK�ZLOO�PDNH�FRQWUDFW�SD\PHQWV�WKURXJK�WKH�$XWRPDWHG�&OHDULQJ�
+RXVH� �$&+��� �:LWKLQ� ��� GD\V� RI� DZDUG� RI� WKH�&RQWUDFW�� WKH�&RQWUDFWRU�PXVW�
VXEPLW�RU�PXVW�KDYH�DOUHDG\�VXEPLWWHG�LWV�$&+�LQIRUPDWLRQ�ZLWKLQ�LWV�XVHU�SURILOH�
LQ�WKH�&RPPRQZHDOWK¶V�SURFXUHPHQW�V\VWHP��650���

�
�E�� 7KH�&RQWUDFWRU�PXVW�VXEPLW�D�XQLTXH�LQYRLFH�QXPEHU�ZLWK�HDFK�LQYRLFH�VXEPLWWHG���

7KH�XQLTXH�LQYRLFH�QXPEHU�ZLOO�EH�OLVWHG�RQ�WKH�&RPPRQZHDOWK¶V�$&+�UHPLWWDQFH�
DGYLFH�WR�HQDEOH�WKH�&RQWUDFWRU�WR�SURSHUO\�DSSO\�WKH�VWDWH�DJHQF\¶V�SD\PHQW�WR�WKH�
LQYRLFH�VXEPLWWHG��

�
�F�� ,W� LV� WKH� UHVSRQVLELOLW\� RI� WKH� &RQWUDFWRU� WR� HQVXUH� WKDW� WKH� $&+� LQIRUPDWLRQ�

FRQWDLQHG� LQ� 650� LV� DFFXUDWH� DQG� FRPSOHWH�� � )DLOXUH� WR� PDLQWDLQ� DFFXUDWH� DQG�
FRPSOHWH�LQIRUPDWLRQ�PD\�UHVXOW�LQ�GHOD\V�LQ�SD\PHQWV��

�
���� $66,*1$%,/,7<��
�

�D�� 6XEMHFW�WR�WKH�WHUPV�DQG�FRQGLWLRQV�RI�WKLV�VHFWLRQ�WKH�&RQWUDFW�LV�ELQGLQJ�XSRQ�WKH�
SDUWLHV�DQG�WKHLU�UHVSHFWLYH�VXFFHVVRUV�DQG�DVVLJQV��

�
�E�� 7KH�&RQWUDFWRU�PD\�QRW�DVVLJQ��LQ�ZKROH�RU�LQ�SDUW��WKH�&RQWUDFW�RU�LWV�ULJKWV��GXWLHV��

REOLJDWLRQV��RU�UHVSRQVLELOLWLHV�KHUHXQGHU�ZLWKRXW�WKH�SULRU�ZULWWHQ�FRQVHQW�RI� WKH�
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&RPPRQZHDOWK��ZKLFK�FRQVHQW�PD\�EH�ZLWKKHOG�DW�WKH�VROH�DQG�DEVROXWH�GLVFUHWLRQ�
RI�WKH�&RPPRQZHDOWK��

�
�F�� )RU�WKH�SXUSRVHV�RI�WKH�&RQWUDFW��WKH�WHUP�³DVVLJQ´�VKDOO�LQFOXGH��EXW�VKDOO�QRW�EH�

OLPLWHG�WR��WKH�VDOH��JLIW��DVVLJQPHQW��HQFXPEUDQFH��SOHGJH��RU�RWKHU�WUDQVIHU�RI�DQ\�
RZQHUVKLS� LQWHUHVW� LQ� WKH�&RQWUDFWRU� SURYLGHG�� KRZHYHU�� WKDW� WKH� WHUP� VKDOO� QRW�
DSSO\�WR�WKH�VDOH�RU�RWKHU�WUDQVIHU�RI�VWRFN�RI�D�SXEOLFO\�WUDGHG�FRPSDQ\��

�
�G�� $Q\� DVVLJQPHQW� FRQVHQWHG� WR� E\� WKH� &RPPRQZHDOWK� VKDOO� EH� HYLGHQFHG� E\� D�

ZULWWHQ�DVVLJQPHQW�DJUHHPHQW�H[HFXWHG�E\�WKH�&RQWUDFWRU�DQG�LWV�DVVLJQHH�LQ�ZKLFK�
WKH�DVVLJQHH�DJUHHV�WR�EH�OHJDOO\�ERXQG�E\�DOO�RI�WKH�WHUPV�DQG�FRQGLWLRQV�RI�WKH�
&RQWUDFW�DQG�WR�DVVXPH�WKH�GXWLHV��REOLJDWLRQV��DQG�UHVSRQVLELOLWLHV�EHLQJ�DVVLJQHG��

�
�H�� 1RWZLWKVWDQGLQJ� WKH� IRUHJRLQJ�� WKH� &RQWUDFWRU� PD\�� ZLWKRXW� WKH� FRQVHQW� RI� WKH�

&RPPRQZHDOWK�� DVVLJQ� LWV� ULJKWV� WR�SD\PHQW� WR� EH� UHFHLYHG�XQGHU� WKH�&RQWUDFW��
SURYLGHG� WKDW� WKH� &RQWUDFWRU� SURYLGHV� ZULWWHQ� QRWLFH� RI� VXFK� DVVLJQPHQW� WR� WKH�
&RPPRQZHDOWK�WRJHWKHU�ZLWK�D�ZULWWHQ�DFNQRZOHGJHPHQW�IURP�WKH�DVVLJQHH�WKDW�
DQ\�VXFK�SD\PHQWV�DUH�VXEMHFW�WR�DOO�RI�WKH�WHUPV�DQG�FRQGLWLRQV�RI�WKH�&RQWUDFW��

�
�I�� $� FKDQJH� RI� QDPH� E\� WKH�&RQWUDFWRU�� IROORZLQJ�ZKLFK� WKH�&RQWUDFWRU¶V� IHGHUDO�

LGHQWLILFDWLRQ�QXPEHU�UHPDLQV�XQFKDQJHG��LV�QRW�FRQVLGHUHG�WR�EH�DQ�DVVLJQPHQW���
7KH�&RQWUDFWRU�VKDOO�JLYH�WKH�&RPPRQZHDOWK�ZULWWHQ�QRWLFH�RI�DQ\�VXFK�FKDQJH�RI�
QDPH��

�
���� ,163(&7,21�$1'�$&&(37$1&(��
�

�D�� 'HYHORSHG�:RUNV�DQG�6HUYLFHV��
�

� $FFHSWDQFH���$FFHSWDQFH�RI�DQ\�'HYHORSHG�:RUN�RU�6HUYLFH�ZLOO�RFFXU�LQ�
DFFRUGDQFH�ZLWK� DQ� DFFHSWDQFH� SODQ� �$FFHSWDQFH�3ODQ�� VXEPLWWHG� E\� WKH�
&RQWDFWRU� DQG� DSSURYHG� E\� WKH� &RPPRQZHDOWK�� � 8SRQ� DSSURYDO� RI� WKH�
$FFHSWDQFH�3ODQ�E\�WKH�&RPPRQZHDOWK��WKH�$FFHSWDQFH�3ODQ�EHFRPHV�SDUW�
RI�WKLV�&RQWUDFW��

�
� 6RIWZDUH�$FFHSWDQFH�7HVW�3ODQ�� �)RU�FRQWUDFWV�ZKHUH�WKH�GHYHORSPHQW�RI�

6RIWZDUH��WKH�FRQILJXUDWLRQ�RI�6RIWZDUH�RU�WKH�PRGLILFDWLRQ�RI�6RIWZDUH�LV�
EHLQJ�LQVSHFWHG�DQG�DFFHSWHG��WKH�$FFHSWDQFH�3ODQ�PXVW�LQFOXGH�D�6RIWZDUH�
$FFHSWDQFH�7HVW�3ODQ��DV�PXWXDOO\�DJUHHG�WR�E\�WKH�3DUWLHV���7KH�6RIWZDUH�
$FFHSWDQFH� 7HVW� 3ODQ� ZLOO� SURYLGH� IRU� D� ILQDO� DFFHSWDQFH� WHVW�� DQG�PD\�
SURYLGH�IRU�LQWHULP�DFFHSWDQFH�WHVWV���(DFK�DFFHSWDQFH�WHVW�ZLOO�EH�GHVLJQHG�
WR�GHPRQVWUDWH�WKDW�WKH�6RIWZDUH�FRQIRUPV�WR�WKH�IXQFWLRQDO�VSHFLILFDWLRQV��
LI�DQ\��DQG�WKH�UHTXLUHPHQWV�RI�WKLV�&RQWUDFW���7KH�&RQWUDFWRU�VKDOO�QRWLI\�
WKH� &RPPRQZHDOWK� ZKHQ� WKH� 6RIWZDUH� LV� FRPSOHWHG� DQG� UHDG\� IRU�
DFFHSWDQFH� WHVWLQJ�� � 7KH� &RPPRQZHDOWK� ZLOO� QRW� XQUHDVRQDEO\� GHOD\�
FRPPHQFHPHQW�RI�DFFHSWDQFH�WHVWLQJ��
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�
� ,I�VRIWZDUH�LQWHJUDWLRQ�LV�UHTXLUHG�DW�WKH�HQG�RI�WKH�SURMHFW��DV�VHW�RXW�LQ�WKH�

6ROLFLWDWLRQ��WKH�&RPPRQZHDOWK¶V�DFFHSWDQFH�RI�WKH�6RIWZDUH�VKDOO�EH�ILQDO�
XQOHVV� DW� WKH� WLPH� RI� ILQDO� DFFHSWDQFH�� WKH� 6RIWZDUH� GRHV� QRW� PHHW� WKH�
DFFHSWDQFH�FULWHULD�VHW�IRUWK�LQ�WKH�&RQWUDFW��

�
� ,I�VRIWZDUH�LQWHJUDWLRQ�LV�QRW�UHTXLUHG�DW�WKH�HQG�RI�WKH�SURMHFW��DV�VHW�RXW�LQ�

WKH�6ROLFLWDWLRQ��WKH�&RPPRQZHDOWK¶V�DFFHSWDQFH�RI�WKH�6RIWZDUH�VKDOO�EH�
FRPSOHWH�DQG�ILQDO��

�
� &HUWLILFDWLRQ�RI�&RPSOHWLRQ���7KH�&RQWUDFWRU�VKDOO�FHUWLI\��LQ�ZULWLQJ��WR�WKH�

&RPPRQZHDOWK�ZKHQ� DQ� LWHP� LQ� WKH�$FFHSWDQFH� 3ODQ� LV� FRPSOHWHG� DQG�
UHDG\�IRU�DFFHSWDQFH���7KH�$FFHSWDQFH�3ODQ�VKDOO�GHILQH�DFFHSWDQFH�SHULRGV�
IRU� ERWK� LQWHULP� DQG� ILQDO� LWHPV� DV� PD\� EH� DJUHHG� WR� E\� WKH� SDUWLHV���
)ROORZLQJ�UHFHLSW�RI�WKH�&RQWUDFWRU¶V�FHUWLILFDWLRQ�RI�FRPSOHWLRQ�RI�DQ�LWHP��
WKH�&RPPRQZHDOWK�VKDOO��HLWKHU��

�
���� 3URYLGH�WKH�&RQWUDFWRU�ZLWK�&RPPRQZHDOWK¶V�ZULWWHQ�DFFHSWDQFH�RI�

WKH�ZRUN�SURGXFW��RU�
�

���� ,GHQWLI\�WR�WKH�&RQWUDFWRU��LQ�ZULWLQJ��WKH�IDLOXUH�RI�WKH�ZRUN�SURGXFW�
WR� FRPSO\� ZLWK� WKH� VSHFLILFDWLRQV�� OLVWLQJ� DOO� VXFK� HUURUV� DQG�
RPLVVLRQV�ZLWK�UHDVRQDEOH�GHWDLO��

�
� 'HHPHG�$FFHSWDQFH���,I�WKH�&RPPRQZHDOWK�IDLOV�WR�QRWLI\�WKH�&RQWUDFWRU�LQ�

ZULWLQJ�RI�DQ\�IDLOXUHV�LQ�WKH�ZRUN�SURGXFW�ZLWKLQ�WKH�DSSOLFDEOH�DFFHSWDQFH�
SHULRG��WKH�ZRUN�SURGXFW�VKDOO�EH�GHHPHG�DFFHSWHG��

�
� &RUUHFWLRQ� XSRQ� 5HMHFWLRQ�� � 8SRQ� WKH� &RQWUDFWRU¶V� UHFHLSW� RI� WKH�

&RPPRQZHDOWK¶V� ZULWWHQ� QRWLFH� RI� UHMHFWLRQ�� ZKLFK� PXVW� LGHQWLI\� WKH�
UHDVRQV�IRU�WKH�IDLOXUH�RI�WKH�ZRUN�SURGXFW�WR�FRPSO\�ZLWK�WKH�VSHFLILFDWLRQV��
WKH� &RQWUDFWRU� VKDOO� KDYH� ��� EXVLQHVV� GD\V�� RU� VXFK� RWKHU� WLPH� DV� WKH�
&RPPRQZHDOWK�DQG�WKH�&RQWUDFWRU�PD\�DJUHH�LV�UHDVRQDEOH��ZLWKLQ�ZKLFK�
WR�FRUUHFW�DOO�VXFK�IDLOXUHV��DQG�UHVXEPLW�WKH�FRUUHFWHG�LWHP��FHUWLI\LQJ�WR�WKH�
&RPPRQZHDOWK��LQ�ZULWLQJ��WKDW�WKH�IDLOXUHV�KDYH�EHHQ�FRUUHFWHG��DQG�WKDW�
WKH�LWHPV�KDYH�EHHQ�EURXJKW�LQWR�FRPSOLDQFH�ZLWK�WKH�VSHFLILFDWLRQV���8SRQ�
UHFHLSW� RI� VXFK� FRUUHFWHG� DQG� UHVXEPLWWHG� LWHPV� DQG� FHUWLILFDWLRQ�� WKH�
&RPPRQZHDOWK�VKDOO�KDYH����EXVLQHVV�GD\V�WR�WHVW�WKH�FRUUHFWHG�LWHPV�WR�
FRQILUP�WKDW�WKH\�DUH�LQ�FRPSOLDQFH�ZLWK�WKH�VSHFLILFDWLRQV���,I�WKH�FRUUHFWHG�
LWHPV�DUH� LQ�FRPSOLDQFH�ZLWK� WKH�VSHFLILFDWLRQV�� WKHQ� WKH�&RPPRQZHDOWK�
VKDOO� SURYLGH� WKH� &RQWUDFWRU� ZLWK� LWV� DFFHSWDQFH� RI� WKH� LWHPV� LQ� WKH�
FRPSOHWHG�PLOHVWRQH��

�
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� 2SWLRQV�XSRQ�&RQWLQXHG�)DLOXUH���,I��LQ�WKH�RSLQLRQ�RI�WKH�&RPPRQZHDOWK��
WKH�FRUUHFWHG�LWHPV�VWLOO�FRQWDLQ�PDWHULDO�IDLOXUHV��WKH�&RPPRQZHDOWK�PD\�
HLWKHU��

�
���� 5HSHDW�WKH�SURFHGXUH�VHW�IRUWK�DERYH��RU�

�
���� 3URFHHG�ZLWK�LWV�ULJKWV�XQGHU�6HFWLRQ�����7HUPLQDWLRQ��H[FHSW�WKDW�

WKH�FXUH�SHULRG�VHW�IRUWK�LQ�6XEVHFWLRQ����F��PD\�EH�H[HUFLVHG�LQ�WKH�
&RPPRQZHDOWK¶V�VROH�GLVFUHWLRQ��

�
�E�� 6XSSOLHV��

�
� ,QVSHFWLRQ� SULRU� WR� $FFHSWDQFH�� � 1R� 6XSSOLHV� UHFHLYHG� E\� WKH�

&RPPRQZHDOWK�VKDOO�EH�GHHPHG�DFFHSWHG�XQWLO�WKH�&RPPRQZHDOWK�KDV�KDG�
D�UHDVRQDEOH�RSSRUWXQLW\�WR�LQVSHFW�WKH�6XSSOLHV��

�
� 'HIHFWLYH�6XSSOLHV���$Q\�6XSSOLHV�GLVFRYHUHG�WR�EH�GHIHFWLYH�RU�WKDW�IDLO�WR�

FRQIRUP�WR�WKH�VSHFLILFDWLRQV�PD\�EH�UHMHFWHG�XSRQ�LQLWLDO�LQVSHFWLRQ�RU�DW�
DQ\�ODWHU�WLPH�LI�WKH�GHIHFWV�FRQWDLQHG�LQ�WKH�6XSSOLHV�RU�WKH�QRQFRPSOLDQFH�
ZLWK� WKH�VSHFLILFDWLRQV�ZHUH�QRW� UHDVRQDEO\�DVFHUWDLQDEOH�XSRQ� WKH� LQLWLDO�
LQVSHFWLRQ��

�
���� 7KH� &RQWUDFWRU� VKDOO� UHPRYH� UHMHFWHG� LWHP�V�� IURP� WKH� SUHPLVHV�

ZLWKRXW� H[SHQVH� WR� WKH� &RPPRQZHDOWK� ZLWKLQ� ��� GD\V� DIWHU�
QRWLILFDWLRQ��

�
���� 5HMHFWHG� 6XSSOLHV� OHIW� ORQJHU� WKDQ� ��� GD\V� ZLOO� EH� UHJDUGHG� DV�

DEDQGRQHG��DQG�WKH�&RPPRQZHDOWK�VKDOO�KDYH�WKH�ULJKW�WR�GLVSRVH�
RI� WKHP� DV� LWV� RZQ� SURSHUW\� DQG� VKDOO� UHWDLQ� WKDW� SRUWLRQ� RI� WKH�
SURFHHGV�RI�DQ\�VDOH�ZKLFK�UHSUHVHQWV� WKH�&RPPRQZHDOWK¶V�FRVWV�
DQG�H[SHQVHV�LQ�UHJDUG�WR�WKH�VWRUDJH�DQG�VDOH�RI�WKH�6XSSOLHV��

�
���� 8SRQ�QRWLFH�RI�UHMHFWLRQ��WKH�&RQWUDFWRU�VKDOO�LPPHGLDWHO\�UHSODFH�

DOO� VXFK� UHMHFWHG� 6XSSOLHV� ZLWK� RWKHUV� FRQIRUPLQJ� WR� WKH�
VSHFLILFDWLRQV�DQG�ZKLFK�DUH�QRW�GHIHFWLYH���,I�WKH�&RQWUDFWRU�IDLOV��
QHJOHFWV� RU� UHIXVHV� WR�GR� VR�� WKH�&RPPRQZHDOWK�PD\�SURFXUH�� LQ�
VXFK�PDQQHU� DV� LW� GHWHUPLQHV�� VXSSOLHV� VLPLODU� RU� LGHQWLFDO� WR� WKH�
WKRVH� WKDW� &RQWUDFWRU� IDLOHG�� QHJOHFWHG� RU� UHIXVHG� WR� UHSODFH�� DQG�
GHGXFW�IURP�DQ\�PRQLHV�GXH�RU�WKDW�PD\�WKHUHDIWHU�EHFRPH�GXH�WR�
WKH� &RQWUDFWRU�� WKH� GLIIHUHQFH� EHWZHHQ� WKH� SULFH� VWDWHG� LQ� WKH�
&RQWUDFW�DQG�WKH�FRVW�WKHUHRI�WR�WKH�&RPPRQZHDOWK��

�
���� '()$8/7��
�



��
�

�

3DJH����RI����

7KH�&RPPRQZHDOWK�PD\��VXEMHFW�WR�WKH�SURYLVLRQV�RI�6HFWLRQ�����1RWLFH�RI�'HOD\V��DQG�
6HFWLRQ�����)RUFH�0DMHXUH��DQG�LQ�DGGLWLRQ�WR�LWV�RWKHU�ULJKWV�XQGHU�WKH�&RQWUDFW��GHFODUH�
WKH�&RQWUDFWRU� LQ� GHIDXOW� E\�ZULWWHQ� QRWLFH� WKHUHRI� WR� WKH�&RQWUDFWRU�� DQG� WHUPLQDWH� �DV�
SURYLGHG�LQ�6HFWLRQ�����7HUPLQDWLRQ��WKH�ZKROH�RU�DQ\�SDUW�RI�WKLV�&RQWUDFW�IRU�DQ\�RI�WKH�
IROORZLQJ�UHDVRQV��

�
� )DLOXUH� WR� EHJLQ� 6HUYLFHV�ZLWKLQ� WKH� WLPH� VSHFLILHG� LQ� WKH�&RQWUDFW� RU� DV�

RWKHUZLVH�VSHFLILHG��
�

� )DLOXUH�WR�SHUIRUP�WKH�6HUYLFHV�ZLWK�VXIILFLHQW�ODERU��HTXLSPHQW��RU�PDWHULDO�
WR� LQVXUH�WKH�FRPSOHWLRQ�RI�WKH�VSHFLILHG�6HUYLFHV� LQ�DFFRUGDQFH�ZLWK�WKH�
&RQWUDFW�WHUPV��

�
� 8QVDWLVIDFWRU\�SHUIRUPDQFH�RI�WKH�6HUYLFHV��

�
� )DLOXUH� WR�PHHW� UHTXLUHPHQWV� ZLWKLQ� WKH� WLPH� SHULRGV�V�� VSHFLILHG� LQ� WKH�

&RQWUDFW��
�

� 0XOWLSOH�IDLOXUHV�RYHU�WLPH�RI�D�VLQJOH�VHUYLFH�OHYHO�DJUHHPHQW�RU�D�SDWWHUQ�
RI�IDLOXUH�RYHU�WLPH�RI�PXOWLSOH�VHUYLFH�OHYHO�DJUHHPHQWV��

�
� )DLOXUH�WR�SURYLGH�D�6XSSO\�RU�6HUYLFH�WKDW�FRQIRUPV�ZLWK�WKH�VSHFLILFDWLRQV�

UHIHUHQFHG�LQ�WKH�&RQWUDFW��
�

� )DLOXUH� RU� UHIXVDO� WR� UHPRYH�PDWHULDO�� RU� UHPRYH�� UHSODFH� RU� FRUUHFW� DQ\�
6XSSO\�UHMHFWHG�DV�GHIHFWLYH�RU�QRQFRPSOLDQW��

�
� 'LVFRQWLQXDQFH�RI�6HUYLFHV�ZLWKRXW�DSSURYDO��

�
� )DLOXUH� WR� UHVXPH� D� 6HUYLFH�� ZKLFK� KDV� EHHQ� GLVFRQWLQXHG�� ZLWKLQ� D�

UHDVRQDEOH�WLPH�DIWHU�QRWLFH�WR�GR�VR��
�

� ,QVROYHQF\��
�

� $VVLJQPHQW�PDGH�IRU�WKH�EHQHILW�RI�FUHGLWRUV��
�

� )DLOXUH�RU�UHIXVDO��ZLWKLQ����GD\V�DIWHU�ZULWWHQ�QRWLFH�E\� WKH�&RQWUDFWLQJ�
2IILFHU��WR�PDNH�SD\PHQW�RU�VKRZ�FDXVH�ZK\�SD\PHQW�VKRXOG�QRW�EH�PDGH��
RI�DQ\�DPRXQWV�GXH�VXEFRQWUDFWRUV�IRU�PDWHULDOV�IXUQLVKHG��ODERU�VXSSOLHG�
RU�SHUIRUPHG��IRU�HTXLSPHQW�UHQWDOV�RU�IRU�XWLOLW\�VHUYLFHV�UHQGHUHG��

�
� )DLOXUH�WR�SURWHFW��UHSDLU�RU�PDNH�JRRG�DQ\�GDPDJH�RU�LQMXU\�WR�SURSHUW\��

�
� %UHDFK�RI�DQ\�SURYLVLRQ�RI�WKLV�&RQWUDFW��

�
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� $Q\�EUHDFK�E\�&RQWUDFWRU�RI� WKH�VHFXULW\�VWDQGDUGV�RU�SURFHGXUHV�RI� WKLV�
&RQWUDFW��

�
� )DLOXUH�WR�FRPSO\�ZLWK�UHSUHVHQWDWLRQV�PDGH�LQ�WKH�&RQWUDFWRU¶V�3URSRVDO��
RU�

�
� )DLOXUH�WR�FRPSO\�ZLWK�DSSOLFDEOH�LQGXVWU\�VWDQGDUGV��FXVWRPV�DQG�SUDFWLFH��

�
���� 127,&(�2)�'(/$<6��
�

:KHQHYHU� WKH�&RQWUDFWRU�HQFRXQWHUV�DQ\�GLIILFXOW\� WKDW�GHOD\V�RU� WKUHDWHQV� WR�GHOD\� WKH�
WLPHO\� SHUIRUPDQFH� RI� WKLV� &RQWUDFW� �LQFOXGLQJ� DFWXDO� RU� SRWHQWLDO� ODERU� GLVSXWHV��� WKH�
&RQWUDFWRU�VKDOO�SURPSWO\�JLYH�QRWLFH�WKHUHRI�LQ�ZULWLQJ�WR�WKH�&RPPRQZHDOWK�VWDWLQJ�DOO�
UHOHYDQW�LQIRUPDWLRQ�ZLWK�UHVSHFW�WKHUHWR���6XFK�QRWLFH�VKDOO�QRW�LQ�DQ\�ZD\�FRQVWLWXWH�D�
EDVLV� IRU� DQ� H[WHQVLRQ� RI� WKH� GHOLYHU\� VFKHGXOH� RU� EH� FRQVWUXHG� DV� D� ZDLYHU� E\� WKH�
&RPPRQZHDOWK� RI� DQ\� ULJKWV� RU� UHPHGLHV� WR�ZKLFK� LW� LV� HQWLWOHG� E\� ODZ�RU� SXUVXDQW� WR�
SURYLVLRQV�RI�WKLV�&RQWUDFW���)DLOXUH�WR�JLYH�VXFK�QRWLFH��KRZHYHU��PD\�EH�JURXQGV�IRU�GHQLDO�
RI� DQ\� UHTXHVW� IRU� DQ� H[WHQVLRQ� RI� WKH� GHOLYHU\� VFKHGXOH� EHFDXVH� RI� VXFK� GHOD\�� � ,I� DQ�
H[WHQVLRQ�RI�WKH�GHOLYHU\�VFKHGXOH�LV�JUDQWHG��LW�ZLOO�EH�GRQH�FRQVLVWHQW�ZLWK�6HFWLRQ�����
&KDQJHV��

�
���� &21'8&7�2)�6(59,&(6��
�

�D�� )ROORZLQJ�WKH�(IIHFWLYH�'DWH�RI�WKH�&RQWUDFW��&RQWUDFWRU�VKDOO�SURFHHG�GLOLJHQWO\�
ZLWK� DOO� 6HUYLFHV� DQG� VKDOO� SHUIRUP� VXFK� 6HUYLFHV� ZLWK� TXDOLILHG� SHUVRQQHO�� LQ�
DFFRUGDQFH�ZLWK�WKH�FRPSOHWLRQ�FULWHULD�VHW�IRUWK�LQ�WKH�&RQWUDFW��

�
�E�� ,Q�GHWHUPLQLQJ�ZKHWKHU�WKH�&RQWUDFWRU�KDV�SHUIRUPHG�ZLWK�GXH�GLOLJHQFH�XQGHU�WKH�

&RQWUDFW�� LW� LV� DJUHHG� DQG�XQGHUVWRRG� WKDW� WKH�&RPPRQZHDOWK�PD\�PHDVXUH� WKH�
DPRXQW�DQG�TXDOLW\�RI�WKH�&RQWUDFWRU¶V�HIIRUW�DJDLQVW�WKH�UHSUHVHQWDWLRQV�PDGH�LQ�
WKH�&RQWUDFWRU¶V�3URSRVDO���7KH�&RQWUDFWRU¶V�6HUYLFHV�KHUHXQGHU�VKDOO�EH�PRQLWRUHG�
E\�WKH�&RPPRQZHDOWK�DQG�WKH�&RPPRQZHDOWK¶V�GHVLJQDWHG�UHSUHVHQWDWLYHV���,I�WKH�
&RPPRQZHDOWK�UHDVRQDEO\�GHWHUPLQHV�WKDW�WKH�&RQWUDFWRU�KDV�QRW�SHUIRUPHG�ZLWK�
GXH� GLOLJHQFH�� WKH� &RPPRQZHDOWK� DQG� WKH� &RQWUDFWRU� ZLOO� DWWHPSW� WR� UHDFK�
DJUHHPHQW� ZLWK� UHVSHFW� WR� VXFK� PDWWHU�� � )DLOXUH� RI� WKH� &RPPRQZHDOWK� RU� WKH�
&RQWUDFWRU�WR�DUULYH�DW�VXFK�PXWXDO�GHWHUPLQDWLRQV�VKDOO�EH�D�GLVSXWH�FRQFHUQLQJ�D�
TXHVWLRQ�RI�IDFW�ZLWKLQ�WKH�PHDQLQJ�RI�6HFWLRQ�����&RQWUDFW�&RQWURYHUVLHV��

�
���� &+$1*(6��
�

�D�� $W�DQ\� WLPH�GXULQJ� WKH� SHUIRUPDQFH�RI� WKH�&RQWUDFW�� WKH�&RPPRQZHDOWK�RU� WKH�
&RQWUDFWRU�PD\�UHTXHVW�D�FKDQJH�WR�WKH�&RQWUDFW���&RQWUDFWRU�ZLOO�PDNH�UHDVRQDEOH�
HIIRUWV� WR� LQYHVWLJDWH� WKH� LPSDFW� RI� WKH� FKDQJH� UHTXHVW� RQ� WKH� SULFH�� WLPHWDEOH��
VSHFLILFDWLRQV�� DQG� RWKHU� WHUPV� DQG� FRQGLWLRQV� RI� WKH� &RQWUDFW�� � ,I� WKH�
&RPPRQZHDOWK� LV� WKH� UHTXHVWRU� RI� WKH� FKDQJH�� WKH� &RQWUDFWRU� ZLOO� LQIRUP� WKH�
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&RPPRQZHDOWK� RI� DQ\� FKDUJHV� IRU� LQYHVWLJDWLQJ� WKH� FKDQJH� UHTXHVW� SULRU� WR�
LQFXUULQJ� VXFK� FKDUJHV�� � ,I� WKH�&RPPRQZHDOWK� DQG� WKH�&RQWUDFWRU� DJUHH� RQ� WKH�
UHVXOWV�RI�WKH�LQYHVWLJDWLRQ�DQG�DQ\�QHFHVVDU\�FKDQJHV�WR�WKH�&RQWUDFW��WKH�SDUWLHV�
PXVW�FRPSOHWH�DQG�H[HFXWH�D�FKDQJH�RUGHU�WR�PRGLI\�WKH�&RQWUDFW�DQG�LPSOHPHQW�
WKH�FKDQJH���7KH�FKDQJH�RUGHU�ZLOO�EH�HYLGHQFHG�E\�D�ZULWLQJ�LQ�DFFRUGDQFH�ZLWK�
WKH�&RPPRQZHDOWK¶V�FKDQJH�RUGHU�SURFHGXUHV���1R�ZRUN�PD\�EHJLQ�RQ�WKH�FKDQJH�
RUGHU�XQWLO�WKH�&RQWUDFWRU�KDV�UHFHLYHG�WKH�H[HFXWHG�FKDQJH�RUGHU���,I�WKH�SDUWLHV�DUH�
QRW�DEOH�WR�DJUHH�XSRQ�WKH�UHVXOWV�RI�WKH�LQYHVWLJDWLRQ�RU�WKH�QHFHVVDU\�FKDQJHV�WR�
WKH�&RQWUDFW�� D�&RPPRQZHDOWK�LQLWLDWHG� FKDQJH� UHTXHVW�ZLOO� EH� LPSOHPHQWHG� DW�
&RPPRQZHDOWK¶V�RSWLRQ�DQG�WKH�&RQWUDFWRU�VKDOO�SHUIRUP�WKH�6HUYLFHV�DFFRUGLQJ�
WR�D�PXWXDOO\�DJUHHG�WR�LPSOHPHQWDWLRQ�VFKHGXOH��DQG�HLWKHU�SDUW\�PD\�HOHFW�WR�KDYH�
WKH�PDWWHU� WUHDWHG� DV� D� GLVSXWH� EHWZHHQ� WKH� SDUWLHV� XQGHU�6HFWLRQ� ����&RQWUDFW�
&RQWURYHUVLHV�� �'XULQJ� WKH�SHQGHQF\�RI�DQ\�VXFK�GLVSXWH��&RPPRQZHDOWK�VKDOO�
SD\�WR�&RQWUDFWRU�DQ\�XQGLVSXWHG�DPRXQWV��

�
�E�� &KDQJHV� RXWVLGH� WKH� VFRSH� RI� WKLV� &RQWUDFW� VKDOO� EH� DFFRPSOLVKHG� WKURXJK� WKH�

&RPPRQZHDOWK¶V�SURFXUHPHQW�SURFHGXUHV��DQG�PD\�UHVXOW�LQ�DQ�DPHQGHG�&RQWUDFW�
RU�D�QHZ�FRQWUDFW���1R�SD\PHQW�ZLOO�EH�PDGH�IRU�VHUYLFHV�RXWVLGH�RI�WKH�VFRSH�RI�
WKH�&RQWUDFW�IRU�ZKLFK�QR�DPHQGPHQW�KDV�EHHQ�H[HFXWHG��

�
���� 7(50,1$7,21��
�

�D�� )RU�&RQYHQLHQFH��
�

� 7KH�&RPPRQZHDOWK�PD\�WHUPLQDWH�WKH�&RQWUDFW��RU�D�3XUFKDVH�2UGHU�LVVXHG�
DJDLQVW�WKH�&RQWUDFW��LQ�ZKROH�RU�LQ�SDUW��ZLWKRXW�FDXVH�E\�JLYLQJ�&RQWUDFWRU�
��� GD\V¶� SULRU� ZULWWHQ� QRWLFH� �1RWLFH� RI� 7HUPLQDWLRQ�� ZKHQHYHU� WKH�
&RPPRQZHDOWK�VKDOO�GHWHUPLQH�WKDW�VXFK�WHUPLQDWLRQ�LV�LQ�WKH�EHVW�LQWHUHVW�
RI� WKH� &RPPRQZHDOWK� �7HUPLQDWLRQ� IRU� &RQYHQLHQFH��� � $Q\� VXFK�
WHUPLQDWLRQ�VKDOO�EH�HIIHFWHG�E\�GHOLYHU\�WR�WKH�&RQWUDFWRU�RI�D�1RWLFH�RI�
7HUPLQDWLRQ�VSHFLI\LQJ�WKH�H[WHQW�WR�ZKLFK�SHUIRUPDQFH�XQGHU�WKLV�&RQWUDFW�
LV� WHUPLQDWHG� HLWKHU� LQ� ZKROH� RU� LQ� SDUW� DQG� WKH� GDWH� RQ� ZKLFK� VXFK�
WHUPLQDWLRQ�EHFRPHV�HIIHFWLYH��

�
,Q�WKH�HYHQW�RI�WHUPLQDWLRQ�KHUHXQGHU��&RQWUDFWRU�VKDOO�UHFHLYH�SD\PHQW�IRU�
WKH�IROORZLQJ��

�
���� DOO� 6HUYLFHV� SHUIRUPHG� FRQVLVWHQW� ZLWK� WKH� WHUPV� RI� WKH� &RQWUDFW�

SULRU�WR�WKH�HIIHFWLYH�GDWH�RI�WHUPLQDWLRQ��
�

���� DOO�DFWXDO�DQG�UHDVRQDEOH�FRVWV�LQFXUUHG�E\�&RQWUDFWRU�DV�D�UHVXOW�RI�
WKH�WHUPLQDWLRQ�RI�WKH�&RQWUDFW��DQG�

�
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,Q�QR�HYHQW�VKDOO�WKH�&RQWUDFWRU�EH�SDLG�IRU�DQ\�ORVV�RI�DQWLFLSDWHG�SURILW��E\�
WKH�&RQWUDFWRU�RU�DQ\�VXEFRQWUDFWRU���ORVV�RI�XVH�RI�PRQH\��RU�DGPLQLVWUDWLYH�
RU�RYHUKHDG�FRVWV��

�
)DLOXUH� WR� DJUHH� RQ� DQ\� WHUPLQDWLRQ� FRVWV� VKDOO� EH� D� GLVSXWH� KDQGOHG� LQ�
DFFRUGDQFH�ZLWK�6HFWLRQ�����&RQWUDFW�&RQWURYHUVLHV��RI�WKLV�&RQWUDFW��

�
� 7KH�&RQWUDFWRU�VKDOO�FHDVH�6HUYLFHV�DV�RI�WKH�GDWH�VHW�IRUWK�LQ�WKH�1RWLFH�RI�

7HUPLQDWLRQ��DQG�VKDOO�EH�SDLG�RQO\�IRU�VXFK�6HUYLFHV�DV�KDYH�DOUHDG\�EHHQ�
VDWLVIDFWRULO\�UHQGHUHG�XS�WR�DQG�LQFOXGLQJ�WKH�WHUPLQDWLRQ�GDWH�VHW�IRUWK�LQ�
VDLG� QRWLFH�� RU� DV� PD\� EH� RWKHUZLVH� SURYLGHG� IRU� LQ� VDLG� 1RWLFH� RI�
7HUPLQDWLRQ�� DQG� IRU� VXFK� 6HUYLFHV� SHUIRUPHG� GXULQJ� WKH� ���GD\� QRWLFH�
SHULRG�� LI� VXFK� 6HUYLFHV� DUH� UHTXHVWHG� E\� WKH� &RPPRQZHDOWK�� IRU� WKH�
FROOHFWLRQ��DVVHPEOLQJ��DQG�WUDQVPLWWLQJ�WR�WKH�&RPPRQZHDOWK�RI�DW�OHDVW�
DOO�PDWHULDOV��PDQXDOV��PDJQHWLF�PHGLD�� VWXGLHV�� GUDZLQJV�� FRPSXWDWLRQV��
PDSV�� VXSSOLHV�� DQG� VXUYH\� QRWHV� LQFOXGLQJ� ILHOG� ERRNV�� ZKLFK� ZHUH�
REWDLQHG��SUHSDUHG��RU�GHYHORSHG�DV�SDUW�RI�WKH�6HUYLFHV�UHTXLUHG�XQGHU�WKLV�
&RQWUDFW��

�
� 7KH� DERYH� VKDOO� QRW� EH� GHHPHG� WR� OLPLW� WKH� &RPPRQZHDOWK¶V� ULJKW� WR�

WHUPLQDWH�WKLV�&RQWUDFW�IRU�DQ\�UHDVRQ�DV�SHUPLWWHG�E\�WKH�RWKHU�SURYLVLRQV�
RI�WKLV�&RQWUDFW��RU�XQGHU�DSSOLFDEOH�ODZ��

�
�E�� 1RQ�$SSURSULDWLRQ�� � $Q\� SD\PHQW� REOLJDWLRQ� RU� SRUWLRQ� WKHUHRI� RI� WKH�

&RPPRQZHDOWK�FUHDWHG�E\�WKLV�&RQWUDFW�LV�FRQGLWLRQHG�XSRQ�WKH�DYDLODELOLW\�DQG�
DSSURSULDWLRQ� RI� IXQGV�� �:KHQ� IXQGV� �VWDWH� RU� IHGHUDO�� DUH� QRW� DSSURSULDWHG� RU�
RWKHUZLVH� PDGH� DYDLODEOH� WR� VXSSRUW� FRQWLQXDWLRQ� RI� SHUIRUPDQFH� RU� IXOO�
SHUIRUPDQFH�LQ�D�VXEVHTXHQW�ILVFDO�\HDU�SHULRG��WKH�&RPPRQZHDOWK�VKDOO�KDYH�WKH�
ULJKW� WR� WHUPLQDWH� WKH� &RQWUDFW� LQ� ZKROH� RU� LQ� SDUW�� � 7KH� &RQWUDFWRU� VKDOO� EH�
UHLPEXUVHG�LQ�WKH�VDPH�PDQQHU�DV�WKDW�GHVFULEHG�LQ�VXEVHFWLRQ��D��WR�WKH�H[WHQW�WKDW�
DSSURSULDWHG�IXQGV�DUH�DYDLODEOH��

�
�F�� 'HIDXOW�� � 7KH� &RPPRQZHDOWK� PD\�� LQ� DGGLWLRQ� WR� LWV� RWKHU� ULJKWV� XQGHU� WKLV�

&RQWUDFW��WHUPLQDWH�WKLV�&RQWUDFW�LQ�ZKROH�RU�LQ�SDUW�E\�SURYLGLQJ�ZULWWHQ�QRWLFH�RI�
GHIDXOW�WR�WKH�&RQWUDFWRU�LI�WKH�&RQWUDFWRU�PDWHULDOO\�IDLOV�WR�SHUIRUP�LWV�REOLJDWLRQV�
XQGHU�WKH�&RQWUDFW�DQG�GRHV�QRW�FXUH�VXFK�IDLOXUH�ZLWKLQ����GD\V��RU�LI�D�FXUH�ZLWKLQ�
VXFK�SHULRG�LV�QRW�SUDFWLFDO��FRPPHQFH�D�JRRG�IDLWK�HIIRUW�WR�FXUH�VXFK�IDLOXUH�WR�
SHUIRUP�ZLWKLQ�WKH�VSHFLILHG�SHULRG�RU�VXFK�ORQJHU�SHULRG�DV�WKH�&RPPRQZHDOWK�
PD\� VSHFLI\� LQ� WKH� ZULWWHQ� QRWLFH� VSHFLI\LQJ� VXFK� IDLOXUH�� DQG� GLOLJHQWO\� DQG�
FRQWLQXRXVO\�SURFHHG�WR�FRPSOHWH�WKH�FXUH���7KH�&RQWUDFWLQJ�2IILFHU�VKDOO�SURYLGH�
DQ\�QRWLFH�RI�GHIDXOW�RU�ZULWWHQ�FXUH�QRWLFH�IRU�&RQWUDFW�WHUPLQDWLRQV��

�
� 6XEMHFW� WR� 6HFWLRQ� ���� /LPLWDWLRQ� RI� /LDELOLW\�� LQ� WKH� HYHQW� WKH�

&RPPRQZHDOWK�WHUPLQDWHV�WKLV�&RQWUDFW�LQ�ZKROH�RU�LQ�SDUW�DV�SURYLGHG�LQ�
WKLV� VXEVHFWLRQ� �F��� WKH� &RPPRQZHDOWK� PD\� SURFXUH� VHUYLFHV� VLPLODU� WR�
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WKRVH� VR� WHUPLQDWHG�� DQG� WKH� &RQWUDFWRU�� LQ� DGGLWLRQ� WR� OLDELOLW\� IRU� DQ\�
OLTXLGDWHG�GDPDJHV��VKDOO�EH�OLDEOH�WR�WKH�&RPPRQZHDOWK�IRU�WKH�GLIIHUHQFH�
EHWZHHQ�WKH�&RQWUDFW�SULFH�IRU�WKH�WHUPLQDWHG�SRUWLRQ�RI�WKH�6HUYLFHV�DQG�
WKH�DFWXDO�DQG�UHDVRQDEOH�FRVW��EXW�LQ�QR�HYHQW�JUHDWHU�WKDQ�WKH�IDLU�PDUNHW�
YDOXH�� RI� SURGXFLQJ� VXEVWLWXWH� HTXLYDOHQW� VHUYLFHV� IRU� WKH� WHUPLQDWHG�
6HUYLFHV��SURYLGHG�WKDW�WKH�&RQWUDFWRU�VKDOO�FRQWLQXH�WKH�SHUIRUPDQFH�RI�WKLV�
&RQWUDFW�WR�WKH�H[WHQW�QRW�WHUPLQDWHG�XQGHU�WKH�SURYLVLRQV�RI�WKLV�VHFWLRQ��

�
� ([FHSW�ZLWK�UHVSHFW�WR�GHIDXOWV�RI�VXEFRQWUDFWRUV��WKH�&RQWUDFWRU�VKDOO�QRW�

EH�OLDEOH�IRU�DQ\�H[FHVV�FRVWV�LI�WKH�IDLOXUH�WR�SHUIRUP�WKH�&RQWUDFW�DULVHV�
RXW� RI� FDXVHV� EH\RQG� WKH� FRQWURO� RI� WKH� &RQWUDFWRU�� � 6XFK� FDXVHV� PD\�
LQFOXGH��EXW�DUH�QRW� OLPLWHG�WR��DFWV�RI�*RG�RU�RI�WKH�SXEOLF�HQHP\��ILUHV��
IORRGV��HSLGHPLFV��TXDUDQWLQH�UHVWULFWLRQV��VWULNHV��ZRUN�VWRSSDJHV��IUHLJKW�
HPEDUJRHV��DFWV�RI�WHUURULVP�DQG�XQXVXDOO\�VHYHUH�ZHDWKHU���7KH�&RQWUDFWRU�
VKDOO�QRWLI\�WKH�&RQWUDFWLQJ�2IILFHU�SURPSWO\�LQ�ZULWLQJ�RI�LWV�LQDELOLW\�WR�
SHUIRUP�EHFDXVH�RI�D�FDXVH�EH\RQG�WKH�FRQWURO�RI�WKH�&RQWUDFWRU��

�
� 1RWKLQJ�LQ�WKLV�VXEVHFWLRQ��F��VKDOO�DEULGJH�WKH�&RPPRQZHDOWK¶V�ULJKW�WR�

VXVSHQG��GHEDU�RU�WDNH�RWKHU�DGPLQLVWUDWLYH�DFWLRQ�DJDLQVW�WKH�&RQWUDFWRU��
�

� ,I� LW� LV� ODWHU�GHWHUPLQHG� WKDW� WKH�&RPPRQZHDOWK� HUUHG� LQ� WHUPLQDWLQJ� WKH�
&RQWUDFW� IRU� GHIDXOW�� WKHQ� WKH� &RQWUDFW� VKDOO� EH� GHHPHG� WR� KDYH� EHHQ�
WHUPLQDWHG�IRU�FRQYHQLHQFH�XQGHU�VXEVHFWLRQ��D���

�
� ,I� WKLV� &RQWUDFW� LV� WHUPLQDWHG� DV� SURYLGHG� E\� WKLV� VXEVHFWLRQ� �F��� WKH�

&RPPRQZHDOWK� PD\�� LQ� DGGLWLRQ� WR� DQ\� RWKHU� ULJKWV� SURYLGHG� LQ� WKLV�
VXEVHFWLRQ��F���DQG�VXEMHFW� ODZ�DQG� WR�RWKHU�DSSOLFDEOH�SURYLVLRQV�RI� WKLV�
&RQWUDFW�� UHTXLUH� WKH�&RQWUDFWRU� WR� GHOLYHU� WR� WKH�&RPPRQZHDOWK� LQ� WKH�
PDQQHU�DQG�WR�WKH�H[WHQW�GLUHFWHG�E\�WKH�&RQWUDFWLQJ�2IILFHU��VXFK�6RIWZDUH��
'DWD�� 'HYHORSHG� :RUNV�� 'RFXPHQWDWLRQ� DQG� RWKHU� PDWHULDOV� DV� WKH�
&RQWUDFWRU� KDV� VSHFLILFDOO\� SURGXFHG� RU� VSHFLILFDOO\� DFTXLUHG� IRU� WKH�
SHUIRUPDQFH�RI�VXFK�SDUW�RI�WKH�&RQWUDFW�DV�KDV�EHHQ�WHUPLQDWHG��

�
�G�� 7KH�ULJKWV�DQG�UHPHGLHV�RI�WKH�&RPPRQZHDOWK�SURYLGHG�LQ�WKLV�VHFWLRQ�VKDOO�QRW�EH�

H[FOXVLYH�DQG�DUH�LQ�DGGLWLRQ�WR�DQ\�RWKHU�ULJKWV�DQG�UHPHGLHV�SURYLGHG�E\�ODZ�RU�
XQGHU�WKLV�&RQWUDFW��

�
�H�� 7KH�&RPPRQZHDOWK¶V�IDLOXUH�WR�H[HUFLVH�DQ\�ULJKWV�RU�UHPHGLHV�SURYLGHG�LQ�WKLV�

VHFWLRQ�VKDOO�QRW�EH�FRQVWUXHG�WR�EH�D�ZDLYHU�E\�WKH�&RPPRQZHDOWK�RI�LWV�ULJKWV�DQG�
UHPHGLHV�LQ�UHJDUG�WR�WKH�HYHQW�RI�GHIDXOW�RU�DQ\�VXFFHHGLQJ�HYHQW�RI�GHIDXOW��

�
�I�� )ROORZLQJ�H[KDXVWLRQ�RI� WKH�&RQWUDFWRU¶V�DGPLQLVWUDWLYH�UHPHGLHV�DV�VHW� IRUWK� LQ�

6HFWLRQ�����&RQWUDFW�&RQWURYHUVLHV��WKH�&RQWUDFWRU¶V�H[FOXVLYH�UHPHG\�VKDOO�EH�
WR�VHHN�GDPDJHV�LQ�WKH�%RDUG�RI�&ODLPV��

�
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���� %$&.*5281'�&+(&.6��
�

�D�� 7KH�&RQWUDFWRU��DW�LWV�H[SHQVH��PXVW�DUUDQJH�IRU�D�EDFNJURXQG�FKHFN�IRU�HDFK�RI�LWV�
HPSOR\HHV��DV�ZHOO�DV�WKH�HPSOR\HHV�RI�DQ\�RI�LWV�VXEFRQWUDFWRUV��ZKR�ZLOO�KDYH�
DFFHVV� WR� &RPPRQZHDOWK� ,7� IDFLOLWLHV�� HLWKHU� WKURXJK� RQ�VLWH� DFFHVV� RU� WKURXJK�
UHPRWH� DFFHVV�� � %DFNJURXQG� FKHFNV� DUH� WR� EH� FRQGXFWHG� YLD� WKH� 5HTXHVW� IRU�
&ULPLQDO� 5HFRUG� &KHFN� IRUP� DQG� SURFHGXUH� IRXQG� DW�
KWWSV���ZZZ�SVS�SD�JRY�3DJHV�5HTXHVW�D�&ULPLQDO�+LVWRU\�5HFRUG�DVS[�� � 7KH�
EDFNJURXQG�FKHFN�PXVW�EH�FRQGXFWHG�SULRU�WR�LQLWLDO�DFFHVV�DQG�RQ�DQ�DQQXDO�EDVLV�
WKHUHDIWHU��

�
�E�� %HIRUH� WKH�&RPPRQZHDOWK�ZLOO� SHUPLW� DFFHVV� WR� WKH�&RQWUDFWRU�� WKH�&RQWUDFWRU�

PXVW� SURYLGH� ZULWWHQ� FRQILUPDWLRQ� WKDW� WKH� EDFNJURXQG� FKHFNV� KDYH� EHHQ�
FRQGXFWHG���,I��DW�DQ\�WLPH��LW�LV�GLVFRYHUHG�WKDW�DQ�HPSOR\HH�RI�WKH�&RQWUDFWRU�RU�
DQ�HPSOR\HH�RI�D�VXEFRQWUDFWRU�RI�WKH�&RQWUDFWRU�KDV�D�FULPLQDO�UHFRUG�WKDW�LQFOXGHV�
D� IHORQ\�RU�PLVGHPHDQRU� LQYROYLQJ� WHUURULVWLF�EHKDYLRU��YLROHQFH��XVH�RI�D� OHWKDO�
ZHDSRQ��RU�EUHDFK�RI�WUXVW�ILGXFLDU\�UHVSRQVLELOLW\�RU�ZKLFK�UDLVHV�FRQFHUQV�DERXW�
EXLOGLQJ�� V\VWHP�RU� SHUVRQDO� VHFXULW\� RU� LV� RWKHUZLVH� MRE�UHODWHG�� WKH�&RQWUDFWRU�
VKDOO�QRW�DVVLJQ�WKDW�HPSOR\HH�WR�DQ\�&RPPRQZHDOWK�IDFLOLWLHV��VKDOO�UHPRYH�DQ\�
DFFHVV�SULYLOHJHV�DOUHDG\�JLYHQ�WR�WKH�HPSOR\HH�DQG�VKDOO�QRW�SHUPLW�WKDW�HPSOR\HH�
UHPRWH�DFFHVV�XQOHVV�WKH�&RPPRQZHDOWK�FRQVHQWV�WR�WKH�DFFHVV��LQ�ZULWLQJ��SULRU�WR�
WKH�DFFHVV�� �7KH�&RPPRQZHDOWK�PD\�ZLWKKROG� LWV�FRQVHQW� LQ� LWV�VROH�GLVFUHWLRQ���
)DLOXUH�RI�WKH�&RQWUDFWRU�WR�FRPSO\�ZLWK�WKH�WHUPV�RI�WKLV�VHFWLRQ�RQ�PRUH�WKDQ�RQH�
RFFDVLRQ�RU�&RQWUDFWRU¶V�IDLOXUH�WR�FXUH�DQ\�VLQJOH�IDLOXUH�WR�WKH�VDWLVIDFWLRQ�RI�WKH�
&RPPRQZHDOWK� PD\� UHVXOW� LQ� WKH� &RQWUDFWRU� EHLQJ� GHHPHG� LQ� GHIDXOW� RI� LWV�
&RQWUDFW��

�
�F�� 7KH� &RPPRQZHDOWK� VSHFLILFDOO\� UHVHUYHV� WKH� ULJKW� RI� WKH� &RPPRQZHDOWK� WR�

FRQGXFW�RU�UHTXLUH�EDFNJURXQG�FKHFNV�RYHU�DQG�DERYH�WKDW�GHVFULEHG�KHUHLQ��
�
���� &2175$&7�&217529(56,(6��
�

�D�� 3XUVXDQW�WR�6HFWLRQ��������RI�WKH�&RPPRQZHDOWK�3URFXUHPHQW�&RGH�����3D��&�6��
����������LQ�WKH�HYHQW�RI�D�FODLP�DULVLQJ�IURP�WKH�&RQWUDFW�RU�D�SXUFKDVH�RUGHU��WKH�
&RQWUDFWRU��ZLWKLQ� VL[� ����PRQWKV� DIWHU� WKH� FDXVH� RI� DFWLRQ� DFFUXHV��PXVW� ILOH� D�
ZULWWHQ�FODLP�ZLWK� WKH�&RQWUDFWLQJ�2IILFHU� IRU�D�GHWHUPLQDWLRQ�� �7KH�FODLP�VKDOO�
VWDWH� DOO� JURXQGV�XSRQ�ZKLFK� WKH�&RQWUDFWRU� DVVHUWV� D� FRQWURYHUV\�H[LVWV�� � ,I� WKH�
&RQWUDFWRU�IDLOV�WR�ILOH�D�FODLP�RU�ILOHV�DQ�XQWLPHO\�FODLP��WKH�&RQWUDFWRU�LV�GHHPHG�
WR�KDYH�ZDLYHG�LWV�ULJKW�WR�DVVHUW�D�FODLP�LQ�DQ\�IRUXP���$W�WKH�WLPH�WKH�FODLP�LV�
ILOHG��RU�ZLWKLQ����GD\V�WKHUHDIWHU��HLWKHU�SDUW\�PD\�UHTXHVW�PHGLDWLRQ�WKURXJK�WKH�
&RPPRQZHDOWK� 2IILFH� RI� *HQHUDO� &RXQVHO� 'LVSXWH� 5HVROXWLRQ� 3URJUDP��
KWWSV���ZZZ�RJF�SD�JRY�6HUYLFHV���WR���$JHQFLHV�0HGLDWLRQ���3URFHGXUHV�3
DJHV�GHIDXOW�DVS[��

�
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�E�� ,I�WKH�&RQWUDFWRU�RU�WKH�&RQWUDFWLQJ�2IILFHU�UHTXHVWV�PHGLDWLRQ��DQG�WKH�RWKHU�SDUW\�
DJUHHV��WKH�&RQWUDFWLQJ�2IILFHU�VKDOO�SURPSWO\�PDNH�DUUDQJHPHQWV�IRU�PHGLDWLRQ���
0HGLDWLRQ� VKDOO� EH� VFKHGXOHG� VR� DV� WR� QRW� GHOD\� WKH� LVVXDQFH� RI� WKH� ILQDO�
GHWHUPLQDWLRQ�EH\RQG�WKH�UHTXLUHG�����GD\V�DIWHU�UHFHLSW�RI�WKH�FODLP�LI�PHGLDWLRQ�
LV�XQVXFFHVVIXO���,I�PHGLDWLRQ�LV�QRW�DJUHHG�WR�RU�LI�UHVROXWLRQ�LV�QRW�UHDFKHG�WKURXJK�
PHGLDWLRQ��WKH�&RQWUDFWLQJ�2IILFHU�VKDOO�UHYLHZ�WLPHO\�ILOHG�FODLPV�DQG�LVVXH�D�ILQDO�
GHWHUPLQDWLRQ�� LQ�ZULWLQJ�� UHJDUGLQJ� WKH�FODLP�� �7KH� ILQDO�GHWHUPLQDWLRQ�VKDOO�EH�
LVVXHG�ZLWKLQ�����GD\V�RI�WKH�UHFHLSW�RI�WKH�FODLP��XQOHVV�H[WHQGHG�E\�FRQVHQW�RI�
WKH�&RQWUDFWLQJ�2IILFHU� DQG� WKH�&RQWUDFWRU�� �7KH�&RQWUDFWLQJ�2IILFHU� VKDOO� VHQG�
KLV�KHU�ZULWWHQ�GHWHUPLQDWLRQ�WR�WKH�&RQWUDFWRU���,I�WKH�&RQWUDFWLQJ�2IILFHU�IDLOV�WR�
LVVXH�D�ILQDO�GHWHUPLQDWLRQ�ZLWKLQ�WKH�����GD\V��XQOHVV�H[WHQGHG�E\�FRQVHQW�RI�WKH�
SDUWLHV��� WKH� FODLP� VKDOO� EH� GHHPHG� GHQLHG�� � 7KH� &RQWUDFWLQJ� 2IILFHU¶V�
GHWHUPLQDWLRQ�VKDOO�EH�WKH�ILQDO�RUGHU�RI�WKH�SXUFKDVLQJ�DJHQF\��

�
�F�� :LWKLQ����GD\V�RI�WKH�PDLOLQJ�GDWH�RI�WKH�GHWHUPLQDWLRQ�GHQ\LQJ�D�FODLP�RU�ZLWKLQ�

����GD\V�RI�ILOLQJ�D�FODLP�LI��QR�H[WHQVLRQ�LV�DJUHHG�WR�E\�WKH�SDUWLHV��ZKLFKHYHU�
RFFXUV�ILUVW��WKH�&RQWUDFWRU�PD\�ILOH�D�VWDWHPHQW�RI�FODLP�ZLWK�WKH�&RPPRQZHDOWK�
%RDUG�RI�&ODLPV���3HQGLQJ�D�ILQDO�MXGLFLDO�UHVROXWLRQ�RI�D�FRQWURYHUV\�RU�FODLP��WKH�
&RQWUDFWRU� VKDOO� SURFHHG� GLOLJHQWO\� ZLWK� WKH� SHUIRUPDQFH� RI� WKH� &RQWUDFW� RU�
3XUFKDVH�2UGHU�LQ�D�PDQQHU�FRQVLVWHQW�ZLWK�WKH�GHWHUPLQDWLRQ�RI�WKH�FRQWUDFWLQJ�
RIILFHU� DQG� WKH�&RPPRQZHDOWK� VKDOO� FRPSHQVDWH� WKH�&RQWUDFWRU�SXUVXDQW� WR� WKH�
WHUPV�RI�WKH�&RQWUDFW�RU�3XUFKDVH�2UGHU��

�
���� &21),'(17,$/,7<��35,9$&<�$1'�&203/,$1&(��
�

�D�� *HQHUDO�� � 7KH� &RQWUDFWRU� DJUHHV� WR� SURWHFW� WKH� FRQILGHQWLDOLW\� RI� WKH�
&RPPRQZHDOWK¶V�FRQILGHQWLDO�LQIRUPDWLRQ���7KH�&RPPRQZHDOWK�DJUHHV�WR�SURWHFW�
WKH� FRQILGHQWLDOLW\� RI�&RQWUDFWRU¶V� FRQILGHQWLDO� LQIRUPDWLRQ�� �8QOHVV� WKH� FRQWH[W�
RWKHUZLVH� FOHDUO\� LQGLFDWHV� WKH� QHHG� IRU� FRQILGHQWLDOLW\�� LQIRUPDWLRQ� LV� GHHPHG�
FRQILGHQWLDO� RQO\� ZKHQ� WKH� SDUW\� FODLPLQJ� FRQILGHQWLDOLW\� GHVLJQDWHV� WKH�
LQIRUPDWLRQ�DV�³FRQILGHQWLDO´�LQ�VXFK�D�ZD\�DV�WR�JLYH�QRWLFH�WR�WKH�RWKHU�SDUW\��IRU�
H[DPSOH�� QRWLFH� PD\� EH� FRPPXQLFDWHG� E\� GHVFULELQJ� WKH� LQIRUPDWLRQ�� DQG� WKH�
VSHFLILFDWLRQV�DURXQG�LWV�XVH�RU�GLVFORVXUH��LQ�WKH�6ROLFLWDWLRQ�RU�LQ�WKH�3URSRVDO����
1HLWKHU�SDUW\�PD\�DVVHUW�WKDW�LQIRUPDWLRQ�RZQHG�E\�WKH�RWKHU�SDUW\�LV�VXFK�SDUW\¶V�
FRQILGHQWLDO�LQIRUPDWLRQ���1RWZLWKVWDQGLQJ�WKH�IRUHJRLQJ��DOO�'DWD�SURYLGHG�E\��RU�
FROOHFWHG��SURFHVVHG��RU� FUHDWHG�RQ�EHKDOI�RI� WKH�&RPPRQZHDOWK� LV�&RQILGHQWLDO�
,QIRUPDWLRQ�XQOHVV�RWKHUZLVH�LQGLFDWHG�LQ�ZULWLQJ��

�
�E�� &RS\LQJ��'LVFORVXUH��7HUPLQDWLRQ���7KH�SDUWLHV�DJUHH�WKDW�FRQILGHQWLDO�LQIRUPDWLRQ�

VKDOO�QRW�EH�FRSLHG��LQ�ZKROH�RU�LQ�SDUW��RU�XVHG�RU�GLVFORVHG�H[FHSW�ZKHQ�HVVHQWLDO�
IRU�DXWKRUL]HG�DFWLYLWLHV�XQGHU�WKLV�&RQWUDFW�DQG��LQ�WKH�FDVH�RI�GLVFORVXUH��ZKHUH�
WKH� UHFLSLHQW� RI� WKH� FRQILGHQWLDO� LQIRUPDWLRQ� KDV� DJUHHG� WR� EH� ERXQG� E\�
FRQILGHQWLDOLW\� UHTXLUHPHQWV�QR� OHVV� UHVWULFWLYH� WKDQ� WKRVH�VHW� IRUWK�KHUHLQ�� �(DFK�
FRS\�RI�FRQILGHQWLDO�LQIRUPDWLRQ�VKDOO�EH�PDUNHG�E\�WKH�SDUW\�PDNLQJ�WKH�FRS\�ZLWK�
DQ\� QRWLFHV� DSSHDULQJ� LQ� WKH� RULJLQDO�� � 8SRQ� H[SLUDWLRQ� RU� WHUPLQDWLRQ� RI� WKLV�
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&RQWUDFW�RU�DQ\� OLFHQVH�JUDQWHG�KHUHXQGHU�� WKH� UHFHLYLQJ�SDUW\�ZLOO� UHWXUQ� WR� WKH�
GLVFORVLQJ�SDUW\��RU�FHUWLI\�DV�WR�WKH�GHVWUXFWLRQ�RI��DOO�FRQILGHQWLDO�LQIRUPDWLRQ�LQ�
WKH�UHFHLYLQJ�SDUW\¶V�SRVVHVVLRQ��RWKHU�WKDQ�RQH�FRS\��ZKHUH�SHUPLWWHG�E\�ODZ�RU�
UHJXODWLRQ���ZKLFK�PD\�EH�PDLQWDLQHG�IRU�DUFKLYDO�SXUSRVHV�RQO\��DQG�ZKLFK�ZLOO�
UHPDLQ�VXEMHFW�WR�WKLV�&RQWUDFW¶V�VHFXULW\��SULYDF\��GDWD�UHWHQWLRQ�GHVWUXFWLRQ�DQG�
FRQILGHQWLDOLW\�SURYLVLRQV���$�PDWHULDO�EUHDFK�RI�WKHVH�UHTXLUHPHQWV�PD\�UHVXOW�LQ�
WHUPLQDWLRQ�IRU�GHIDXOW�SXUVXDQW�WR�6XEVHFWLRQ����F���LQ�DGGLWLRQ�WR�RWKHU�UHPHGLHV�
DYDLODEOH�WR�WKH�QRQ�EUHDFKLQJ�SDUW\��

�
�F�� ,QVRIDU� DV� LQIRUPDWLRQ� LV� QRW� RWKHUZLVH� SURWHFWHG� E\� ODZ� RU� UHJXODWLRQ�� WKH�

REOLJDWLRQV�VWDWHG�LQ�WKLV�VHFWLRQ�GR�QRW�DSSO\�WR�LQIRUPDWLRQ��
�

� DOUHDG\�NQRZQ�WR�WKH�UHFLSLHQW�DW�WKH�WLPH�RI�GLVFORVXUH�RWKHU�WKDQ�WKURXJK�
WKH�FRQWUDFWXDO�UHODWLRQVKLS��

�
� LQGHSHQGHQWO\� JHQHUDWHG� E\� WKH� UHFLSLHQW� DQG� QRW� GHULYHG� IURP� WKH�

LQIRUPDWLRQ�VXSSOLHG�E\�WKH�GLVFORVLQJ�SDUW\��
�

� NQRZQ� RU� DYDLODEOH� WR� WKH� SXEOLF�� H[FHSW� ZKHUH� VXFK� NQRZOHGJH� RU�
DYDLODELOLW\�LV�WKH�UHVXOW�RI�XQDXWKRUL]HG�GLVFORVXUH�E\�WKH�UHFLSLHQW�RI�WKH�
SURSULHWDU\�LQIRUPDWLRQ��

�
� GLVFORVHG�WR�WKH�UHFLSLHQW�ZLWKRXW�D�VLPLODU�UHVWULFWLRQ�E\�D�WKLUG�SDUW\�ZKR�

KDV�WKH�ULJKW�WR�PDNH�VXFK�GLVFORVXUH��RU�
�

� UHTXLUHG�WR�EH�GLVFORVHG�E\�WKH�UHFLSLHQW�E\�ODZ��UHJXODWLRQ��FRXUW�RUGHU��RU�
RWKHU�OHJDO�SURFHVV��

�
7KHUH� VKDOO� EH� QR� UHVWULFWLRQ�ZLWK� UHVSHFW� WR� WKH� XVH� RU� GLVFORVXUH� RI� DQ\� LGHDV��
FRQFHSWV��NQRZ�KRZ�RU�GDWD�SURFHVVLQJ�WHFKQLTXHV�GHYHORSHG�DORQH�RU�MRLQWO\�ZLWK�
WKH�&RPPRQZHDOWK� LQ� FRQQHFWLRQ�ZLWK� VHUYLFHV�SURYLGHG� WR� WKH�&RPPRQZHDOWK�
XQGHU�WKLV�&RQWUDFW��

�
�G�� 7KH�&RQWUDFWRU�VKDOO�XVH�WKH�IROORZLQJ�SURFHVV�ZKHQ�VXEPLWWLQJ�LQIRUPDWLRQ�WR�WKH�

&RPPRQZHDOWK� LW� EHOLHYHV� WR� EH� FRQILGHQWLDO� DQG�RU� SURSULHWDU\� LQIRUPDWLRQ� RU�
WUDGH�VHFUHWV��

�
� 3UHSDUH�DQG�VXEPLW�DQ�XQ�UHGDFWHG�YHUVLRQ�RI�WKH�DSSURSULDWH�GRFXPHQW��

�
� 3UHSDUH� DQG� VXEPLW� D� UHGDFWHG� YHUVLRQ� RI� WKH� GRFXPHQW� WKDW� UHGDFWV� WKH�

LQIRUPDWLRQ�WKDW�LV�DVVHUWHG�WR�EH�FRQILGHQWLDO�RU�SURSULHWDU\�LQIRUPDWLRQ�RU�
D�WUDGH�VHFUHW�� �7KH�&RQWUDFWRU�VKDOO�XVH�D�UHGDFWLRQ�SURJUDP�WKDW�HQVXUHV�
WKH�LQIRUPDWLRQ�LV�SHUPDQHQWO\�DQG�LUUHYHUVLEO\�UHGDFWHG��DQG�

�
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� 3UHSDUH�DQG�VXEPLW�D�VLJQHG�ZULWWHQ�VWDWHPHQW�WKDW�LGHQWLILHV�FRQILGHQWLDO�RU�
SURSULHWDU\�LQIRUPDWLRQ�RU�WUDGH�VHFUHWV�DQG�WKDW�VWDWHV��

�
���� WKH� DWWDFKHG� PDWHULDO� FRQWDLQV� FRQILGHQWLDO� RU� SURSULHWDU\�

LQIRUPDWLRQ�RU�WUDGH�VHFUHWV��
�

���� WKH�&RQWUDFWRU�LV�VXEPLWWLQJ�WKH�PDWHULDO� LQ�ERWK�UHGDFWHG�DQG�XQ�
UHGDFWHG�IRUPDW��LI�SRVVLEOH��LQ�DFFRUGDQFH�ZLWK����3�6�����������E���
DQG�

�
���� WKH�&RQWUDFWRU�LV�UHTXHVWLQJ�WKDW�WKH�PDWHULDO�EH�FRQVLGHUHG�H[HPSW�

XQGHU����3�6�����������E������IURP�SXEOLF�UHFRUGV�UHTXHVWV��
�

�H�� 'LVFORVXUH� RI�5HFLSLHQW� RU�%HQHILFLDU\� ,QIRUPDWLRQ� 3URKLELWHG�� � 7KH�&RQWUDFWRU�
VKDOO�QRW�XVH�RU�GLVFORVH�DQ\�LQIRUPDWLRQ�DERXW�D�UHFLSLHQW�UHFHLYLQJ�VHUYLFHV�IURP��
RU�RWKHUZLVH�HQUROOHG�LQ��D�&RPPRQZHDOWK�SURJUDP�DIIHFWHG�E\�RU�EHQHILWLQJ�IURP�
6HUYLFHV�XQGHU�WKH�&RQWUDFW�IRU�DQ\�SXUSRVH�QRW�FRQQHFWHG�ZLWK�WKH�&RQWUDFWRU¶V�
UHVSRQVLELOLWLHV��H[FHSW�ZLWK�FRQVHQW�SXUVXDQW�WR�DSSOLFDEOH�ODZ�RU�UHJXODWLRQV���$OO�
PDWHULDO� DVVRFLDWHG�ZLWK� GLUHFW� GLVFORVXUHV� RI� WKLV� NLQG� �LQFOXGLQJ� WKH� GLVFORVHG�
LQIRUPDWLRQ��VKDOO�EH�SURYLGHG�WR�WKH�&RPPRQZHDOWK�SULRU�WR�WKH�GLUHFW�GLVFORVXUH��

�
�I�� &RPSOLDQFH� ZLWK� /DZV�� � &RQWUDFWRU� ZLOO� FRPSO\� ZLWK� DOO� DSSOLFDEOH� ODZV� RU�

UHJXODWLRQV�UHODWHG�WR�WKH�XVH�DQG�GLVFORVXUH�RI�LQIRUPDWLRQ��LQFOXGLQJ�LQIRUPDWLRQ�
WKDW� FRQVWLWXWHV� 3URWHFWHG� +HDOWK� ,QIRUPDWLRQ� �3+,�� DV� GHILQHG� E\� WKH� +HDOWK�
,QVXUDQFH�3RUWDELOLW\�DQG�$FFRXQWDELOLW\�$FW��+,3$$����)XUWKHU��E\�VLJQLQJ�WKLV�
&RQWUDFW��WKH�&RQWUDFWRU�DJUHHV�WR�WKH�WHUPV�RI�WKH�%XVLQHVV�$VVRFLDWH�$JUHHPHQW��
ZKLFK� LV� LQFRUSRUDWHG� LQWR� WKLV� &RQWUDFW� DV� $WWDFKPHQW� $�� RU� DV� RWKHUZLVH�
QHJRWLDWHG� E\� WKH� &RQWUDFWRU� DQG� WKH� SXUFKDVLQJ� DJHQF\�� � ,W� LV� XQGHUVWRRG� WKDW�
$WWDFKPHQW�$��&RPPRQZHDOWK�RI�3HQQV\OYDQLD�%XVLQHVV�$VVRFLDWH�$JUHHPHQW��
LV�RQO\�DSSOLFDEOH�LI�DQG�WR�WKH�H[WHQW�LQGLFDWHG�LQ�WKH�&RQWUDFW��

�
�J�� $GGLWLRQDO�3URYLVLRQV�� �$GGLWLRQDO�SULYDF\�DQG�FRQILGHQWLDOLW\�UHTXLUHPHQWV�PD\�

EH�VSHFLILHG�LQ�WKH�&RQWUDFW��
�

�K�� 5HVWULFWLRQV� RQ� 8VH�� � $OO� 'DWD� DQG� DOO� LQWHOOHFWXDO� SURSHUW\� SURYLGHG� WR� WKH�
&RQWUDFWRU�SXUVXDQW�WR�WKLV�&RQWUDFW�RU�FROOHFWHG�RU�JHQHUDWHG�E\�WKH�&RQWUDFWRU�RQ�
EHKDOI�RI�WKH�&RPPRQZHDOWK�SXUVXDQW�WR�WKLV�&RQWUDFW�VKDOO�EH�XVHG�RQO\�IRU�WKH�
ZRUN�RI�WKLV�&RQWUDFW���1R�'DWD��LQWHOOHFWXDO�SURSHUW\��'RFXPHQWDWLRQ�RU�'HYHORSHG�
:RUNV� PD\� EH� XVHG�� GLVFORVHG�� RU� RWKHUZLVH� RSHQHG� IRU� DFFHVV� E\� RU� WR� WKH�
&RQWUDFWRU� RU� DQ\� WKLUG� SDUW\� XQOHVV� GLUHFWO\� UHODWHG� WR� DQG� QHFHVVDU\� XQGHU� WKH�
&RQWUDFW��

�
���� 3&,�6(&85,7<�&203/,$1&(��
�
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�D�� *HQHUDO���%\�SURYLGLQJ�WKH�6HUYLFHV�XQGHU�WKLV�&RQWUDFW��WKH�&RQWUDFWRU�PD\�FUHDWH��
UHFHLYH�� RU� KDYH� DFFHVV� WR� FUHGLW� FDUG� UHFRUGV� RU� UHFRUG� V\VWHPV� FRQWDLQLQJ�
FDUGKROGHU�GDWD�LQFOXGLQJ�FUHGLW�FDUG�QXPEHUV��FROOHFWLYHO\�WKH�³&DUGKROGHU�'DWD´����
&RQWUDFWRU�VKDOO�FRPSO\�ZLWK�WKH�3D\PHQW�&DUG�,QGXVWU\�'DWD�6HFXULW\�6WDQGDUG�
�³3&,�'66´��UHTXLUHPHQWV�IRU�&DUGKROGHU�'DWD�WKDW�DUH�SUHVFULEHG�E\�WKH�SD\PHQW�
EUDQGV� �LQFOXGLQJ��EXW�QRW� OLPLWHG� WR��9LVD��0DVWHU&DUG��$PHULFDQ�([SUHVV�� DQG�
'LVFRYHU��� DV� WKH\� PD\� EH� DPHQGHG� IURP� WLPH� WR� WLPH�� � 7KH� &RQWUDFWRU�
DFNQRZOHGJHV�DQG�DJUHHV�WKDW�&DUGKROGHU�'DWD�PD\�RQO\�EH�XVHG�IRU�DVVLVWLQJ�LQ�
FRPSOHWLQJ�D�FDUG�WUDQVDFWLRQ��IRU�IUDXG�FRQWURO�VHUYLFHV��IRU�OR\DOW\�SURJUDPV��RU�
DV�VSHFLILFDOO\�DJUHHG�WR�E\�WKH�SD\PHQW�EUDQGV��IRU�SXUSRVHV�RI�WKLV�&RQWUDFW�RU�DV�
UHTXLUHG�E\�DSSOLFDEOH�ODZ�RU�UHJXODWLRQV��

�
�E�� &RPSOLDQFH�ZLWK�6WDQGDUGV���7KH�&RQWUDFWRU�VKDOO�FRQIRUP�WR�DQG�FRPSO\�ZLWK�WKH�

3&,� '66� VWDQGDUGV� DV� GHILQHG� E\� 7KH� 3&,� 6HFXULW\� 6WDQGDUGV� &RXQFLO� DW��
KWWSV���ZZZ�SFLVHFXULW\VWDQGDUGV�RUJ�VHFXULW\BVWDQGDUGV�LQGH[�SKS�� � 7KH�
&RQWUDFWRU� VKDOO�PRQLWRU� WKHVH�3&,�'66� VWDQGDUGV� DQG�ZLOO� SURPSWO\� QRWLI\� WKH�
&RPPRQZHDOWK� LI� LWV� SUDFWLFHV� VKRXOG� QRW� FRQIRUP� WR� VXFK� VWDQGDUGV�� � 7KH�
&RQWUDFWRU�VKDOO�SURYLGH�D�OHWWHU�RI�FHUWLILFDWLRQ�WR�DWWHVW�WR�PHHWLQJ�WKLV�UHTXLUHPHQW�
ZLWKLQ�VHYHQ�����GD\V�RI�WKH�&RQWUDFWRU¶V�UHFHLSW�RI�WKH�DQQXDO�3&,�'66�FRPSOLDQFH�
UHSRUW��

�
���� '$7$�%5($&+�25�/266��
�

�D�� 7KH�&RQWUDFWRU�VKDOO�FRPSO\�ZLWK�DOO�DSSOLFDEOH�GDWD�SURWHFWLRQ��GDWD�VHFXULW\��GDWD�
SULYDF\�DQG�GDWD�EUHDFK�QRWLILFDWLRQ�ODZV��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�WKH�%UHDFK�
RI�3HUVRQDO�,QIRUPDWLRQ�1RWLILFDWLRQ�$FW��$FW�RI�'HFHPEHU�����������3�/�������1R��
����DV�DPHQGHG�����3�6���������²������

�
�E�� )RU�'DWD�DQG�&RQILGHQWLDO�,QIRUPDWLRQ�LQ�WKH�SRVVHVVLRQ��FXVWRG\��DQG�FRQWURO�RI�

WKH�&RQWUDFWRU�RU�LWV�HPSOR\HHV��DJHQWV��DQG�RU�VXEFRQWUDFWRUV��
�

� 7KH� &RQWUDFWRU� VKDOO� UHSRUW� XQDXWKRUL]HG� DFFHVV�� XVH�� UHOHDVH�� ORVV��
GHVWUXFWLRQ�RU�GLVFORVXUH�RI�'DWD�RU�&RQILGHQWLDO�,QIRUPDWLRQ��³,QFLGHQW´��
WR�WKH�&RPPRQZHDOWK�ZLWKLQ�WZR�����KRXUV�RI�ZKHQ�WKH�&RQWUDFWRU�NQRZV�
RI� RU� UHDVRQDEO\� VXVSHFWV� VXFK� ,QFLGHQW�� DQG� WKH� &RQWUDFWRU� PXVW�
LPPHGLDWHO\� WDNH� DOO� UHDVRQDEOH� VWHSV� WR� PLWLJDWH� DQ\� SRWHQWLDO� KDUP� RU�
IXUWKHU�DFFHVV��XVH��UHOHDVH��ORVV��GHVWUXFWLRQ�RU�GLVFORVXUH�RI�VXFK�'DWD�RU�
&RQILGHQWLDO�,QIRUPDWLRQ��

�
� 7KH� &RQWUDFWRU� VKDOO� SURYLGH� WLPHO\� QRWLFH� WR� DOO� LQGLYLGXDOV� WKDW� PD\�

UHTXLUH� QRWLFH� XQGHU� DQ\� DSSOLFDEOH� ODZ� RU� UHJXODWLRQ� DV� D� UHVXOW� RI� DQ�
,QFLGHQW���7KH�QRWLFH�PXVW�EH�SUH�DSSURYHG�E\�WKH�&RPPRQZHDOWK���$W�WKH�
&RPPRQZHDOWK¶V� UHTXHVW�� &RQWUDFWRU� VKDOO�� DW� LWV� VROH� H[SHQVH�� SURYLGH�
FUHGLW�PRQLWRULQJ�VHUYLFHV�WR�DOO�LQGLYLGXDOV�WKDW�PD\�EH�LPSDFWHG�E\�DQ\�
,QFLGHQW�UHTXLULQJ�QRWLFH��
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�
� 7KH�&RQWUDFWRU�VKDOO�EH� VROHO\�UHVSRQVLEOH�IRU�DQ\�FRVWV�� ORVVHV�� ILQHV��RU�

GDPDJHV�LQFXUUHG�E\�WKH�&RPPRQZHDOWK�GXH�WR�,QFLGHQWV��,Q�DGGLWLRQ��DQ\�
FLWL]HQV�LPSDFWHG�E\�EUHDFK�RI�GDWD�ZLOO�EH�RIIHUHG�DW� OHDVW����PRQWKV�RI�
FUHGLW�PRQLWRULQJ�DW�WKH�H[SHQVH�RI�WKH�&RQWUDFWRU���

�
�F�� $V� WR� 'DWD� DQG� &RQILGHQWLDO� ,QIRUPDWLRQ� IXOO\� RU� SDUWLDOO\� LQ� WKH� SRVVHVVLRQ��

FXVWRG\��RU�FRQWURO�RI�WKH�&RQWUDFWRU�DQG�WKH�&RPPRQZHDOWK��WKH�&RQWUDFWRU�VKDOO�
GLOLJHQWO\�SHUIRUP�DOO�RI�WKH�GXWLHV�UHTXLUHG�LQ�WKLV�VHFWLRQ�LQ�FRRSHUDWLRQ�ZLWK�WKH�
&RPPRQZHDOWK��XQWLO�WKH�WLPH�DW�ZKLFK�D�GHWHUPLQDWLRQ�RI�UHVSRQVLELOLW\�IRU� WKH�
,QFLGHQW��DQG�IRU�VXEVHTXHQW�DFWLRQ�UHJDUGLQJ�WKH�,QFLGHQW��LV�PDGH�ILQDO��

�
���� ,1685$1&(��
�

�D�� *HQHUDO�� � 8QOHVV� RWKHUZLVH� LQGLFDWHG� LQ� WKH� 6ROLFLWDWLRQ�� WKH� &RQWUDFWRU� VKDOO�
PDLQWDLQ� DW� LWV� H[SHQVH� DQG� UHTXLUH� LWV� DJHQWV�� FRQWUDFWRUV� DQG� VXEFRQWUDFWRUV� WR�
SURFXUH�DQG�PDLQWDLQ��DV�DSSURSULDWH��WKH�IROORZLQJ�W\SHV�DQG�DPRXQWV�RI�LQVXUDQFH��
LVVXHG�E\�FRPSDQLHV�DFFHSWDEOH�WR�WKH�&RPPRQZHDOWK�DQG�DXWKRUL]HG�WR�FRQGXFW�
VXFK�EXVLQHVV�XQGHU�WKH�ODZV�RI�WKH�&RPPRQZHDOWK��

�
� :RUNHUV¶�&RPSHQVDWLRQ� ,QVXUDQFH� IRU� DOO� RI� WKH�&RQWUDFWRU¶V� HPSOR\HHV�

DQG� WKRVH� RI� DQ\� VXEFRQWUDFWRU� HQJDJHG� LQ� SHUIRUPLQJ� 6HUYLFHV� LQ�
DFFRUGDQFH�ZLWK�WKH�:RUNHUV
�&RPSHQVDWLRQ�$FW��$FW�RI�-XQH����������3�/��
�����1R�������UHHQDFWHG�DQG�DPHQGHG�-XQH�����������3�/�������1R�������DV�
DPHQGHG�����3�6�����²������

�
� &RPPHUFLDO�JHQHUDO�OLDELOLW\�LQVXUDQFH�SURYLGLQJ�FRYHUDJH�IURP�FODLPV�IRU�

GDPDJHV�IRU�SHUVRQDO�LQMXU\��GHDWK�DQG�SURSHUW\�RI�RWKHUV��LQFOXGLQJ�ORVV�RI�
XVH�UHVXOWLQJ�IURP�DQ\�SURSHUW\�GDPDJH�ZKLFK�PD\�DULVH�IURP�LWV�RSHUDWLRQV�
XQGHU�WKLV�&RQWUDFW��ZKHWKHU�VXFK�RSHUDWLRQ�EH�E\�WKH�&RQWUDFWRU��E\�DQ\�
DJHQW�� FRQWUDFWRU� RU� VXEFRQWUDFWRU�� RU� E\� DQ\RQH� GLUHFWO\� RU� LQGLUHFWO\�
HPSOR\HG�E\�HLWKHU���7KH�OLPLWV�RI�VXFK�LQVXUDQFH�VKDOO�EH�LQ�DQ�DPRXQW�QRW�
OHVV� WKDQ� ��������� SHU� SHUVRQ� DQG� ����������� SHU� RFFXUUHQFH�� SHUVRQDO�
LQMXU\�DQG�SURSHUW\�GDPDJH�FRPELQHG���6XFK�SROLFLHV�VKDOO�EH�RFFXUUHQFH�
EDVHG�UDWKHU�WKDQ�FODLPV�PDGH�SROLFLHV�DQG�VKDOO�QDPH�WKH�&RPPRQZHDOWK�
RI�3HQQV\OYDQLD�DV�DQ�DGGLWLRQDO�LQVXUHG��DV�LWV�LQWHUHVWV�PD\�DSSHDU���7KH�
LQVXUDQFH�VKDOO�QRW�FRQWDLQ�DQ\�HQGRUVHPHQWV�RU�DQ\�RWKHU�IRUP�GHVLJQHG�WR�
OLPLW�DQG�UHVWULFW�DQ\�DFWLRQ�E\�WKH�&RPPRQZHDOWK�DV�DQ�DGGLWLRQDO�LQVXUHG�
DJDLQVW�WKH�LQVXUDQFH�FRYHUDJHV�LQ�UHJDUG�WR�WKH�6HUYLFHV�SHUIRUPHG�IRU�RU�
6XSSOLHV�SURYLGHG�WR�WKH�&RPPRQZHDOWK��

�
� 3URIHVVLRQDO�DQG�7HFKQRORJ\�%DVHG�6HUYLFHV�/LDELOLW\�,QVXUDQFH��LQVXULQJ�

DJDLQVW�GDPDJHV�DQG�FODLP�H[SHQVHV�DV�D�UHVXOW�RI�FODLPV�DULVLQJ�IURP�DQ\�
DFWXDO� RU� DOOHJHG� ZURQJIXO� DFWV� LQ� SHUIRUPLQJ� F\EHU� DQG� WHFKQRORJ\�
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DFWLYLWLHV�� LQ� WKH� DPRXQW� RI� ������������ SHU� DFFLGHQW�RFFXUUHQFH�DQQXDO�
DJJUHJDWH��

�
� 3URIHVVLRQDO� /LDELOLW\�(UURUV� DQG� 2PLVVLRQV� ,QVXUDQFH� LQ� WKH� DPRXQW� RI�

������������ SHU� DFFLGHQW�RFFXUUHQFH�DQQXDO� DJJUHJDWH�� FRYHULQJ� WKH�
&RQWUDFWRU�� LWV� HPSOR\HHV�� DJHQWV�� FRQWUDFWRUV�� DQG� VXEFRQWUDFWRUV� LQ� WKH�
SHUIRUPDQFH�RI�DOO�VHUYLFHV��

�
� 1HWZRUN�&\EHU� /LDELOLW\� ,QVXUDQFH� �LQFOXGLQJ� FRYHUDJH� IRU� 3URIHVVLRQDO�

DQG�7HFKQRORJ\�%DVHG�6HUYLFHV�/LDELOLW\�LI�QRW�FRYHUHG�XQGHU�&RPSDQ\¶V�
3URIHVVLRQDO�/LDELOLW\�(UURUV�DQG�2PLVVLRQV�,QVXUDQFH�UHIHUHQFHG�DERYH��LQ�
WKH� DPRXQW� RI� ������������ SHU� DFFLGHQW�RFFXUUHQFH�DQQXDO� DJJUHJDWH��
FRYHULQJ� WKH� &RQWUDFWRU�� LWV� HPSOR\HHV�� DJHQWV�� FRQWUDFWRUV�� DQG�
VXEFRQWUDFWRUV�LQ�WKH�SHUIRUPDQFH�RI�DOO�VHUYLFHV��

�
� &RPSOHWHG� 2SHUDWLRQV� ,QVXUDQFH� LQ� WKH� DPRXQW� RI� ������������ SHU�

DFFLGHQW�RFFXUUHQFH�DQQXDO� DJJUHJDWH�� FRYHULQJ� WKH� &RQWUDFWRU�� LWV�
HPSOR\HHV��DJHQWV��FRQWUDFWRUV��DQG�VXEFRQWUDFWRUV�LQ�WKH�SHUIRUPDQFH�RI�DOO�
VHUYLFHV��

�
� &RPSUHKHQVLYH�FULPH�LQVXUDQFH�LQ�DQ�DPRXQW�RI�QRW�OHVV�WKDQ������������

SHU�FODLP��
�

�E�� &HUWLILFDWH�RI� ,QVXUDQFH�� �3ULRU� WR�FRPPHQFLQJ�6HUYLFHV�XQGHU� WKH�&RQWUDFW��DQG�
DQQXDOO\�WKHUHDIWHU��WKH�&RQWUDFWRU�VKDOO�SURYLGH�WKH�&RPPRQZHDOWK�ZLWK�D�FRS\�RI�
HDFK�FXUUHQW� FHUWLILFDWH�RI� LQVXUDQFH� UHTXLUHG�E\� WKLV� VHFWLRQ�� �7KHVH� FHUWLILFDWHV�
VKDOO� FRQWDLQ� D� SURYLVLRQ� WKDW� FRYHUDJHV� DIIRUGHG� XQGHU� WKH� SROLFLHV�ZLOO� QRW� EH�
FDQFHOHG�RU�FKDQJHG�LQ�VXFK�D�ZD\�WR�FDXVH�WKH�FRYHUDJH�WR�IDLO�WR�FRPSO\�ZLWK�WKH�
UHTXLUHPHQWV�RI� WKLV� VHFWLRQ�XQWLO�DW� OHDVW����GD\V¶�SULRU�ZULWWHQ�QRWLFH�KDV�EHHQ�
JLYHQ� WR� WKH�&RPPRQZHDOWK�� � 6XFK� FDQFHOODWLRQ� RU� FKDQJH� VKDOO� QRW� UHOLHYH� WKH�
&RQWUDFWRU� RI� LWV� FRQWLQXLQJ� REOLJDWLRQ� WR� PDLQWDLQ� LQVXUDQFH� FRYHUDJH� LQ�
DFFRUGDQFH�ZLWK�WKLV�VHFWLRQ��

�
�F�� ,QVXUDQFH�FRYHUDJH�OHQJWK���7KH�&RQWUDFWRU�DJUHHV�WR�PDLQWDLQ�VXFK�LQVXUDQFH�IRU�

WKH�ODWWHU�RI�WKH�OLIH�RI�WKH�&RQWUDFW��RU�WKH�OLIH�RI�DQ\�3XUFKDVH�2UGHUV�LVVXHG�XQGHU�
WKH�&RQWUDFW��

�
���� &2175$&725�5(63216,%,/,7<�352*5$0��
�

�D�� )RU�WKH�SXUSRVH�RI�WKHVH�SURYLVLRQV��WKH�WHUP�&RQWUDFWRU�LV�GHILQHG�DV�DQ\�SHUVRQ��
LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��D�ELGGHU��RIIHURU��ORDQ�UHFLSLHQW��JUDQWHH�RU�OHVVRU��ZKR�
KDV� IXUQLVKHG� RU� SHUIRUPHG� RU� VHHNV� WR� IXUQLVK� RU� SHUIRUP�� JRRGV�� 6XSSOLHV��
6HUYLFHV��OHDVHG�VSDFH��FRQVWUXFWLRQ�RU�RWKHU�DFWLYLW\��XQGHU�D�FRQWUDFW��JUDQW��OHDVH��
3XUFKDVH� 2UGHU� RU� UHLPEXUVHPHQW� DJUHHPHQW� ZLWK� WKH� &RPPRQZHDOWK� RI�
3HQQV\OYDQLD� �&RPPRQZHDOWK��� � 7KH� WHUP� &RQWUDFWRU� LQFOXGHV� D� SHUPLWWHH��
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OLFHQVHH��RU�DQ\�DJHQF\��SROLWLFDO�VXEGLYLVLRQ��LQVWUXPHQWDOLW\��SXEOLF�DXWKRULW\��RU�
RWKHU�SXEOLF�HQWLW\�LQ�WKH�&RPPRQZHDOWK��

�
�E�� 7KH�&RQWUDFWRU�FHUWLILHV��LQ�ZULWLQJ��IRU�LWVHOI�DQG�LWV�VXEFRQWUDFWRUV�UHTXLUHG�WR�EH�

GLVFORVHG�RU�DSSURYHG�E\�WKH�&RPPRQZHDOWK��WKDW�DV�RI�WKH�GDWH�RI�LWV�H[HFXWLRQ�RI�
WKLV� %LG�&RQWUDFW�� WKDW� QHLWKHU� WKH� &RQWUDFWRU�� QRU� DQ\� VXEFRQWUDFWRUV�� QRU� DQ\�
VXSSOLHUV� DUH� XQGHU� VXVSHQVLRQ� RU� GHEDUPHQW� E\� WKH� &RPPRQZHDOWK� RU� DQ\�
JRYHUQPHQWDO�HQWLW\��LQVWUXPHQWDOLW\��RU�DXWKRULW\�DQG��LI�WKH�&RQWUDFWRU�FDQQRW�VR�
FHUWLI\��WKHQ�LW�DJUHHV�WR�VXEPLW��DORQJ�ZLWK�LWV�%LG�&RQWUDFW��D�ZULWWHQ�H[SODQDWLRQ�
RI�ZK\�VXFK�FHUWLILFDWLRQ�FDQQRW�EH�PDGH��

�
�F�� 7KH�&RQWUDFWRU�DOVR�FHUWLILHV��LQ�ZULWLQJ��WKDW�DV�RI�WKH�GDWH�RI�LWV�H[HFXWLRQ�RI�WKLV�

%LG�&RQWUDFW� LW�KDV�QR� WD[� OLDELOLWLHV�RU�RWKHU�&RPPRQZHDOWK�REOLJDWLRQV��RU�KDV�
ILOHG�D�WLPHO\�DGPLQLVWUDWLYH�RU�MXGLFLDO�DSSHDO�LI�VXFK�OLDELOLWLHV�RU�REOLJDWLRQV�H[LVW��
RU�LV�VXEMHFW�WR�D�GXO\�DSSURYHG�GHIHUUHG�SD\PHQW�SODQ�LI�VXFK�OLDELOLWLHV�H[LVW��

�
�G�� 7KH�&RQWUDFWRU¶V�REOLJDWLRQV�SXUVXDQW� WR� WKHVH�SURYLVLRQV� DUH�RQJRLQJ� IURP�DQG�

DIWHU� WKH� HIIHFWLYH� GDWH� RI� WKH� &RQWUDFW� WKURXJK� WKH� WHUPLQDWLRQ� GDWH� WKHUHRI���
$FFRUGLQJO\��WKH�&RQWUDFWRU�VKDOO�KDYH�DQ�REOLJDWLRQ�WR�LQIRUP�WKH�&RPPRQZHDOWK�
LI��DW�DQ\�WLPH�GXULQJ�WKH�WHUP�RI�WKH�&RQWUDFW��LW�EHFRPHV�GHOLQTXHQW�LQ�WKH�SD\PHQW�
RI�WD[HV��RU�RWKHU�&RPPRQZHDOWK�REOLJDWLRQV��RU�LI�LW�RU��WR�WKH�EHVW�NQRZOHGJH�RI�
WKH� &RQWUDFWRU�� DQ\� RI� LWV� VXEFRQWUDFWRUV� DUH� VXVSHQGHG� RU� GHEDUUHG� E\� WKH�
&RPPRQZHDOWK��WKH�IHGHUDO�JRYHUQPHQW��RU�DQ\�RWKHU�VWDWH�RU�JRYHUQPHQWDO�HQWLW\���
6XFK� QRWLILFDWLRQ� VKDOO� EH� PDGH� ZLWKLQ� ��� GD\V� RI� WKH� GDWH� RI� VXVSHQVLRQ� RU�
GHEDUPHQW��

�
�H�� 7KH� IDLOXUH� RI� WKH�&RQWUDFWRU� WR� QRWLI\� WKH�&RPPRQZHDOWK� RI� LWV� VXVSHQVLRQ� RU�

GHEDUPHQW�E\�WKH�&RPPRQZHDOWK��DQ\�RWKHU�VWDWH��RU�WKH�IHGHUDO�JRYHUQPHQW�VKDOO�
FRQVWLWXWH�DQ�HYHQW�RI�GHIDXOW�RI�WKH�&RQWUDFW�ZLWK�WKH�&RPPRQZHDOWK��

�
�I�� 7KH�&RQWUDFWRU�DJUHHV�WR�UHLPEXUVH�WKH�&RPPRQZHDOWK�IRU�WKH�UHDVRQDEOH�FRVWV�RI�

LQYHVWLJDWLRQ�LQFXUUHG�E\�WKH�2IILFH�RI�6WDWH�,QVSHFWRU�*HQHUDO�IRU�LQYHVWLJDWLRQV�RI�
WKH�&RQWUDFWRU¶V�FRPSOLDQFH�ZLWK�WKH�WHUPV�RI�WKLV�RU�DQ\�RWKHU�DJUHHPHQW�EHWZHHQ�
WKH�&RQWUDFWRU�DQG�WKH�&RPPRQZHDOWK�WKDW�UHVXOWV�LQ�WKH�VXVSHQVLRQ�RU�GHEDUPHQW�
RI�WKH�&RQWUDFWRU���6XFK�FRVWV�VKDOO�LQFOXGH��EXW�VKDOO�QRW�EH�OLPLWHG�WR��VDODULHV�RI�
LQYHVWLJDWRUV��LQFOXGLQJ�RYHUWLPH��WUDYHO�DQG�ORGJLQJ�H[SHQVHV��DQG�H[SHUW�ZLWQHVV�
DQG�GRFXPHQWDU\�IHHV�� �7KH�&RQWUDFWRU�VKDOO�QRW�EH�UHVSRQVLEOH�IRU� LQYHVWLJDWLYH�
FRVWV� IRU� LQYHVWLJDWLRQV� WKDW� GR� QRW� UHVXOW� LQ� WKH� &RQWUDFWRU¶V� VXVSHQVLRQ� RU�
GHEDUPHQW��

�
�J�� 7KH�&RQWUDFWRU�PD\�REWDLQ�D�FXUUHQW�OLVW�RI�VXVSHQGHG�DQG�GHEDUUHG�&RPPRQZHDOWK�

FRQWUDFWRUV� E\� HLWKHU� VHDUFKLQJ� WKH� ,QWHUQHW� DW�
KWWSV���ZZZ�GJV�SD�JRY�3DJHV�GHIDXOW�DVS[�RU�FRQWDFWLQJ�WKH��

�
'HSDUWPHQW�RI�*HQHUDO�6HUYLFHV�
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2IILFH�RI�&KLHI�&RXQVHO�
����1RUWK�2IILFH�%XLOGLQJ�
+DUULVEXUJ��3$��������
7HOHSKRQH�1R������������������
)$;�1R������������������

�
���� 2))6(7�3529,6,21�)25�&20021:($/7+�&2175$&76��
�

7KH�&RQWUDFWRU�DJUHHV� WKDW� WKH�&RPPRQZHDOWK�PD\�VHW�RII� WKH�DPRXQW�RI�DQ\�VWDWH� WD[�
OLDELOLW\� RU� RWKHU� REOLJDWLRQ� RI� WKH�&RQWUDFWRU� RU� LWV� VXEVLGLDULHV� WR� WKH�&RPPRQZHDOWK�
DJDLQVW�DQ\�SD\PHQWV�GXH�WKH�&RQWUDFWRU�XQGHU�DQ\�FRQWUDFW�ZLWK�WKH�&RPPRQZHDOWK��

�
���� 7$;(6�)('(5$/��67$7(�$1'�/2&$/��
�

7KH�&RPPRQZHDOWK� LV� H[HPSW� IURP� DOO� H[FLVH� WD[HV� LPSRVHG� E\� WKH� ,QWHUQDO�5HYHQXH�
6HUYLFH�DQG�KDV�DFFRUGLQJO\�UHJLVWHUHG�ZLWK�WKH�,QWHUQDO�5HYHQXH�6HUYLFH�WR�PDNH�WD[�IUHH�
SXUFKDVHV�XQGHU�UHJLVWUDWLRQ�1R�������������.���:LWK�WKH�H[FHSWLRQ�RI�SXUFKDVHV�RI�WKH�
IROORZLQJ�LWHPV��QR�H[HPSWLRQ�FHUWLILFDWHV�DUH�UHTXLUHG�DQG�QRQH�ZLOO�EH�LVVXHG��XQG\HG�
GLHVHO� IXHO�� WLUHV�� WUXFNV��JDV�JX]]OHU�HPHUJHQF\�YHKLFOHV�� DQG�VSRUWV� ILVKLQJ�HTXLSPHQW���
7KH�&RPPRQZHDOWK� LV� DOVR�H[HPSW� IURP�3HQQV\OYDQLD�VDOHV� WD[�� ORFDO� VDOHV� WD[��SXEOLF�
WUDQVSRUWDWLRQ� DVVLVWDQFH� WD[HV�� DQG� IHHV� DQG� YHKLFOH� UHQWDO� WD[�� � 7KH� 'HSDUWPHQW� RI�
5HYHQXH�UHJXODWLRQV�SURYLGH�WKDW�H[HPSWLRQ�FHUWLILFDWHV�DUH�QRW�UHTXLUHG�IRU�VDOHV�PDGH�WR�
JRYHUQPHQWDO�HQWLWLHV�DQG�QRQH�ZLOO�EH�LVVXHG���1RWKLQJ�LQ�WKLV�VHFWLRQ�LV�PHDQW�WR�H[HPSW�
D�FRQVWUXFWLRQ�FRQWUDFWRU�IURP�WKH�SD\PHQW�RI�DQ\�RI�WKHVH�WD[HV�RU�IHHV�ZKLFK�DUH�UHTXLUHG�
WR�EH�SDLG�ZLWK�UHVSHFW�WR�WKH�SXUFKDVH��XVH��UHQWDO�RU�OHDVH�RI�WDQJLEOH�SHUVRQDO�SURSHUW\�RU�
WD[DEOH�VHUYLFHV�XVHG�RU�WUDQVIHUUHG�LQ�FRQQHFWLRQ�ZLWK�WKH�SHUIRUPDQFH�RI�D�FRQVWUXFWLRQ�
FRQWUDFW��

�
���� /,0,7$7,21�2)�/,$%,/,7<��
�

�D�� *HQHUDO���7KH�&RQWUDFWRU¶V�OLDELOLW\�WR�WKH�&RPPRQZHDOWK�XQGHU�WKLV�&RQWUDFW�VKDOO�
EH�OLPLWHG�WR�WKH�JUHDWHU�RI����������RU�WKH�YDOXH�RI�WKLV�&RQWUDFW��LQFOXGLQJ�DQ\�
DPHQGPHQWV����7KLV�OLPLWDWLRQ�ZLOO�DSSO\��H[FHSW�DV�RWKHUZLVH�VWDWHG�LQ�WKLV�VHFWLRQ��
UHJDUGOHVV�RI�WKH�IRUP�RI�DFWLRQ��ZKHWKHU�LQ�FRQWUDFW�RU�LQ�WRUW��LQFOXGLQJ�QHJOLJHQFH���
7KLV�OLPLWDWLRQ�GRHV�QRW��KRZHYHU��DSSO\�WR�DQ\�GDPDJHV��

�
� IRU�ERGLO\�LQMXU\��

�
� IRU�GHDWK��

�
� IRU�LQWHQWLRQDO�LQMXU\��

�
� IRU� GDPDJH� WR� UHDO� SURSHUW\� RU� WDQJLEOH� SHUVRQDO� SURSHUW\� IRU� ZKLFK� WKH�

&RQWUDFWRU�LV�OHJDOO\�OLDEOH��
�
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� XQGHU� 6HFWLRQ� ���� 3DWHQW�� &RS\ULJKW�� 7UDGHPDUN� DQG� 7UDGH� 6HFUHW�
3URWHFWLRQ��

�
� XQGHU�6HFWLRQ�����'DWD�%UHDFK�RU�/RVV��RU�

�
� XQGHU� 6HFWLRQ� ���� 9LUXV�� 0DOLFLRXV�� 0LVFKLHYRXV� RU� 'HVWUXFWLYH�

3URJUDPPLQJ��
�

�E�� 7KH�&RQWUDFWRU�ZLOO�QRW�EH�OLDEOH�IRU�FRQVHTXHQWLDO�RU�LQFLGHQWDO�GDPDJHV��H[FHSW�
IRU� GDPDJHV� DV� VHW� IRUWK� LQ� SDUDJUDSKV� �D��L�²�YLL�� DERYH�� RU� DV� RWKHUZLVH�
VSHFLILHG�LQ�WKH�&RQWUDFW��

�
���� &20021:($/7+�+(/'�+$50/(66��
�

�D�� 7KH�&RQWUDFWRU�VKDOO�LQGHPQLI\�WKH�&RPPRQZHDOWK�DJDLQVW�DQ\�DQG�DOO�WKLUG�SDUW\�
FODLPV��GHPDQGV�DQG�DFWLRQV�EDVHG�XSRQ�RU�DULVLQJ�RXW�RI�DQ\�DFWLYLWLHV�SHUIRUPHG�
E\�WKH�&RQWUDFWRU�DQG�LWV�HPSOR\HHV�DQG�DJHQWV�XQGHU�WKLV�&RQWUDFW��SURYLGHG�WKH�
&RPPRQZHDOWK� JLYHV� &RQWUDFWRU� SURPSW� QRWLFH� RI� DQ\� VXFK� FODLP� RI� ZKLFK� LW�
OHDUQV�� �3XUVXDQW� WR� WKH�&RPPRQZHDOWK�$WWRUQH\V�$FW��$FW�RI�2FWREHU�����������
3�/�������1R�������DV�DPHQGHG�����3�6�����������²���������WKH�2IILFH�RI�$WWRUQH\�
*HQHUDO��2$*��KDV�WKH�VROH�DXWKRULW\�WR�UHSUHVHQW�WKH�&RPPRQZHDOWK�LQ�DFWLRQV�
EURXJKW�DJDLQVW�WKH�&RPPRQZHDOWK���7KH�2$*�PD\��KRZHYHU��LQ�LWV�VROH�GLVFUHWLRQ�
DQG�XQGHU�VXFK�WHUPV�DV�LW�GHHPV�DSSURSULDWH��GHOHJDWH�LWV�ULJKW�RI�GHIHQVH���,I�2$*�
GHOHJDWHV�WKH�GHIHQVH�WR�WKH�&RQWUDFWRU��WKH�&RPPRQZHDOWK�ZLOO�FRRSHUDWH�ZLWK�DOO�
UHDVRQDEOH�UHTXHVWV�RI�&RQWUDFWRU�PDGH�LQ�WKH�GHIHQVH�RI�VXFK�VXLWV��

�
�E�� 1RWZLWKVWDQGLQJ�WKH�DERYH��QHLWKHU�SDUW\�VKDOO�HQWHU�LQWR�DQ\�VHWWOHPHQW�ZLWKRXW�WKH�

RWKHU� SDUW\¶V� ZULWWHQ� FRQVHQW�� ZKLFK� VKDOO� QRW� EH� XQUHDVRQDEO\� ZLWKKHOG�� � 7KH�
&RPPRQZHDOWK�PD\�� LQ� LWV� VROH� GLVFUHWLRQ�� DOORZ� WKH� &RQWUDFWRU� WR� FRQWURO� WKH�
GHIHQVH�DQG�DQ\�UHODWHG�VHWWOHPHQW�QHJRWLDWLRQV��

�
���� 629(5(,*1�,0081,7<��
�

1R�SURYLVLRQ�RI�WKLV�&RQWUDFW�PD\�EH�FRQVWUXHG�WR�ZDLYH�RU�OLPLW�WKH�VRYHUHLJQ�LPPXQLW\�
RI�WKH�&RPPRQZHDOWK�RI�3HQQV\OYDQLD�RU�LWV�JRYHUQPHQWDO�VXE�XQLWV��

�
���� 9,586��0$/,&,286��0,6&+,(9286�25�'(6758&7,9(�352*5$00,1*��
�

�D�� 7KH�&RQWUDFWRU�VKDOO�EH�OLDEOH�IRU�DQ\�GDPDJHV�LQFXUUHG�E\�WKH�&RPPRQZHDOWK�LI�
WKH�&RQWUDFWRU�RU�DQ\�RI�LWV�HPSOR\HHV��VXEFRQWUDFWRUV�RU�FRQVXOWDQWV�LQWURGXFHV�D�
YLUXV� RU� PDOLFLRXV�� PLVFKLHYRXV� RU� GHVWUXFWLYH� SURJUDPPLQJ� LQWR� WKH�
&RPPRQZHDOWK¶V�VRIWZDUH�RU�FRPSXWHU�QHWZRUNV�DQG�KDV�IDLOHG�WR�FRPSO\�ZLWK�WKH�
&RPPRQZHDOWK� VRIWZDUH� VHFXULW\� VWDQGDUGV�� � 7KH� &RPPRQZHDOWK� PXVW�
GHPRQVWUDWH� WKDW� WKH� &RQWUDFWRU� RU� DQ\� RI� LWV� HPSOR\HHV�� VXEFRQWUDFWRUV� RU�
FRQVXOWDQWV� LQWURGXFHG� WKH� YLUXV� RU� PDOLFLRXV�� PLVFKLHYRXV� RU� GHVWUXFWLYH�
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SURJUDPPLQJ���7KH�&RQWUDFWRU¶V�OLDELOLW\�VKDOO�FHDVH�LI�WKH�&RPPRQZHDOWK�KDV�QRW�
IXOO\�FRPSOLHG�ZLWK�LWV�RZQ�VRIWZDUH�VHFXULW\�VWDQGDUGV��

�
�E�� 7KH�&RQWUDFWRU� VKDOO� EH� OLDEOH� IRU� DQ\�GDPDJHV� LQFXUUHG�E\� WKH�&RPPRQZHDOWK�

LQFOXGLQJ��EXW�QRW�OLPLWHG�WR��WKH�H[SHQGLWXUH�RI�&RPPRQZHDOWK�IXQGV�WR�HOLPLQDWH�
RU�UHPRYH�D�FRPSXWHU�YLUXV�RU�PDOLFLRXV��PLVFKLHYRXV�RU�GHVWUXFWLYH�SURJUDPPLQJ�
WKDW�UHVXOWV�IURP�WKH�&RQWUDFWRU¶V�IDLOXUH�WR�WDNH�SURDFWLYH�PHDVXUHV�WR�NHHS�YLUXV�
RU�PDOLFLRXV��PLVFKLHYRXV�RU�GHVWUXFWLYH�SURJUDPPLQJ�IURP�RULJLQDWLQJ�IURP�WKH�
&RQWUDFWRU� RU� DQ\� RI� LWV� HPSOR\HHV�� VXEFRQWUDFWRUV� RU� FRQVXOWDQWV� WKURXJK�
DSSURSULDWH�ILUHZDOOV�DQG�PDLQWHQDQFH�RI�DQWL�YLUXV�VRIWZDUH�DQG�VRIWZDUH�VHFXULW\�
XSGDWHV��VXFK�DV�RSHUDWLQJ�V\VWHPV�VHFXULW\�SDWFKHV��HWF����

�
�F�� ,Q� WKH� HYHQW� RI� GHVWUXFWLRQ� RU� PRGLILFDWLRQ� RI� 6RIWZDUH�� WKH� &RQWUDFWRU� VKDOO�

HOLPLQDWH�WKH�YLUXV��PDOLFLRXV��PLVFKLHYRXV�RU�GHVWUXFWLYH�SURJUDPPLQJ��UHVWRUH�WKH�
&RPPRQZHDOWK¶V�VRIWZDUH��DQG�EH�OLDEOH�WR�WKH�&RPPRQZHDOWK�IRU�DQ\�UHVXOWLQJ�
GDPDJHV��

�
�G�� 7KH� &RQWUDFWRU� VKDOO� EH� UHVSRQVLEOH� IRU� UHYLHZLQJ� &RPPRQZHDOWK� VRIWZDUH�

VHFXULW\�VWDQGDUGV�DQG�FRPSO\LQJ�ZLWK�WKRVH�VWDQGDUGV��
�

�H�� 7KH�&RPPRQZHDOWK�PD\��DW�DQ\�WLPH��DXGLW��E\�D�PHDQV�GHHPHG�DSSURSULDWH�E\�WKH�
&RPPRQZHDOWK�� DQ\� FRPSXWLQJ� GHYLFHV� EHLQJ� XVHG� E\� UHSUHVHQWDWLYHV� RI� WKH�
&RQWUDFWRU� WR� SURYLGH� 6HUYLFHV� WR� WKH� &RPPRQZHDOWK� IRU� WKH� VROH� SXUSRVH� RI�
GHWHUPLQLQJ� ZKHWKHU� WKRVH� GHYLFHV� KDYH� DQWL�YLUXV� VRIWZDUH� ZLWK� FXUUHQW� YLUXV�
VLJQDWXUH�ILOHV�DQG�WKH�FXUUHQW�PLQLPXP�RSHUDWLQJ�V\VWHP�SDWFKHV�RU�ZRUNDURXQGV�
KDYH�EHHQ�LQVWDOOHG���'HYLFHV�IRXQG�WR�EH�RXW�RI�FRPSOLDQFH�ZLOO�LPPHGLDWHO\�EH�
GLVFRQQHFWHG� DQG� ZLOO� QRW� EH� SHUPLWWHG� WR� FRQQHFW� RU� UHFRQQHFW� WR� WKH�
&RPPRQZHDOWK�QHWZRUN�XQWLO�WKH�SURSHU�LQVWDOODWLRQV�KDYH�EHHQ�PDGH��

�
�I�� 7KH�&RQWUDFWRU�PD\� XVH� WKH� DQWL�YLUXV� VRIWZDUH� XVHG� E\� WKH�&RPPRQZHDOWK� WR�

SURWHFW�&RQWUDFWRU¶V�FRPSXWLQJ�GHYLFHV�XVHG�LQ�WKH�FRXUVH�RI�SURYLGLQJ�VHUYLFHV�WR�
WKH� &RPPRQZHDOWK�� � ,W� LV� XQGHUVWRRG� WKDW� WKH� &RQWUDFWRU� PD\� QRW� LQVWDOO� WKH�
VRIWZDUH� RQ� DQ\� FRPSXWLQJ� GHYLFH� QRW� EHLQJ� XVHG� WR� SURYLGH� VHUYLFHV� WR� WKH�
&RPPRQZHDOWK�� DQG� WKDW� DOO� FRSLHV� RI� WKH� VRIWZDUH� ZLOO� EH� UHPRYHG� IURP� DOO�
GHYLFHV�XSRQ�WHUPLQDWLRQ�RI�WKLV�&RQWUDFW��

�
�J�� 7KH�&RPPRQZHDOWK�ZLOO�QRW�EH�UHVSRQVLEOH�IRU�DQ\�GDPDJHV�WR�WKH�&RQWUDFWRU¶V�

FRPSXWHUV�� GDWD�� VRIWZDUH�� HWF�� FDXVHG� DV� D� UHVXOW� RI� WKH� LQVWDOODWLRQ� RI� WKH�
&RPPRQZHDOWK¶V�DQWL�YLUXV�VRIWZDUH�RU�PRQLWRULQJ�VRIWZDUH�RQ�WKH�&RQWUDFWRU¶V�
FRPSXWHUV��

�
���� 3$7(17��&23<5,*+7��75$'(0$5.�$1'�75$'(�6(&5(7�3527(&7,21��
�

�D�� 7KH�&RQWUDFWRU�VKDOO�KROG�WKH�&RPPRQZHDOWK�KDUPOHVV�IURP�DQ\�VXLW�RU�SURFHHGLQJ�
ZKLFK�PD\�EH�EURXJKW�E\�D�WKLUG�SDUW\�DJDLQVW�WKH�&RPPRQZHDOWK��LWV�GHSDUWPHQWV��
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RIILFHUV�RU�HPSOR\HHV�IRU�WKH�DOOHJHG�LQIULQJHPHQW�RI�DQ\�8QLWHG�6WDWHV�RU�IRUHLJQ�
SDWHQWV��FRS\ULJKWV�� WUDGHPDUNV�RU�WUDGH�GUHVV��RU�IRU�D�PLVDSSURSULDWLRQ�RI�WUDGH�
VHFUHWV�DULVLQJ�RXW�RI�SHUIRUPDQFH�RI� WKLV�&RQWUDFW�� LQFOXGLQJ�DOO�ZRUN��VHUYLFHV��
PDWHULDOV��UHSRUWV��VWXGLHV��DQG�FRPSXWHU�SURJUDPV�SURYLGHG�E\�WKH�&RQWUDFWRU��DQG�
LQ�DQ\�VXFK�VXLW�RU�SURFHHGLQJ�ZLOO�VDWLVI\�DQ\�ILQDO�DZDUG�IRU�VXFK�LQIULQJHPHQW��
LQFOXGLQJ�FRVWV���7KH�&RPPRQZHDOWK�DJUHHV�WR�JLYH�&RQWUDFWRU�SURPSW�QRWLFH�RI�
DQ\�VXFK�FODLP�RI�ZKLFK�LW�OHDUQV���3XUVXDQW�WR�WKH�&RPPRQZHDOWK�$WWRUQH\V�$FW��
$FW�RI�2FWREHU�����������3�/�������1R�������DV�DPHQGHG�����3�6�����������²����
�����WKH�2IILFH�RI�$WWRUQH\�*HQHUDO��2$*��KDV�WKH�VROH�DXWKRULW\�WR�UHSUHVHQW�WKH�
&RPPRQZHDOWK� LQ� DFWLRQV� EURXJKW� DJDLQVW� WKH� &RPPRQZHDOWK�� � 7KH� 2$*��
KRZHYHU�� LQ� LWV� VROH� GLVFUHWLRQ� DQG� XQGHU� WKH� WHUPV� LW� GHHPV� DSSURSULDWH�� PD\�
GHOHJDWH�LWV�ULJKW�RI�GHIHQVH���,I�2$*�GHOHJDWHV�WKH�GHIHQVH�WR�WKH�&RQWUDFWRU��WKH�
&RPPRQZHDOWK�ZLOO�FRRSHUDWH�ZLWK�DOO�UHDVRQDEOH�UHTXHVWV�RI�&RQWUDFWRU�PDGH�LQ�
WKH�GHIHQVH�RI�VXFK�VXLWV�� �1R�VHWWOHPHQW� WKDW�SUHYHQWV� WKH�&RPPRQZHDOWK�IURP�
FRQWLQXLQJ�WR�XVH�WKH�'HYHORSHG�:RUNV�DV�SURYLGHG�KHUHLQ�VKDOO�EH�PDGH�ZLWKRXW�
WKH�&RPPRQZHDOWK¶V�SULRU�ZULWWHQ�FRQVHQW���,Q�DOO�HYHQWV��WKH�&RPPRQZHDOWK�VKDOO�
KDYH�WKH�ULJKW�WR�SDUWLFLSDWH�LQ�WKH�GHIHQVH�RI�DQ\�VXFK�VXLW�RU�SURFHHGLQJ�WKURXJK�
FRXQVHO�RI�LWV�RZQ�FKRRVLQJ���,W�LV�H[SUHVVO\�DJUHHG�E\�WKH�&RQWUDFWRU�WKDW��LQ�WKH�
HYHQW� LW� UHTXHVWV� WKDW� WKH� &RPPRQZHDOWK� SURYLGH� VXSSRUW� WR� WKH� &RQWUDFWRU� LQ�
GHIHQGLQJ�DQ\�VXFK�FODLP��WKH�&RQWUDFWRU�VKDOO�UHLPEXUVH�WKH�&RPPRQZHDOWK�IRU�
DOO� H[SHQVHV� �LQFOXGLQJ� DWWRUQH\V¶� IHHV�� LI� VXFK� DUH� PDGH� QHFHVVDU\� E\� WKH�
&RQWUDFWRU¶V�UHTXHVW�� LQFXUUHG�E\�WKH�&RPPRQZHDOWK�IRU�VXFK�VXSSRUW�� � ,I�2$*�
GRHV�QRW�GHOHJDWH�WKH�GHIHQVH�RI�WKH�PDWWHU��WKH�&RQWUDFWRU¶V�REOLJDWLRQ�WR�LQGHPQLI\�
FHDVHV�� �7KH�&RQWUDFWRU��DW� LWV�H[SHQVH��ZLOO�SURYLGH�ZKDWHYHU�FRRSHUDWLRQ�2$*�
UHTXHVWV�LQ�WKH�GHIHQVH�RI�WKH�VXLW��

�
�E�� 7KH�&RQWUDFWRU� DJUHHV� WR�H[HUFLVH� UHDVRQDEOH�GXH�GLOLJHQFH� WR�SUHYHQW�FODLPV�RI�

LQIULQJHPHQW� RQ� WKH� ULJKWV� RI� WKLUG� SDUWLHV�� � 7KH�&RQWUDFWRU� FHUWLILHV� WKDW�� LQ� DOO�
UHVSHFWV�DSSOLFDEOH�WR�WKLV�&RQWUDFW��LW�KDV�H[HUFLVHG�DQG�ZLOO�FRQWLQXH�WR�H[HUFLVH�
GXH�GLOLJHQFH�WR�HQVXUH�WKDW�DOO�ZRUNV�SURGXFHG�XQGHU�WKLV�&RQWUDFW�GR�QRW�LQIULQJH�
RQ�WKH�SDWHQWV��FRS\ULJKWV��WUDGHPDUNV��WUDGH�GUHVV��WUDGH�VHFUHWV�RU�RWKHU�SURSULHWDU\�
LQWHUHVWV�RI�DQ\�NLQG�ZKLFK�PD\�EH�KHOG�E\�WKLUG�SDUWLHV���7KH�&RQWUDFWRU�DOVR�DJUHHV�
WR�FHUWLI\�WKDW�ZRUN�SURGXFHG�IRU�WKH�&RPPRQZHDOWK�XQGHU�WKLV�FRQWUDFW�VKDOO�EH�
IUHH�DQG�FOHDU�IURP�DOO�FODLPV�RI�DQ\�QDWXUH��

�
�F�� ,I�WKH�GHIHQVH�RI�WKH�VXLW�LV�GHOHJDWHG�WR�WKH�&RQWUDFWRU��WKH�&RQWUDFWRU�VKDOO�SD\�DOO�

GDPDJHV�DQG�FRVWV�DZDUGHG�WKHUHLQ�DJDLQVW�WKH�&RPPRQZHDOWK���,I�LQIRUPDWLRQ�DQG�
DVVLVWDQFH�DUH�IXUQLVKHG�E\�WKH�&RPPRQZHDOWK�DW�WKH�&RQWUDFWRU¶V�ZULWWHQ�UHTXHVW��
LW�VKDOO�EH�DW�WKH�&RQWUDFWRU¶V�H[SHQVH��EXW�WKH�UHVSRQVLELOLW\�IRU�VXFK�H[SHQVH�VKDOO�
EH�RQO\�WKDW�ZLWKLQ�WKH�&RQWUDFWRU¶V�ZULWWHQ�DXWKRUL]DWLRQ��

�
�G�� ,I��LQ�WKH�&RQWUDFWRU¶V�RSLQLRQ��WKH�SURGXFWV��PDWHULDOV��UHSRUWV��VWXGLHV��RU�FRPSXWHU�

SURJUDPV� IXUQLVKHG� KHUHXQGHU� DUH� OLNHO\� WR� RU� GR� EHFRPH� VXEMHFW� WR� D� FODLP� RI�
LQIULQJHPHQW�RI�D�8QLWHG�6WDWHV�SDWHQW��FRS\ULJKW��WUDGHPDUN�RU�WUDGH�GUHVV��RU�IRU�D�



��
�

�

3DJH����RI����

PLVDSSURSULDWLRQ� RI� WUDGH� VHFUHW�� WKHQ� ZLWKRXW� GLPLQLVKLQJ� WKH� &RQWUDFWRU¶V�
REOLJDWLRQ�WR�VDWLVI\�DQ\�ILQDO�DZDUG��WKH�&RQWUDFWRU�PD\��DW�LWV�RSWLRQ�DQG�H[SHQVH��

�
� VXEVWLWXWH� IXQFWLRQDO� HTXLYDOHQWV� IRU� WKH� DOOHJHG� LQIULQJLQJ� SURGXFWV��

PDWHULDOV��UHSRUWV��VWXGLHV��RU�FRPSXWHU�SURJUDPV��RU�
�

� REWDLQ� WKH� ULJKWV� IRU� WKH� &RPPRQZHDOWK� WR� FRQWLQXH� WKH� XVH� RI� VXFK�
SURGXFWV��PDWHULDOV��UHSRUWV��VWXGLHV��RU�FRPSXWHU�SURJUDPV��

�
�H�� ,I�DQ\�RI�WKH�SURGXFWV��PDWHULDOV��UHSRUWV��VWXGLHV��RU�FRPSXWHU�SURJUDPV�SURYLGHG�

E\�WKH�&RQWUDFWRU�DUH�LQ�VXFK�VXLW�RU�SURFHHGLQJ�KHOG�WR�FRQVWLWXWH�LQIULQJHPHQW�DQG�
WKH�XVH�RU�SXEOLFDWLRQ�WKHUHRI�LV�HQMRLQHG��WKH�&RQWUDFWRU�VKDOO��DW�LWV�RZQ�H[SHQVH�
DQG� DW� LWV� RSWLRQ�� HLWKHU� SURFXUH� WKH� ULJKW� WR� SXEOLVK� RU� FRQWLQXH� XVH� RI� VXFK�
LQIULQJLQJ�SURGXFWV��PDWHULDOV��UHSRUWV��VWXGLHV��RU�FRPSXWHU�SURJUDPV��UHSODFH�WKHP�
ZLWK�QRQ�LQIULQJLQJ�LWHPV��RU�PRGLI\�WKHP�VR�WKDW�WKH\�DUH�QR�ORQJHU�LQIULQJLQJ��

�
�I�� ,I�WKH�&RQWUDFWRU�LV�XQDEOH�WR�GR�DQ\�RI�WKH�SUHFHGLQJ��WKH�&RQWUDFWRU�DJUHHV�WR�SD\�

WKH�&RPPRQZHDOWK��
�

� DQ\�DPRXQWV�SDLG�E\�WKH�&RPPRQZHDOWK�OHVV�D�UHDVRQDEOH�DPRXQW�EDVHG�RQ�
WKH�DFFHSWDQFH�DQG�XVH�RI�WKH�GHOLYHUDEOH��

�
� DQ\�OLFHQVH�IHH�OHVV�DQ�DPRXQW�IRU�WKH�SHULRG�RI�XVDJH�RI�DQ\�VRIWZDUH��DQG�

�
� WKH�SURUDWHG�SRUWLRQ�RI�DQ\�VHUYLFH�IHHV�UHSUHVHQWLQJ�WKH�WLPH�UHPDLQLQJ�LQ�

DQ\�SHULRG�RI�VHUYLFH�IRU�ZKLFK�SD\PHQW�ZDV�PDGH��
�

�J�� 1RWZLWKVWDQGLQJ�WKH�DERYH��WKH�&RQWUDFWRU�VKDOO�KDYH�QR�REOLJDWLRQ�IRU��
�

� PRGLILFDWLRQ� RI� DQ\� SURGXFW�� VHUYLFH�� RU� GHOLYHUDEOH� SURYLGHG� E\� WKH�
&RPPRQZHDOWK��

�
� DQ\� PDWHULDO� SURYLGHG� E\� WKH� &RPPRQZHDOWK� WR� WKH� &RQWUDFWRU� DQG�

LQFRUSRUDWHG�LQWR��RU�XVHG�WR�SUHSDUH��D�SURGXFW��VHUYLFH��RU�GHOLYHUDEOH��
�

� XVH� RI� WKH� SURGXFW�� VHUYLFH�� RU� GHOLYHUDEOH� LQ� RWKHU� WKDQ� LWV� VSHFLILHG�
RSHUDWLQJ�HQYLURQPHQW��

�
� WKH�FRPELQDWLRQ��RSHUDWLRQ��RU�XVH�RI� WKH�SURGXFW�� VHUYLFH��RU�GHOLYHUDEOH�

ZLWK�RWKHU�SURGXFWV��VHUYLFHV��RU�GHOLYHUDEOHV�QRW�SURYLGHG�E\�WKH�&RQWUDFWRU�
DV�D�V\VWHP�RU�WKH�FRPELQDWLRQ��RSHUDWLRQ��RU�XVH�RI�WKH�SURGXFW��VHUYLFH��RU�
GHOLYHUDEOH��ZLWK�DQ\�SURGXFWV��GDWD��RU�DSSDUDWXV�WKDW�WKH�&RQWUDFWRU�GLG�QRW�
SURYLGH��

�
� LQIULQJHPHQW�RI�D�QRQ�&RQWUDFWRU�SURGXFW�DORQH��
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�
� WKH� &RPPRQZHDOWK¶V� GLVWULEXWLRQ�� PDUNHWLQJ� RU� XVH� EH\RQG� WKH� VFRSH�

FRQWHPSODWHG�E\�WKH�&RQWUDFW��RU�
�

� WKH� &RPPRQZHDOWK¶V� IDLOXUH� WR� XVH� FRUUHFWLRQV� RU� HQKDQFHPHQWV� PDGH�
DYDLODEOH�WR�WKH�&RPPRQZHDOWK�E\�WKH�&RQWUDFWRU�DW�QR�FKDUJH��

�
�K�� 7KH�REOLJDWLRQ�WR�LQGHPQLI\�WKH�&RPPRQZHDOWK��XQGHU�WKH�WHUPV�RI�WKLV� VHFWLRQ��

VKDOO� EH� WKH� &RQWUDFWRU¶V� VROH� DQG� H[FOXVLYH� REOLJDWLRQ� IRU� WKH� LQIULQJHPHQW� RU�
PLVDSSURSULDWLRQ�RI�LQWHOOHFWXDO�SURSHUW\��

�
���� &2175$&7�&216758&7,21��
�

7KH�SURYLVLRQV�RI�WKLV�&RQWUDFW�VKDOO�EH�FRQVWUXHG�LQ�DFFRUGDQFH�ZLWK�WKH�SURYLVLRQV�RI�DOO�
DSSOLFDEOH� ODZV� DQG� UHJXODWLRQV� RI� WKH� &RPPRQZHDOWK�� � +RZHYHU�� E\� H[HFXWLQJ� WKLV�
&RQWUDFW�� WKH�&RQWUDFWRU�DJUHHV�WKDW� LW�KDV�DQG�ZLOO�FRQWLQXH�WR�DELGH�E\�WKH�LQWHOOHFWXDO�
SURSHUW\�ODZV�DQG�UHJXODWLRQV�RI�WKH�8QLWHG�6WDWHV�RI�$PHULFD��

�
���� 86(�2)�&2175$&725�$1'�7+,5'�3$57<�3523(57<��
�

�D�� 'HILQLWLRQV��
�

� ³&RQWUDFWRU�3URSHUW\´�UHIHUV�WR�&RQWUDFWRU�RZQHG�WDQJLEOH�DQG�LQWDQJLEOH�
SURSHUW\��

�
� ³7KLUG�3DUW\´�UHIHUV�WR�D�SDUW\�WKDW�OLFHQVHV�LWV�SURSHUW\�WR�&RQWUDFWRU�IRU�

XVH�XQGHU�WKLV�&RQWUDFW��
�

� ³7KLUG�3DUW\�3URSHUW\´�UHIHUV�WR�SURSHUW\�OLFHQVHG�E\�WKH�&RQWUDFWRU�IRU�XVH�
LQ�LWV�ZRUN�XQGHU�WKLV�&RQWUDFW��

�
�E�� &RQWUDFWRU�3URSHUW\�VKDOO�UHPDLQ�WKH�VROH�DQG�H[FOXVLYH�SURSHUW\�RI�WKH�&RQWUDFWRU��

7KLUG�3DUW\�3URSHUW\�VKDOO�UHPDLQ�WKH�VROH�DQG�H[FOXVLYH�SURSHUW\�RI�WKH�7KLUG�3DUW\���
7KH�&RPPRQZHDOWK� DFTXLUHV� ULJKWV� WR� WKH�&RQWUDFWRU� 3URSHUW\� DQG� 7KLUG� 3DUW\�
3URSHUW\�DV�VHW�IRUWK�LQ�WKLV�&RQWUDFW��

�
� :KHUH�WKH�&RQWUDFWRU�3URSHUW\�RU�7KLUG�3DUW\�3URSHUW\�LV�LQWHJUDWHG�LQWR�WKH�

6XSSOLHV� RU�6HUYLFHV�ZKLFK� DUH� QRW�'HYHORSHG�:RUNV�� RU� WKH�&RQWUDFWRU�
3URSHUW\� LV� RWKHUZLVH�QHFHVVDU\� IRU� WKH�&RPPRQZHDOWK� WR� DWWDLQ� WKH� IXOO�
EHQHILW� RI� WKH� 6XSSOLHV� RU� 6HUYLFHV� LQ� DFFRUGDQFH�ZLWK� WKH� WHUPV� RI� WKH�
&RQWUDFW�� WKH� &RQWUDFWRU� KHUHE\� JUDQWV� WR� WKH� &RPPRQZHDOWK� D� QRQ�
H[FOXVLYH��IXOO\�SDLG�XS��ZRUOGZLGH�OLFHQVH�WR�XVH�WKH�&RQWUDFWRU�3URSHUW\�
DV�QHFHVVDU\�WR�PHHW�WKH�UHTXLUHPHQWV�RI�WKH�&RQWUDFW��LQFOXGLQJ�WKH�ULJKWV�
WR� UHSURGXFH�� GLVWULEXWH�� SXEOLFO\� SHUIRUP�� GLVSOD\� DQG� FUHDWH� GHULYDWLYH�
ZRUNV�RI�WKH�&RQWUDFWRU�3URSHUW\���7KHVH�ULJKWV�DUH�JUDQWHG�IRU�D�GXUDWLRQ�
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DQG�WR�DQ�H[WHQW�QHFHVVDU\�WR�PHHW�WKH�UHTXLUHPHQWV�XQGHU�WKLV�&RQWUDFW���,I�
WKH�&RQWUDFWRU� UHTXLUHV� D� VHSDUDWH� OLFHQVH� DJUHHPHQW�� VXFK� OLFHQVH� WHUPV�
VKDOO� LQFOXGH� WKH� DIRUHPHQWLRQHG� ULJKWV�� EH� DFFHSWDEOH� WR� WKH�
&RPPRQZHDOWK� DQG� LQFOXGH� WKH� DSSOLFDEOH� SURYLVLRQV� VHW� IRUWK� LQ� WKHVH�
WHUPV� DW� $WWDFKPHQW� %�� 6RIWZDUH�6HUYLFHV� /LFHQVH� 5HTXLUHPHQWV�
$JUHHPHQW�7HPSODWH��

�
� ,I�7KLUG�3DUW\�3URSHUW\�LV�LQWHJUDWHG�LQWR�WKH�6XSSOLHV�RU�6HUYLFHV�ZKLFK�DUH�

QRW�'HYHORSHG�:RUNV��RU�WKH�7KLUG�3DUW\�3URSHUW\�LV�RWKHUZLVH�QHFHVVDU\�
IRU�WKH�&RPPRQZHDOWK�WR�DWWDLQ�WKH�IXOO�EHQHILW�RI�WKH�6XSSOLHV�RU�6HUYLFHV�
LQ�DFFRUGDQFH�ZLWK�WKH�WHUPV�RI�WKH�&RQWUDFW��WKH�&RQWUDFWRU�VKDOO�JDLQ�WKH�
ZULWWHQ�DSSURYDO�RI�WKH�&RPPRQZHDOWK�SULRU�WR�WKH�XVH�RI�WKH�7KLUG�3DUW\�
3URSHUW\�RU�WKH�LQWHJUDWLRQ�RI�WKH�7KLUG�3DUW\�3URSHUW\�LQWR�WKH�6XSSOLHV�RU�
6HUYLFHV���7KLUG�3DUW\�3URSHUW\�DSSURYHG�E\�WKH�&RPPRQZHDOWK�LV�KHUHE\�
OLFHQVHG� WR� WKH� &RPPRQZHDOWK� DV� QHFHVVDU\� WR� PHHW� WKH� &RQWUDFW�
UHTXLUHPHQWV��

�
� ,I�WKH�7KLUG�3DUW\�UHTXLUHV�D�VHSDUDWH�OLFHQVH�DJUHHPHQW��WKH�OLFHQVH�WHUPV�

VKDOO� EH� DFFHSWDEOH� WR� WKH� &RPPRQZHDOWK� DQG� LQFOXGH� WKH� DSSOLFDEOH�
SURYLVLRQV� VHW� IRUWK� LQ� WKHVH� WHUPV� DW�$WWDFKPHQW� %�� 6RIWZDUH�6HUYLFHV�
/LFHQVH�5HTXLUHPHQWV�$JUHHPHQW�7HPSODWH��

�
� ,I� WKH� XVH� RU� LQWHJUDWLRQ� RI� WKH� 7KLUG� 3DUW\� 3URSHUW\� LV� QRW� DSSURYHG� LQ�

ZULWLQJ�XQGHU�WKLV�VHFWLRQ��WKH�7KLUG�3DUW\�3URSHUW\�VKDOO�EH�GHHPHG�WR�EH�
OLFHQVHG�XQGHU�SDUDJUDSK��E��L��DERYH��

�
� ,I�WKH�&RQWUDFW�H[SLUHV�RU�LV�WHUPLQDWHG�IRU�GHIDXOW�SXUVXDQW�WR�VXEVHFWLRQ�

���F��EHIRUH�WKH�&RQWUDFW�UHTXLUHPHQWV�DUH�FRPSOHWH��DOO�ULJKWV�DUH�JUDQWHG�
IRU�D�GXUDWLRQ�DQG�IRU�SXUSRVHV�QHFHVVDU\�WR�IDFLOLWDWH�&RPPRQZHDOWK¶V�RU�
D�&RPPRQZHDOWK�DSSURYHG�YHQGRU¶V�FRPSOHWLRQ�RI�WKH�6XSSOLHV��6HUYLFHV�
RU�'HYHORSHG�:RUNV�XQGHU�WKLV�&RQWUDFW���7KH�&RQWUDFWRU��LQ�WKH�IRUP�XVHG�
E\� &RQWUDFWRU� LQ� FRQQHFWLRQ� ZLWK� WKH� 6XSSOLHV�� 6HUYLFHV�� RU� 'HYHORSHG�
:RUNV�� VKDOO� GHOLYHU� WR� &RPPRQZHDOWK� WKH� REMHFW� FRGH� YHUVLRQ� RI� VXFK�
&RQWUDFWRU� 3URSHUW\�� WKH� 7KLUG� 3DUW\� 3URSHUW\� DQG� DVVRFLDWHG� OLFHQVHV�
LPPHGLDWHO\� SULRU� WR� VXFK� H[SLUDWLRQ� RU� WHUPLQDWLRQ� WR� DOORZ� WKH�
&RPPRQZHDOWK�WR�FRPSOHWH�VXFK�ZRUN��

�
� :KHUH�WKLUG�SDUW\�XVHUV�DUH�UHDVRQDEO\�DQWLFLSDWHG�E\�WKH�&RQWUDFW��DOO�XVHUV�

DUH�JUDQWHG�WKH�ULJKW�WR�DFFHVV�DQG�XVH�&RQWUDFWRU�3URSHUW\�IRU�WKH�SXUSRVHV�
RI�DQG�ZLWKLQ�WKH�VFRSH�LQGLFDWHG�LQ�WKH�&RQWUDFW��

�
�F�� 7KH�&RPPRQZHDOWK�ZLOO�OLPLW�LWV�DJHQWV�DQG�FRQWUDFWRUV¶�XVH�DQG�GLVFORVXUH�RI�WKH�

&RQWUDFWRU�3URSHUW\�DV�QHFHVVDU\�WR�SHUIRUP�ZRUN�RQ�EHKDOI�RI�WKH�&RPPRQZHDOWK��
�
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�G�� 7KH� SDUWLHV� DJUHH� WKDW� WKH� &RPPRQZHDOWK�� E\� DFNQRZOHGJLQJ� WKH� &RQWUDFWRU�
3URSHUW\��GRHV�QRW�DJUHH� WR�DQ\� WHUPV�DQG�FRQGLWLRQV�RI� WKH�&RQWUDFWRU�3URSHUW\�
DJUHHPHQWV�WKDW�DUH�LQFRQVLVWHQW�ZLWK�RU�VXSSOHPHQWDO�WR�WKLV�&RQWUDFW��

�
�H�� 5HSRUWV�� �:KHQ�D�UHSRUW� LV�SURYLGHG�XQGHU� WKLV�&RQWUDFW��EXW�ZDV�QRW�GHYHORSHG�

VSHFLILFDOO\�IRU�WKH�&RPPRQZHDOWK�XQGHU�WKLV�&RQWUDFW��WKH�RZQHUVKLS�RI�WKH�UHSRUW�
ZLOO�UHPDLQ�ZLWK�WKH�&RQWUDFWRU��SURYLGHG��KRZHYHU��WKDW�WKH�&RPPRQZHDOWK�KDV�
WKH�ULJKW�WR�XVH��FRS\�DQG�GLVWULEXWH�WKH�UHSRUW�ZLWKLQ�WKH�H[HFXWLYH�DJHQFLHV�RI�WKH�
&RPPRQZHDOWK��

�
���� 86(�2)�&20021:($/7+�3523(57<��
�

³&RPPRQZHDOWK�3URSHUW\´�UHIHUV�WR�&RPPRQZHDOWK�RZQHG�6RIWZDUH��'DWD�DQG�SURSHUW\�
�LQFOXGLQJ�LQWHOOHFWXDO�SURSHUW\��DQG�WKLUG�SDUW\�RZQHG�6RIWZDUH�DQG�SURSHUW\��LQFOXGLQJ�
LQWHOOHFWXDO�SURSHUW\��OLFHQVHG�WR�WKH�&RPPRQZHDOWK��

�
�D�� &RQILGHQWLDOLW\� RI� &RPPRQZHDOWK� 3URSHUW\�� � $OO� &RPPRQZHDOWK� 3URSHUW\�

SURYLGHG�WR�WKH�&RQWUDFWRU�SXUVXDQW�WR�WKLV�&RQWUDFW�RU�FROOHFWHG�RU�JHQHUDWHG�E\�
WKH�&RQWUDFWRU�RQ�EHKDOI�RI�WKH�&RPPRQZHDOWK�SXUVXDQW�WR�WKLV�&RQWUDFW�VKDOO�EH�
FRQVLGHUHG�FRQILGHQWLDO�LQIRUPDWLRQ�XQGHU�6HFWLRQ�����&RQILGHQWLDOLW\��3ULYDF\��
DQG�&RPSOLDQFH��

�
�E�� /LFHQVH�JUDQW�DQG�UHVWULFWLRQV���'XULQJ�WKH�WHUP�RI�WKLV�&RQWUDFW��&RPPRQZHDOWK�

JUDQWV�WR�&RQWUDFWRU�DQG�LWV�VXEFRQWUDFWRUV�IRU�WKH�OLPLWHG�SXUSRVH�RI�SURYLGLQJ�WKH�
6HUYLFHV� FRYHUHG� XQGHU� WKLV� &RQWUDFW�� D� OLPLWHG�� QRQH[FOXVLYH�� QRQWUDQVIHUDEOH��
UR\DOW\�IUHH�ULJKW��VXEMHFW�WR�WKH�WHUPV�RI�DQ\�WKLUG�SDUW\�DJUHHPHQW�WR�ZKLFK�WKH�
&RPPRQZHDOWK�LV�D�SDUW\��WR�DFFHVV��XVH��UHSURGXFH��DQG�PRGLI\�&RPPRQZHDOWK�
3URSHUW\� LQ� DFFRUGDQFH� ZLWK� WKH� WHUPV� RI� WKH� &RQWUDFW�� � 7KH� &RPPRQZHDOWK¶V�
OLFHQVH�WR�&RQWUDFWRU�LV�OLPLWHG�E\�WKH�WHUPV�RI�WKLV�&RQWUDFW��

�
� 7KH�&RQWUDFWRU�KHUHE\�DVVLJQV�WR�WKH�&RPPRQZHDOWK�LWV�ULJKWV��LI�DQ\��LQ�

DQ\� GHULYDWLYH� ZRUNV� UHVXOWLQJ� IURP� &RQWUDFWRU¶V� PRGLILFDWLRQ� RI� WKH�
&RPPRQZHDOWK� ,QWHOOHFWXDO� 3URSHUW\�� � &RQWUDFWRU� DJUHHV� WR� H[HFXWH� DQ\�
GRFXPHQWV� UHTXLUHG� WR� HYLGHQFH� WKLV� DVVLJQPHQW� DQG� WR�ZDLYH�DQ\�PRUDO�
ULJKWV�DQG�ULJKWV�RI�DWWULEXWLRQ�SURYLGHG�IRU�LQ�6HFWLRQ����$�RI�7LWOH����RI�
WKH�8QLWHG�6WDWHV�&RGH��WKH�&RS\ULJKW�$FW�RI�������DV�DPHQGHG��

�
� 1HLWKHU�&RQWUDFWRU�QRU�DQ\�RI�LWV�VXEFRQWUDFWRUV�PD\�GHFRPSLOH�RU�UHYHUVH�

HQJLQHHU�� RU� DWWHPSW� WR� GHFRPSLOH� RU� UHYHUVH� HQJLQHHU�� DQ\� RI� WKH�
&RPPRQZHDOWK� ,QWHOOHFWXDO� 3URSHUW\�� �&RPPRQZHDOWK� KHUHE\� UHSUHVHQWV�
WKDW�LW�KDV�WKH�DXWKRULW\�WR�SURYLGH�WKH�OLFHQVH�JUDQW�DQG�ULJKWV�VHW�IRUWK�LQ�
WKLV�VHFWLRQ��

�
�F�� 5HVHUYDWLRQ� RI� ULJKWV�� � $OO� ULJKWV� QRW� H[SUHVVO\� JUDQWHG� KHUH� WR� &RQWUDFWRU� DUH�

UHVHUYHG�E\�WKH�&RPPRQZHDOWK��
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�
�G�� 7HUPLQDWLRQ�RI�&RPPRQZHDOWK�OLFHQVH�JUDQW��

�
� 5LJKWV� &HDVH�� � 8SRQ� WKH� H[SLUDWLRQ� RU� WHUPLQDWLRQ� IRU� DQ\� UHDVRQ� RI�

&RQWUDFWRU¶V� REOLJDWLRQ� WR� SURYLGH� WKH� 6HUYLFHV� XQGHU� WKLV� &RQWUDFW�� DOO�
ULJKWV�JUDQWHG�WR�&RQWUDFWRU�XQGHU�WKLV�VHFWLRQ�VKDOO�LPPHGLDWHO\�FHDVH��

�
� 5HWXUQ� &RPPRQZHDOWK� 3URSHUW\�� � &RQWUDFWRU� VKDOO�� DW� QR� FRVW� WR�

&RPPRQZHDOWK�� GHOLYHU� WR� &RPPRQZHDOWK� DOO� RI� WKH� &RPPRQZHDOWK�
,QWHOOHFWXDO�3URSHUW\��LQFOXGLQJ�DQ\�UHODWHG�VRXUFH�FRGH�WKHQ�LQ�&RQWUDFWRU¶V�
SRVVHVVLRQ�RU�XQGHU�LWV�FRQWURO��LQ�WKH�IRUP�LQ�XVH�DV�RI�WKH�(IIHFWLYH�'DWH�
RI�VXFK�H[SLUDWLRQ�RU�WHUPLQDWLRQ��H[FHSW�WKDW�&RPPRQZHDOWK�'DWD�VKDOO�EH�
WXUQHG�RYHU�LQ�D�IRUP�DFFHSWDEOH�WR�WKH�&RPPRQZHDOWK���

�
� /LVW�RI�XWLOL]HG�&RPPRQZHDOWK�3URSHUW\�'HVWUXFWLRQ���:LWKLQ����GD\V�DIWHU�

WHUPLQDWLRQ�� &RQWUDFWRU� VKDOO� SURYLGH� WKH� &RPPRQZHDOWK� ZLWK� D� FXUUHQW�
FRS\�RI�WKH�OLVW�RI�&RPPRQZHDOWK�,QWHOOHFWXDO�3URSHUW\�LQ�XVH�DV�RI�WKH�GDWH�
RI�VXFK�H[SLUDWLRQ�RU�WHUPLQDWLRQ���&RQFXUUHQWO\�WKHUHZLWK��&RQWUDFWRU�VKDOO�
GHVWUR\�RU�HUDVH�DOO�RWKHU�FRSLHV�RI�DQ\�RI�WKH�&RPPRQZHDOWK�6RIWZDUH�WKHQ�
LQ�&RQWUDFWRU¶V�SRVVHVVLRQ�RU�XQGHU�LWV�FRQWURO�XQOHVV�RWKHUZLVH�LQVWUXFWHG�
E\� &RPPRQZHDOWK�� LQ� ZULWLQJ�� SURYLGHG�� KRZHYHU�� WKDW� &RQWUDFWRU� PD\�
UHWDLQ� RQH� DUFKLYDO� FRS\� RI� VXFK� &RPPRQZHDOWK� 6RIWZDUH�� XQWLO� ILQDO�
UHVROXWLRQ�RI� DQ\�DFWLYHO\� DVVHUWHG�SHQGLQJ�GLVSXWHV�EHWZHHQ� WKH�3DUWLHV��
VXFK�UHWHQWLRQ�EHLQJ�IRU�WKH�VROH�SXUSRVH�RI�UHVROYLQJ�VXFK�GLVSXWHV��

�
�H�� (IIHFW�RI�OLFHQVH�JUDQW�WHUPLQDWLRQ���&RQVLVWHQW�ZLWK�WKH�SURYLVLRQV�RI�WKLV�VHFWLRQ��

&RQWUDFWRU� VKDOO� UHIUDLQ� IURP�PDQXIDFWXULQJ�� FRS\LQJ��PDUNHWLQJ��GLVWULEXWLQJ�RU�
XVLQJ� DQ\� &RPPRQZHDOWK� 6RIWZDUH� RU� DQ\� RWKHU� ZRUN� ZKLFK� LQFRUSRUDWHV� WKH�
&RPPRQZHDOWK�6RIWZDUH��

�
�I�� &RPPRQZHDOWK�3URSHUW\�3URWHFWLRQ��

�
� &RQWUDFWRU� DFNQRZOHGJHV� &RPPRQZHDOWK¶V� H[FOXVLYH� ULJKW�� WLWOH� DQG�

LQWHUHVW��LQFOXGLQJ�ZLWKRXW�OLPLWDWLRQ�FRS\ULJKW�DQG�WUDGHPDUN�ULJKWV��LQ�DQG�
WR� &RPPRQZHDOWK� 'DWD�� &RPPRQZHDOWK� 6RIWZDUH� DQG� WKH� 'HYHORSHG�
:RUNV�GHYHORSHG�XQGHU�WKH�SURYLVLRQV�RI�WKLV�&RQWUDFW��DQG�&RQWUDFWRU�VKDOO�
QRW��GLUHFWO\�RU�LQGLUHFWO\��GR�RU�FDXVH�WR�EH�GRQH�DQ\�DFW�RU�WKLQJ�FRQWHVWLQJ�
RU�LQ�DQ\�ZD\�LPSDLULQJ�RU�WHQGLQJ�WR�LPSDLU�DQ\�SDUW�RI�VDLG�ULJKW��WLWOH��DQG�
LQWHUHVW�� DQG� VKDOO� QRW� XVH� RU� GLVFORVH� WKH� &RPPRQZHDOWK� 'DWD��
&RPPRQZHDOWK� 6RIWZDUH� RU� WKH� 'HYHORSHG� :RUNV� ZLWKRXW�
&RPPRQZHDOWK¶V�ZULWWHQ�FRQVHQW��ZKLFK�FRQVHQW�PD\�EH�ZLWKKHOG�E\�WKH�
&RPPRQZHDOWK�IRU�DQ\�UHDVRQ��

�
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� &RQWUDFWRU� VKDOO� QRW�� LQ� DQ\� PDQQHU�� UHSUHVHQW� WKDW� &RQWUDFWRU� KDV� DQ\�
RZQHUVKLS�LQWHUHVW� LQ� WKH�&RPPRQZHDOWK�'DWD��&RPPRQZHDOWK�6RIWZDUH�
RU�WKH�'HYHORSHG�:RUNV��

�
���� 2:1(56+,3�2)�'(9(/23('�:25.6��
�

8QOHVV� RWKHUZLVH� VSHFLILHG� LQ� WKH� &RQWUDFW¶V� 6WDWHPHQW� RI� :RUN�� RZQHUVKLS� RI� DOO�
'HYHORSHG�:RUNV�VKDOO�EH�LQ�DFFRUGDQFH�ZLWK�WKH�SURYLVLRQV�VHW�IRUWK�LQ�WKLV�VHFWLRQ��

�
�D�� 5XOHV�IRU�XVDJH�IRU�'HYHORSHG�:RUNV��

�
� 3URSHUW\�RI�&RQWUDFWRU���,I�'HYHORSHG�:RUNV�PRGLI\��LPSURYH��FRQWDLQ��RU�

HQKDQFH�DSSOLFDWLRQ�VRIWZDUH�SURJUDPV�RU�RWKHU�PDWHULDOV�JHQHUDOO\�OLFHQVHG�
E\�WKH�&RQWUDFWRU��WKHQ�VXFK�'HYHORSHG�:RUNV�VKDOO�EH�WKH�SURSHUW\�RI�WKH�
&RQWUDFWRU��DQG�&RQWUDFWRU�KHUHE\�JUDQWV�&RPPRQZHDOWK�DQ� LUUHYRFDEOH��
QRQH[FOXVLYH��ZRUOGZLGH��IXOO\�SDLG�XS�OLFHQVH��WR�LQFOXGH�VRXUFH�FRGH�DQG�
UHOHYDQW�GRFXPHQWDWLRQ��LQ�SHUSHWXLW\�WR�XVH��PRGLI\��H[HFXWH��UHSURGXFH��
GLVSOD\��SHUIRUP��SUHSDUH�GHULYDWLYH�ZRUNV�IURP�DQG�GLVWULEXWH��ZLWKLQ�WKH�
&RPPRQZHDOWK��VXFK�'HYHORSHG�:RUNV��

�
���� )RU�SXUSRVHV�RI�GLVWULEXWLRQ�XQGHU�WKH�OLFHQVH�JUDQW�FUHDWHG�E\�WKLV�

VHFWLRQ�� &RPPRQZHDOWK� LQFOXGHV� DQ\� JRYHUQPHQW� DJHQF\��
GHSDUWPHQW��LQVWUXPHQWDOLW\��GLYLVLRQ��XQLW�RU�RWKHU�RIILFH�WKDW�LV�SDUW�
RI� WKH� &RPPRQZHDOWK� RI� 3HQQV\OYDQLD�� WRJHWKHU� ZLWK� WKH� 6WDWH�
6\VWHP�RI�+LJKHU�(GXFDWLRQ��LQFOXGLQJ�DQ\�RI�LWV�XQLYHUVLWLHV���DQ\�
FRXQW\�� ERURXJK�� FRPPRQZHDOWK�� FLW\�� PXQLFLSDOLW\�� WRZQ��
WRZQVKLS� VSHFLDO� SXUSRVH� GLVWULFW�� RU� RWKHU� VLPLODU� W\SH� RI�
JRYHUQPHQWDO� LQVWUXPHQWDOLW\� ORFDWHG� ZLWKLQ� WKH� JHRJUDSKLFDO�
ERXQGDULHV�RI�WKH�&RPPRQZHDOWK�RI�3HQQV\OYDQLD��

�
���� ,I�IHGHUDO�IXQGV�DUH�XVHG�LQ�FUHDWLRQ�RI�WKH�'HYHORSHG�:RUNV�� WKH�

&RPPRQZHDOWK�DOVR�LQFOXGHV�DQ\�RWKHU�VWDWH�JRYHUQPHQW�DV�ZHOO�DV�
WKH�IHGHUDO�JRYHUQPHQW��

�
� 3URSHUW\� RI� &RPPRQZHDOWK�OLFHQVRU�� � ,I� WKH� 'HYHORSHG� :RUNV� PRGLI\��

LPSURYH�RU�HQKDQFH�DSSOLFDWLRQ�VRIWZDUH�RU�RWKHU�PDWHULDOV�QRW�OLFHQVHG�WR�
WKH� &RPPRQZHDOWK� E\� WKH� &RQWUDFWRU�� WKHQ� VXFK� PRGLILFDWLRQV��
LPSURYHPHQWV� DQG� HQKDQFHPHQWV� VKDOO� EH� WKH� SURSHUW\� RI� WKH�
&RPPRQZHDOWK�RU�LWV�OLFHQVRU��

�
�E�� &RS\ULJKW�2ZQHUVKLS��

�
� :RUNV� PDGH� IRU� KLUH�� JHQHUDO�� � ([FHSW� DV� LQGLFDWHG� LQ� SDUDJUDSK� �D��L���

DERYH��'HYHORSHG�:RUNV�GHYHORSHG�DV�SDUW�RI� WKH� VFRSH�RI�ZRUN� IRU� WKH�
3URMHFW��LQFOXGLQJ�'HYHORSHG�:RUNV�GHYHORSHG�E\�VXEFRQWUDFWRUV��DUH�WKH�
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VROH�DQG�H[FOXVLYH�SURSHUW\�RI�WKH�&RPPRQZHDOWK�DQG�VKDOO�EH�FRQVLGHUHG�
³ZRUNV�PDGH�IRU�KLUH´�XQGHU� WKH�&RS\ULJKW�$FW�RI�������DV�DPHQGHG�����
8QLWHG�6WDWHV�&RGH��

�
� $VVLJQPHQW���,Q�WKH�HYHQW�WKDW�WKH�'HYHORSHG�:RUNV�GR�QRW�IDOO�ZLWKLQ�WKH�

VSHFLILFDOO\�HQXPHUDWHG�ZRUNV�WKDW�FRQVWLWXWH�ZRUNV�PDGH�IRU�KLUH�XQGHU�WKH�
8QLWHG�6WDWHV�FRS\ULJKW�ODZV��&RQWUDFWRU�DJUHHV�WR�DVVLJQ�DQG��XSRQ�WKHLU�
DXWKRUVKLS�RU�FUHDWLRQ��H[SUHVVO\�DQG�DXWRPDWLFDOO\�DVVLJQV��DOO� FRS\ULJKW�
LQWHUHVWV��SURSULHWDU\�ULJKWV��WUDGH�VHFUHWV��DQG�RWKHU�ULJKW��WLWOH��DQG�LQWHUHVW�
LQ� DQG� WR� VXFK�'HYHORSHG�:RUNV� WR�&RPPRQZHDOWK�� �&RQWUDFWRU� IXUWKHU�
DJUHHV�WKDW�LW�ZLOO�KDYH�LWV�VXEFRQWUDFWRUV�DVVLJQ��DQG�XSRQ�WKHLU�DXWKRUVKLS�
RU� FUHDWLRQ�� H[SUHVVO\� DQG� DXWRPDWLFDOO\� DVVLJQV� DOO� FRS\ULJKW� LQWHUHVW��
SURSULHWDU\�ULJKWV��WUDGH�VHFUHWV��DQG�RWKHU�ULJKW��WLWOH��DQG�LQWHUHVW�LQ�DQG�WR�
WKH�'HYHORSHG�:RUNV�WR�WKH�&RPPRQZHDOWK��

�
� 5LJKWV�WR�&RPPRQZHDOWK���&RPPRQZHDOWK�VKDOO�KDYH�DOO�ULJKWV�DFFRUGHG�DQ�

RZQHU�RI�FRS\ULJKW�XQGHU�WKH�8QLWHG�6WDWHV�FRS\ULJKW�ODZV�LQFOXGLQJ��EXW�
QRW� OLPLWHG� WR�� WKH� H[FOXVLYH� ULJKW� WR� UHSURGXFH� WKH�'HYHORSHG�:RUNV� LQ�
PXOWLSOH�FRSLHV��WKH�ULJKW�WR�GLVWULEXWH�FRSLHV�E\�VDOHV�RU�RWKHU�WUDQVIHUV��WKH�
ULJKW�WR�UHJLVWHU�DOO�FRS\ULJKWV�LQ�LWV�RZQ�QDPH�DV�DXWKRU�LQ�WKH�8QLWHG�6WDWHV�
DQG�LQ�IRUHLJQ�FRXQWULHV��WKH�ULJKW�WR�SUHSDUH�GHULYDWLYH�ZRUNV�EDVHG�XSRQ�
WKH�'HYHORSHG�:RUNV�DQG�WKH�ULJKW�WR�GLVSOD\�WKH�'HYHORSHG�:RUNV��

�
� 6XEFRQWUDFWV�� � 7KH� &RQWUDFWRU� IXUWKHU� DJUHHV� WKDW� LW� ZLOO� LQFOXGH� WKH�

UHTXLUHPHQWV�RI�WKLV�VHFWLRQ�LQ�DQ\�VXEFRQWUDFWRU�RU�RWKHU�DJUHHPHQW�ZLWK�
WKLUG�SDUWLHV�ZKR�LQ�DQ\�ZD\�SDUWLFLSDWH�LQ�WKH�FUHDWLRQ�RU�GHYHORSPHQW�RI�
'HYHORSHG�:RUNV��

�
� &RPSOHWLRQ�RU�WHUPLQDWLRQ�RI�&RQWUDFW���8SRQ�FRPSOHWLRQ�RU�WHUPLQDWLRQ�RI�

WKLV� &RQWUDFW�� 'HYHORSHG� :RUNV�� RU� FRPSOHWHG� SRUWLRQV� WKHUHRI�� VKDOO�
LPPHGLDWHO\�EH�GHOLYHUHG�E\�&RQWUDFWRU�WR�WKH�&RPPRQZHDOWK��

�
� :DUUDQW\�RI�QRQLQIULQJHPHQW���&RQWUDFWRU�UHSUHVHQWV�DQG�ZDUUDQWV�WKDW�WKH�

'HYHORSHG�:RUNV�DUH�RULJLQDO�DQG�GR�QRW� LQIULQJH�DQ\�FRS\ULJKW��SDWHQW��
WUDGHPDUN��RU�RWKHU�LQWHOOHFWXDO�SURSHUW\�ULJKW�RI�DQ\�WKLUG�SDUW\�DQG�DUH�LQ�
FRQIRUPDQFH� ZLWK� WKH� LQWHOOHFWXDO� SURSHUW\� ODZV� DQG� UHJXODWLRQV� RI� WKH�
8QLWHG�6WDWHV��

�
�F�� 3DWHQW� RZQHUVKLS�� � &RQWUDFWRU� DQG� LWV� VXEFRQWUDFWRUV� VKDOO� UHWDLQ� RZQHUVKLS� WR�

SDWHQWDEOH� LWHPV�� SDWHQWV�� SURFHVVHV�� LQYHQWLRQV� RU� GLVFRYHULHV� �FROOHFWLYHO\�� WKH�
3DWHQWDEOH�,WHPV��PDGH�E\�WKH�&RQWUDFWRU�GXULQJ�WKH�SHUIRUPDQFH�RI�WKLV�&RQWUDFW���
1RWZLWKVWDQGLQJ� WKH� IRUHJRLQJ�� WKH� &RPPRQZHDOWK� VKDOO� EH� JUDQWHG� D�
QRQH[FOXVLYH��QRQWUDQVIHUDEOH��UR\DOW\�IUHH�OLFHQVH�WR�XVH�RU�SUDFWLFH�WKH�3DWHQWDEOH�
,WHPV�� �&RPPRQZHDOWK�PD\�GLVFORVH� WR� WKLUG� SDUWLHV� DQ\� VXFK�3DWHQWDEOH� ,WHPV�
PDGH�E\�&RQWUDFWRU�RU�DQ\�RI�LWV�VXEFRQWUDFWRUV�XQGHU�WKH�VFRSH�RI�ZRUN�IRU�WKH�
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3URMHFW�WKDW�KDYH�EHHQ�SUHYLRXVO\�SXEOLFO\�GLVFORVHG���&RPPRQZHDOWK�XQGHUVWDQGV�
DQG� DJUHHV� WKDW� DQ\� WKLUG� SDUW\� GLVFORVXUH� ZLOO� QRW� FRQIHU� DQ\� OLFHQVH� WR� VXFK�
3DWHQWDEOH�,WHPV��

�
�G�� )HGHUDO�JRYHUQPHQW�LQWHUHVWV���&HUWDLQ�IXQGLQJ�XQGHU�WKLV�&RQWUDFW�PD\�EH�SURYLGHG�

E\� WKH� IHGHUDO� JRYHUQPHQW�� � $FFRUGLQJO\�� WKH� ULJKWV� WR� 'HYHORSHG� :RUNV� RU�
3DWHQWDEOH�,WHPV�RI�&RQWUDFWRUV�RU�VXEFRQWUDFWRUV�KHUHXQGHU�ZLOO�EH�IXUWKHU�VXEMHFW�
WR� JRYHUQPHQW� ULJKWV� DV� VHW� IRUWK� LQ� ���&�)�5�� 3DUW� ����� DV� DPHQGHG�� DQG� RWKHU�
DSSOLFDEOH�ODZ�RU�UHJXODWLRQV��

�
�H�� 8VDJH� ULJKWV�� � ([FHSW� DV� RWKHUZLVH� FRYHUHG� E\� WKLV� VHFWLRQ� HLWKHU� 3DUW\�� LQ� WKH�

RUGLQDU\�FRXUVH�RI�FRQGXFWLQJ�EXVLQHVV��PD\�XVH�DQ\�LGHDV��FRQFHSWV��NQRZ�KRZ��
PHWKRGRORJLHV��SURFHVVHV��FRPSRQHQWV��WHFKQRORJLHV��DOJRULWKPV��GHVLJQV��PRGXOHV�
RU�WHFKQLTXHV�UHODWLQJ�WR�WKH�6HUYLFHV��

�
�I�� &RQWUDFWRU¶V� FRS\ULJKW� QRWLFH� REOLJDWLRQV�� � &RQWUDFWRU� ZLOO� DIIL[� WKH� IROORZLQJ�

&RS\ULJKW�1RWLFH� WR� WKH�'HYHORSHG�:RUNV� GHYHORSHG�XQGHU� WKLV� VHFWLRQ� DQG� DOO�
DFFRPSDQ\LQJ� GRFXPHQWDWLRQ�� ³&RS\ULJKW� �� >\HDU@� E\� WKH� &RPPRQZHDOWK� RI�
3HQQV\OYDQLD���$OO�5LJKWV�5HVHUYHG�´��7KLV�QRWLFH�VKDOO�DSSHDU�RQ�DOO�YHUVLRQV�RI�WKH�
'HYHORSHG�:RUNV�GHOLYHUHG�XQGHU�WKLV�&RQWUDFW�DQG�DQ\�DVVRFLDWHG�GRFXPHQWDWLRQ���
,W�VKDOO�DOVR�EH�SURJUDPPHG�LQWR�DQ\�DQG�DOO�'HYHORSHG�:RUNV�GHOLYHUHG�KHUHXQGHU�
VR�WKDW�LW�DSSHDUV�DW�WKH�EHJLQQLQJ�RI�DOO�YLVXDO�GLVSOD\V�RI�VXFK�'HYHORSHG�:RUNV��

�
���� 6285&(�&2'(�$1'�(6&52:�,7(06�2%/,*$7,216��
�

�D�� 6RXUFH� FRGH�� � 6LPXOWDQHRXVO\� ZLWK� GHOLYHU\� RI� WKH� 'HYHORSHG� :RUNV� WR�
&RPPRQZHDOWK��&RQWUDFWRU�VKDOO�GHOLYHU�D�WUXH��DFFXUDWH�DQG�FRPSOHWH�FRS\�RI�DOO�
VRXUFH�FRGHV�UHODWLQJ�WR�WKH�'HYHORSHG�:RUNV��

�
�E�� (VFURZ�� � 7R� WKH� H[WHQW� WKDW� 'HYHORSHG�:RUNV� DQG�RU� DQ\� SHUSHWXDOO\�OLFHQVHG�

VRIWZDUH�LQFOXGH�DSSOLFDWLRQ�VRIWZDUH�RU�RWKHU�PDWHULDOV�JHQHUDOO\�OLFHQVHG�E\�WKH�
&RQWUDFWRU��&RQWUDFWRU�DJUHHV�WR�SODFH�LQ�HVFURZ�ZLWK�DQ�HVFURZ�DJHQW�FRSLHV�RI�WKH�
PRVW�FXUUHQW�YHUVLRQ�RI�WKH�VRXUFH�FRGH�IRU�WKH�DSSOLFDEOH�VRIWZDUH�WKDW�LV�LQFOXGHG�
DV�D�SDUW�RI�WKH�6HUYLFHV��LQFOXGLQJ�DOO�XSGDWHV��LPSURYHPHQWV��DQG�HQKDQFHPHQWV�
WKHUHRI�IURP�WLPH�WR�WLPH�GHYHORSHG�E\�&RQWUDFWRU��

�
�F�� (VFURZ�DJUHHPHQW�� �$Q�HVFURZ�DJUHHPHQW�PXVW�EH�H[HFXWHG�E\�WKH�SDUWLHV��ZLWK�

WHUPV�DFFHSWDEOH�WR�WKH�&RPPRQZHDOWK��SULRU�WR�GHSRVLW�RI�DQ\�VRXUFH�FRGH�LQWR�
HVFURZ��

�
�G�� 2EWDLQLQJ�VRXUFH�FRGH���&RQWUDFWRU�DJUHHV�WKDW�XSRQ�WKH�RFFXUUHQFH�RI�DQ\�HYHQW�RU�

FLUFXPVWDQFH� ZKLFK� GHPRQVWUDWHV� ZLWK� UHDVRQDEOH� FHUWDLQW\� WKH� LQDELOLW\� RU�
XQZLOOLQJQHVV�RI�&RQWUDFWRU�WR�IXOILOO�LWV�REOLJDWLRQV�WR�&RPPRQZHDOWK�XQGHU�WKLV�
&RQWUDFW��&RPPRQZHDOWK�VKDOO�EH�DEOH�WR�REWDLQ�WKH�VRXUFH�FRGH�RI�WKH�WKHQ�FXUUHQW�
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VRXUFH�FRGHV�UHODWHG�WR�'HYHORSHG�:RUNV�DQG�RU�DQ\�&RQWUDFWRU�3URSHUW\�SODFHG�LQ�
HVFURZ�XQGHU�VXEVHFWLRQ��E���DERYH��IURP�WKH�HVFURZ�DJHQW��

�
���� /2&$7,21��67$786�$1'�',6326,7,21�2)�'$7$��
�

8QOHVV�WKH�6ROLFLWDWLRQ�VSHFLILHV�RWKHUZLVH��
�

� $OO�'DWD�PXVW�EH�VWRUHG�ZLWKLQ�WKH�8QLWHG�6WDWHV��
�

� 7KH�&RQWUDFWRU� VKDOO�EH� UHVSRQVLEOH� IRU�PDLQWDLQLQJ� WKH�SULYDF\�� VHFXULW\�
DQG�LQWHJULW\�RI�'DWD�LQ�WKH�&RQWUDFWRU¶V�RU�LWV�VXEFRQWUDFWRUV¶�SRVVHVVLRQ��

�
� $OO�'DWD�VKDOO�EH�SURYLGHG�WR�WKH�&RPPRQZHDOWK�XSRQ�UHTXHVW��LQ�D�IRUP�

DFFHSWDEOH�WR�WKH�&RPPRQZHDOWK�DQG�DW�QR�FRVW��
�

� $Q\�'DWD� VKDOO� EH� GHVWUR\HG� E\� WKH� &RQWUDFWRU� DW� WKH� &RPPRQZHDOWK¶V�
UHTXHVW��DQG�

�
� $Q\�'DWD� VKDOO� EH� KHOG� IRU� OLWLJDWLRQ� RU� SXEOLF� UHFRUGV� SXUSRVHV� E\� WKH�

&RQWUDFWRU� DW� WKH� &RPPRQZHDOWK¶V� UHTXHVW�� DQG� LQ� DFFRUGDQFH� ZLWK� WKH�
VHFXULW\��SULYDF\�DQG�DFFHVVLELOLW\�UHTXLUHPHQWV�RI�WKLV�&RQWUDFW��

�
���� 38%/,&$7,21�5,*+76�$1'�25�&23<5,*+76��
�

�D�� ([FHSW�DV�RWKHUZLVH�SURYLGHG�LQ�6HFWLRQ�����2ZQHUVKLS�RI�'HYHORSHG�:RUNV��WKH�
&RQWUDFWRU� VKDOO� QRW� SXEOLVK� DQ\� RI� WKH� UHVXOWV� RI� WKH�ZRUN�ZLWKRXW� WKH�ZULWWHQ�
SHUPLVVLRQ� RI� WKH�&RPPRQZHDOWK�� � 7KH� SXEOLFDWLRQ� VKDOO� LQFOXGH� WKH� IROORZLQJ�
VWDWHPHQW���³7KH�RSLQLRQV��ILQGLQJV��DQG�FRQFOXVLRQV�H[SUHVVHG�LQ�WKLV�SXEOLFDWLRQ�
DUH� WKRVH� RI� WKH� DXWKRU� DQG� QRW� QHFHVVDULO\� WKRVH� RI� WKH� &RPPRQZHDOWK� RI�
3HQQV\OYDQLD�´� � 7KH� &RQWUDFWRU� VKDOO� QRW� LQFOXGH� LQ� WKH� GRFXPHQWDWLRQ� DQ\�
FRS\ULJKWHG�PDWWHU��XQOHVV�WKH�&RQWUDFWRU�SURYLGHV�WKH�&RPPRQZHDOWK�ZLWK�ZULWWHQ�
SHUPLVVLRQ�RI�WKH�FRS\ULJKW�RZQHU��

�
�E�� ([FHSW� DV� RWKHUZLVH� SURYLGHG� LQ� WKH� &RQWUDFW�� WKH� &RPPRQZHDOWK� VKDOO� KDYH�

XQUHVWULFWHG�DXWKRULW\�WR�UHSURGXFH��GLVWULEXWH��DQG�XVH�DQ\�VXEPLWWHG�UHSRUW�RU�GDWD�
GHVLJQHG� RU� GHYHORSHG� DQG� GHOLYHUHG� WR� WKH� &RPPRQZHDOWK� DV� SDUW� RI� WKH�
SHUIRUPDQFH�RI�WKH�&RQWUDFW��

�
���� &+$1*(�2)�2:1(56+,3�25�,162/9(1&<��
�

,Q�WKH�HYHQW�WKDW�WKH�&RQWUDFWRU�VKRXOG�FKDQJH�RZQHUVKLS�IRU�DQ\�UHDVRQ�ZKDWVRHYHU��WKH�
&RPPRQZHDOWK� VKDOO� KDYH� WKH� H[FOXVLYH� RSWLRQ� RI� FRQWLQXLQJ� XQGHU� WKH� WHUPV� DQG�
FRQGLWLRQV� RI� WKLV�&RQWUDFW�ZLWK� WKH�&RQWUDFWRU� RU� LWV� VXFFHVVRUV� RU� DVVLJQV� IRU� WKH� IXOO�
UHPDLQLQJ� WHUP� RI� WKLV� &RQWUDFW�� RU� FRQWLQXLQJ� XQGHU� WKH� WHUPV� DQG� FRQGLWLRQV� RI� WKLV�
&RQWUDFW�ZLWK� WKH�&RQWUDFWRU� RU� LWV� VXFFHVVRUV� RU� DVVLJQV� IRU� VXFK� SHULRG� RI� WLPH� DV� LV�
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QHFHVVDU\� WR� UHSODFH� WKH�SURGXFWV��PDWHULDOV�� UHSRUWV�� VWXGLHV�� RU� FRPSXWHU�SURJUDPV�� RU�
LPPHGLDWHO\�WHUPLQDWLQJ�WKLV�&RQWUDFW���1RWKLQJ�LQ�WKLV�VHFWLRQ�OLPLWV�WKH�&RPPRQZHDOWK¶V�
H[HUFLVH�RI�DQ\�ULJKWV�WKDW�WKH�&RPPRQZHDOWK�PD\�KDYH�XQGHU�6HFWLRQ�����7HUPLQDWLRQ��

�
���� 2)),&,$/6�127�72�%(1(),7��
�

1R�RIILFLDO�RU�HPSOR\HH�RI�WKH�&RPPRQZHDOWK�DQG�QR�PHPEHU�RI�LWV�*HQHUDO�$VVHPEO\�
ZKR�H[HUFLVHV�DQ\�IXQFWLRQV�RU�UHVSRQVLELOLWLHV�XQGHU�WKLV�&RQWUDFW�VKDOO�SDUWLFLSDWH�LQ�DQ\�
GHFLVLRQ�UHODWLQJ�WR�WKLV�&RQWUDFW�ZKLFK�DIIHFWV�WKHLU�SHUVRQDO�LQWHUHVW�RU�WKH�LQWHUHVW�RI�DQ\�
FRUSRUDWLRQ��SDUWQHUVKLS��RU�DVVRFLDWLRQ�LQ�ZKLFK�WKH\�DUH��GLUHFWO\�RU�LQGLUHFWO\��LQWHUHVWHG��
QRU�VKDOO�DQ\�VXFK�RIILFLDO�RU�HPSOR\HH�RI�WKH�&RPPRQZHDOWK�RU�PHPEHU�RI�LWV�*HQHUDO�
$VVHPEO\�KDYH�DQ\�LQWHUHVW��GLUHFW�RU�LQGLUHFW��LQ�WKLV�&RQWUDFW�RU�WKH�SURFHHGV�WKHUHRI��

�
���� &203/,$1&(�:,7+�/$:6��
�

�D�� 7KH�&RQWUDFWRU�VKDOO�FRPSO\�ZLWK�DOO�IHGHUDO��VWDWH�DQG�ORFDO�ODZV��UHJXODWLRQV�DQG�
SROLFLHV� DSSOLFDEOH� WR� LWV� 6HUYLFHV� RU� 6XSSOLHV�� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR�� DOO�
VWDWXWHV�� UHJXODWLRQV� DQG� UXOHV� WKDW� DUH� LQ� HIIHFW� DV� RI� WKH� (IIHFWLYH�'DWH� RI� WKH�
&RQWUDFW�DQG�VKDOO�SURFXUH�DW�LWV�H[SHQVH�DOO�OLFHQVHV�DQG�DOO�SHUPLWV�QHFHVVDU\�IRU�
WKH�IXOILOOPHQW�RI�LWV�REOLJDWLRQ��

�
�E�� ,I�DQ\�H[LVWLQJ�ODZ��UHJXODWLRQ�RU�SROLF\�LV�FKDQJHG�RU�LI�DQ\�QHZ�ODZ��UHJXODWLRQ�RU�

SROLF\�LV�HQDFWHG�WKDW�DIIHFWV�WKH�6HUYLFHV�RU�6XSSOLHV�SURYLGHG�XQGHU�WKLV�&RQWUDFW��
WKH� 3DUWLHV� VKDOO� PRGLI\� WKLV� &RQWUDFW�� YLD� 6HFWLRQ� ���� &KDQJHV�� WR� WKH� H[WHQW�
UHDVRQDEO\�QHFHVVDU\�WR��

�
� (QVXUH�WKDW�VXFK�6HUYLFHV�RU�6XSSOLHV�ZLOO�EH�LQ�IXOO�FRPSOLDQFH�ZLWK�VXFK�

ODZV��UHJXODWLRQV�DQG�SROLFLHV��DQG�
�

� 0RGLI\�WKH�UDWHV�DSSOLFDEOH�WR�VXFK�6HUYLFHV�RU�6XSSOLHV��XQOHVV�RWKHUZLVH�
LQGLFDWHG�LQ�WKH�6ROLFLWDWLRQ��

�
���� 7+(�$0(5,&$16�:,7+�',6$%,/,7,(6�$&7��
�

'XULQJ�WKH�WHUP�RI�WKLV�&RQWUDFW��WKH�&RQWUDFWRU�DJUHHV�DV�IROORZV��
�

�D�� 3XUVXDQW�WR�IHGHUDO�UHJXODWLRQV�SURPXOJDWHG�XQGHU�WKH�DXWKRULW\�RI�7KH�$PHULFDQV�
:LWK�'LVDELOLWLHV�$FW�����&�)�5�����������HW�VHT���WKH�&RQWUDFWRU�XQGHUVWDQGV�DQG�
DJUHHV�WKDW�QR�LQGLYLGXDO�ZLWK�D�GLVDELOLW\�VKDOO��RQ�WKH�EDVLV�RI�WKH�GLVDELOLW\��EH�
H[FOXGHG�IURP�SDUWLFLSDWLRQ�LQ�WKLV�&RQWUDFW�RU�IURP�DFWLYLWLHV�SURYLGHG�IRU�XQGHU�
WKLV� &RQWUDFW�� � $V� D� FRQGLWLRQ� RI� DFFHSWLQJ� DQG� H[HFXWLQJ� WKLV� &RQWUDFW�� WKH�
&RQWUDFWRU�DJUHHV�WR�FRPSO\�ZLWK�WKH�*HQHUDO�3URKLELWLRQV�$JDLQVW�'LVFULPLQDWLRQ��
���&�)�5������������DQG�DOO�RWKHU� UHJXODWLRQV�SURPXOJDWHG�XQGHU�7LWOH� ,,�RI�7KH�
$PHULFDQV�:LWK� 'LVDELOLWLHV� $FW� ZKLFK� DUH� DSSOLFDEOH� WR� WKH� EHQHILWV�� VHUYLFHV��
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SURJUDPV��DQG�DFWLYLWLHV�SURYLGHG�E\�WKH�&RPPRQZHDOWK�RI�3HQQV\OYDQLD�WKURXJK�
&RQWUDFWV�ZLWK�RXWVLGH�&RQWUDFWRUV��

�
�E�� 7KH�&RQWUDFWRU�VKDOO�EH�UHVSRQVLEOH�IRU�DQG�DJUHHV�WR�LQGHPQLI\�DQG�KROG�KDUPOHVV�

WKH� &RPPRQZHDOWK� RI� 3HQQV\OYDQLD� IURP� ORVVHV�� GDPDJHV�� H[SHQVHV� FODLPV��
GHPDQGV�� VXLWV�� DQG�DFWLRQV�EURXJKW�E\�DQ\�SDUW\�DJDLQVW� WKH�&RPPRQZHDOWK�RI�
3HQQV\OYDQLD�DV�D�UHVXOW�RI�WKH�&RQWUDFWRU¶V�IDLOXUH�WR�FRPSO\�ZLWK�WKH�SURYLVLRQV�
RI�VXEVHFWLRQ��D���

�
���� (;$0,1$7,21�2)�5(&25'6��
�

�D�� 7KH�&RQWUDFWRU�DJUHHV�WR�PDLQWDLQ��XVLQJ�LWV�VWDQGDUG�SURFHGXUHV��DQG�LQ�DFFRUGDQFH�
ZLWK�*HQHUDOO\�$FFHSWHG�$FFRXQWLQJ�3ULQFLSOHV��ERRNV��UHFRUGV��GRFXPHQWV��DQG�
RWKHU�HYLGHQFH�SHUWDLQLQJ�WR�WKH�FKDUJHV�XQGHU�WKLV�&RQWUDFW� WR� WKH�H[WHQW�DQG�LQ�
VXFK�GHWDLO�DV�ZLOO�SURSHUO\�UHIOHFW�DOO�FKDUJHV�IRU�ZKLFK�UHLPEXUVHPHQW�LV�FODLPHG�
XQGHU�WKH�SURYLVLRQV�RI�WKLV�&RQWUDFW��

�
�E�� 7KH� &RQWUDFWRU� DJUHHV� WR� PDNH� DYDLODEOH� DW� WKH� RIILFH� RI� WKH� &RQWUDFWRU� DW� DOO�

UHDVRQDEOH� WLPHV�� DQG� XSRQ� UHDVRQDEOH� ZULWWHQ� QRWLFH�� GXULQJ� WKH� WHUP� RI� WKLV�
&RQWUDFW�DQG� WKH�SHULRG�VHW� IRUWK� LQ� VXEVHFWLRQ��F��EHORZ��DQ\�RI� WKH�UHFRUGV�IRU�
LQVSHFWLRQ��DXGLW��RU�UHSURGXFWLRQ�E\�DQ\�DXWKRUL]HG�&RPPRQZHDOWK�UHSUHVHQWDWLYH���
7R�WKH�H[WHQW�DOORZHG�E\�DSSOLFDEOH�ODZV�RU�UHJXODWLRQV��WKH�&RPPRQZHDOWK�DJUHHV�
WR� PDLQWDLQ� DQ\� GRFXPHQWV� VR� SURYLGHG� LQ� DFFRUGDQFH� ZLWK� WKH� FRQILGHQWLDOLW\�
SURYLVLRQV�LQ�6HFWLRQ�����&RQILGHQWLDOLW\��3ULYDF\�DQG�&RPSOLDQFH��

�
�F�� 7KH�&RQWUDFWRU�VKDOO�SUHVHUYH�DQG�PDNH�DYDLODEOH�LWV�UHFRUGV�IRU�D�SHULRG�RI�WKUHH�

����\HDUV�IURP�WKH�GDWH�RI�ILQDO�SD\PHQW�XQGHU�WKLV�&RQWUDFW��
�

� ,I�WKLV�&RQWUDFW�LV�FRPSOHWHO\�RU�SDUWLDOO\�WHUPLQDWHG��WKH�UHFRUGV�UHODWLQJ�WR�
WKH�ZRUN�WHUPLQDWHG�VKDOO�EH�SUHVHUYHG�DQG�PDGH�DYDLODEOH�IRU�D�SHULRG�RI�
WKUHH�����\HDUV�IURP�WKH�GDWH�RI�DQ\�UHVXOWLQJ�ILQDO�VHWWOHPHQW��

�
� 1RQ�SULYLOHJHG�UHFRUGV�ZKLFK�UHODWH�WR�OLWLJDWLRQ�RU�WKH�VHWWOHPHQW�RI�FODLPV�

DULVLQJ� RXW� RI� WKH� SHUIRUPDQFH� RI� WKLV� &RQWUDFW�� RU� FKDUJHV� XQGHU� WKLV�
&RQWUDFW� DV� WR�ZKLFK� H[FHSWLRQ� KDV� EHHQ� WDNHQ� E\� WKH� DXGLWRUV�� VKDOO� EH�
UHWDLQHG�E\�WKH�&RQWUDFWRU�XQWLO�VXFK�OLWLJDWLRQ��FODLPV��RU�H[FHSWLRQV�KDYH�
EHHQ�ILQDOO\�UHVROYHG��

�
�G�� ([FHSW�IRU�GRFXPHQWDU\�HYLGHQFH�UHWDLQHG�SXUVXDQW�WR�SDUDJUDSK��F��LL��DERYH��WKH�

&RQWUDFWRU�PD\�LQ�IXOILOOPHQW�RI�LWV�REOLJDWLRQ�WR�UHWDLQ�LWV�UHFRUGV�DV�UHTXLUHG�E\�
WKLV� VHFWLRQ� VXEVWLWXWH� SKRWRJUDSKV�� PLFURSKRWRJUDSKV�� RU� RWKHU� DXWKHQWLF�
UHSURGXFWLRQV�RI�VXFK�UHFRUGV��DIWHU�WKH�H[SLUDWLRQ�RI�WZR�����\HDUV�IROORZLQJ�WKH�
ODVW�GD\�RI�WKH�PRQWK�RI�UHLPEXUVHPHQW�WR�WKH�&RQWUDFWRU�RI�WKH�LQYRLFH�RU�YRXFKHU�
WR� ZKLFK� VXFK� UHFRUGV� UHODWH�� XQOHVV� D� VKRUWHU� SHULRG� LV� DXWKRUL]HG� E\� WKH�
&RPPRQZHDOWK�ZLWK�WKH�FRQFXUUHQFH�RI�LWV�DXGLWRUV��
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�
�H�� 7KH� SURYLVLRQV� RI� WKLV� VHFWLRQ� VKDOO� EH� DSSOLFDEOH� WR� DQG� LQFOXGHG� LQ� HDFK�

VXEFRQWUDFW�KHUHXQGHU��
�
���� 6,1*/(�$8',7�$&7�2)�������
�

,Q�FRPSOLDQFH�ZLWK�WKH�6LQJOH�$XGLW�$FW�RI�������DV�DPHQGHG��WKH�&RQWUDFWRU�DJUHHV�WR�WKH�
IROORZLQJ��

�
�D�� 7KLV�&RQWUDFW�LV�VXEMHFW�WR�DXGLW�E\�IHGHUDO�DQG�VWDWH�DJHQFLHV�RU�WKHLU�DXWKRUL]HG�

UHSUHVHQWDWLYH� LQ� DFFRUGDQFH� ZLWK� WKH� DXGLWLQJ� VWDQGDUGV� SURPXOJDWHG� E\� WKH�
&RPSWUROOHU�*HQHUDO�RI�WKH�8QLWHG�6WDWHV�DQG�VSHFLILHG�LQ�WKH�PRVW�FXUUHQW�YHUVLRQ�
RI�*RYHUQPHQW�$XGLWLQJ�6WDQGDUGV��<HOORZ�%RRN���

�
�E�� 7KH�DXGLW�UHTXLUHPHQW�RI�WKLV�&RQWUDFW�ZLOO�EH�VDWLVILHG�LI�D�VLQJOH�DXGLW�LV�SHUIRUPHG�

XQGHU�WKH�SURYLVLRQV�RI�WKH�6LQJOH�$XGLW�$FW�RI�������DV�DPHQGHG�����8�6�&����������
HW�VHT���DQG�DOO�UXOHV�DQG�UHJXODWLRQV�SURPXOJDWHG�SXUVXDQW�WR�WKH�$FW��

�
�F�� 7KH� &RPPRQZHDOWK� UHVHUYHV� WKH� ULJKW� IRU� IHGHUDO� DQG� VWDWH� DJHQFLHV� RU� WKHLU�

DXWKRUL]HG�UHSUHVHQWDWLYHV�WR�SHUIRUP�DGGLWLRQDO�DXGLWV�RI�D�ILQDQFLDO�FRPSOLDQFH��
HFRQRP\�HIILFLHQF\��RU�SURJUDP�UHVXOWV�QDWXUH��LI�GHHPHG�QHFHVVDU\��

�
�G�� 7KH�&RQWUDFWRU�IXUWKHU�DJUHHV�WR�FRPSO\�ZLWK�UHTXLUHPHQWV�WKDW�PD\�EH�LVVXHG�E\�

WKH� VWDWH� DJHQF\� XSRQ� UHFHLSW� RI� DGGLWLRQDO� JXLGDQFH� UHFHLYHG� IURP� WKH� IHGHUDO�
JRYHUQPHQW�UHJDUGLQJ�WKH�6LQJOH�$XGLW�$FW�RI�������DV�DPHQGHG��

�
���� $*(1&<�63(&,),&� 6(16,7,9(� $1'� &21),'(17,$/� &20021:($/7+�

'$7$��,)�$33/,&$%/(���
�

�D�� &RQWUDFWRU�XQGHUVWDQGV�WKDW�LWV�OHYHO�RI�DFFHVV�PD\�DOORZ�RU�UHTXLUH�LW�WR�YLHZ�RU�
DFFHVV�KLJKO\�VHQVLWLYH�DQG�FRQILGHQWLDO�&RPPRQZHDOWK�DQG�WKLUG�SDUW\�GDWD���7KLV�
GDWD�LV�VXEMHFW�WR�YDULRXV�VWDWH�DQG�IHGHUDO�ODZV��UHJXODWLRQV�DQG�SROLFLHV�WKDW�YDU\�
IURP� DJHQF\� WR� DJHQF\�� DQG� IURP� SURJUDP� WR� SURJUDP� ZLWKLQ� DQ� DJHQF\�� � ,I�
DSSOLFDEOH��SULRU� WR�GHSOR\PHQW�RI�WKH�6XSSOLHV�RU�6HUYLFHV�� WKH�&RQWUDFWRU�PXVW�
UHFHLYH�DQG�VLJQ�RII�RQ�SDUWLFXODU� LQVWUXFWLRQV�DQG�OLPLWDWLRQV�DV�GLFWDWHG�E\�WKDW�
&RPPRQZHDOWK� DJHQF\�� LQFOXGLQJ� EXW� QRW� OLPLWHG� WR�� DV� QHFHVVDU\�� +,3$$�
%XVLQHVV�$VVRFLDWH�$JUHHPHQWV�� �7KLV� VLJQ�RII�GRFXPHQW�� D� VDPSOH�RI�ZKLFK� LV�
DWWDFKHG�DV�$WWDFKPHQW�&��6DPSOH�6LJQ�RII�'RFXPHQW��ZLOO�LQFOXGH�D�GHVFULSWLRQ�
RI� WKH� QDWXUH� RI� WKH� GDWD� ZKLFK�PD\� EH� LPSOLFDWHG� EDVHG� RQ� WKH� QDWXUH� RI� WKH�
&RQWUDFWRU¶V�DFFHVV��DQG�ZLOO�LQFRUSRUDWH�WKH�%XVLQHVV�$VVRFLDWH�$JUHHPHQW�LI�LW�LV�
DSSOLFDEOH��

�
�E�� 7KH� &RQWUDFWRU� KHUHE\� FHUWLILHV� DQG� ZDUUDQWV� WKDW�� DIWHU� EHLQJ� LQIRUPHG� E\� WKH�

&RPPRQZHDOWK�DJHQF\�RI�WKH�QDWXUH�RI�WKH�GDWD�ZKLFK�PD\�EH�LPSOLFDWHG�DQG�SULRU�
WR�WKH�GHSOR\PHQW�RI�WKH�6XSSOLHV�RU�6HUYLFHV��WKH�&RQWUDFWRU�LV�DQG�VKDOO�UHPDLQ�
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FRPSOLDQW� ZLWK� DOO� DSSOLFDEOH� VWDWH� DQG� IHGHUDO� ODZV�� UHJXODWLRQV� DQG� SROLFLHV�
UHJDUGLQJ�WKH�GDWD¶V�SURWHFWLRQ��DQG�ZLWK�WKH�UHTXLUHPHQWV�PHPRULDOL]HG�LQ�HYHU\�
FRPSOHWHG�DQG�VLJQHG�VLJQ�RII�GRFXPHQW���(YHU\�VLJQ�RII�GRFXPHQW�FRPSOHWHG�E\�
D�&RPPRQZHDOWK�DJHQF\�DQG�VLJQHG�E\�DW�OHDVW�RQH�VLJQDWRU\�DXWKRUL]HG�WR�ELQG�
WKH�&RQWUDFWRU�LV�YDOLG�DQG�LV�KHUHE\�LQWHJUDWHG�DQG�LQFRUSRUDWHG�E\�UHIHUHQFH�LQWR�
WKLV�&RQWUDFW��

�
�F�� 7KLV�VHFWLRQ�GRHV�QRW�UHTXLUH�D�&RPPRQZHDOWK�DJHQF\�WR�H[KDXVWLYHO\�OLVW�WKH�ODZV��

UHJXODWLRQV� RU� SROLFLHV� WR� ZKLFK� LPSOLFDWHG� GDWD� LV� VXEMHFW�� WKH� &RPPRQZHDOWK�
DJHQF\�LV�REOLJDWHG�RQO\�WR�OLVW�WKH�QDWXUH�RI�WKH�GDWD�LPSOLFDWHG�E\�WKH�&RQWUDFWRU¶V�
DFFHVV��WR�UHIHU�WKH�&RQWUDFWRU�WR�LWV�SULYDF\�DQG�VHFXULW\�SROLFLHV��DQG�WR�VSHFLI\�
UHTXLUHPHQWV�WKDW�DUH�QRW�RWKHUZLVH�LQKHUHQW�LQ�FRPSOLDQFH�ZLWK�DSSOLFDEOH�ODZV��
UHJXODWLRQV�DQG�SROLFLHV��

�
�G�� 7KH� UHTXLUHPHQWV� RI� WKLV� VHFWLRQ� DUH� LQ� DGGLWLRQ� WR� DQG� QRW� LQ� OLHX� RI� RWKHU�

UHTXLUHPHQWV�RI�WKLV�&RQWUDFW��LWV�([KLELWV��$SSHQGLFHV�DQG�$WWDFKPHQWV��KDYLQJ�WR�
GR�ZLWK�GDWD�SULYDF\�DQG�VHFXULW\��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�WKH�UHTXLUHPHQW�WKDW�
WKH� &RQWUDFWRU� FRPSO\� ZLWK� DOO� DSSOLFDEOH� &RPPRQZHDOWK� ,73V�� ZKLFK� FDQ� EH�
IRXQG�DW�KWWSV���ZZZ�RD�SD�JRY�3ROLFLHV�3DJHV�LWS�DVS[��

�
�H�� &RQWUDFWRU� VKDOO� FRQGXFW� DGGLWLRQDO� EDFNJURXQG� FKHFNV�� LQ� DGGLWLRQ� WR� WKRVH�

UHTXLUHG� LQ� 6HFWLRQ� ���� %DFNJURXQG� &KHFNV�� DV� PD\� EH� UHTXLUHG� E\� D�
&RPPRQZHDOWK�DJHQF\� LQ� LWV�VLJQ�RII�GRFXPHQWV�� �7KH�&RQWUDFWRU�VKDOO�HGXFDWH�
DQG�KROG�LWV�DJHQWV��HPSOR\HHV��FRQWUDFWRUV�DQG�VXEFRQWUDFWRUV�WR�VWDQGDUGV�DW�OHDVW�
DV� VWULQJHQW� DV� WKRVH� FRQWDLQHG� LQ� WKLV� &RQWUDFW�� � 7KH� &RQWUDFWRU� VKDOO� SURYLGH�
LQIRUPDWLRQ�UHJDUGLQJ�LWV�DJHQWV��HPSOR\HHV��FRQWUDFWRUV�DQG�VXEFRQWUDFWRUV�WR�WKH�
&RPPRQZHDOWK�XSRQ�UHTXHVW��

�
���� )('(5$/�5(48,5(0(176��
�

,I�DSSOLFDEOH��WKH�&RQWUDFWRU�PXVW�UHFHLYH�DQG�VLJQ�RII�RQ�SDUWLFXODU�IHGHUDO�UHTXLUHPHQWV�
WKDW�D�&RPPRQZHDOWK�DJHQF\�PD\�EH�UHTXLUHG�WR�LQFOXGH�ZKHQ�XWLOL]LQJ�IHGHUDO�IXQGV�WR�
SURFXUH�WKH�6XSSOLHV�DQG�6HUYLFHV���7KLV�VLJQ�RII�GRFXPHQW��LQ�DGGLWLRQ�WR�DQ\�DSSOLFDEOH�
UHTXLUHPHQWV� RI� 6HFWLRQ� ���� $JHQF\�6SHFLILF� 6HQVLWLYH� DQG� &RQILGHQWLDO�
&RPPRQZHDOWK�'DWD��ZLOO�LQFOXGH�D�GHVFULSWLRQ�RI�WKH�UHTXLUHG�IHGHUDO�SURYLVLRQV��DORQJ�
ZLWK�WKH�DSSOLFDEOH�IRUPV�QHFHVVDU\�IRU�WKH�&RQWUDFWRU�DQG�RU�6RIWZDUH�/LFHQVRU�WR�H[HFXWH��
DV�QHFHVVDU\���(YHU\�VLJQ�RII�GRFXPHQW�FRPSOHWHG�E\�D�&RPPRQZHDOWK�DJHQF\�DQG�VLJQHG�
E\�DW�OHDVW�RQH�VLJQDWRU\�DXWKRUL]HG�WR�ELQG�WKH�&RQWUDFWRU�LV�YDOLG�DQG�LV�KHUHE\�LQWHJUDWHG�
DQG�LQFRUSRUDWHG�E\�UHIHUHQFH�LQWR�WKLV�&RQWUDFW���$�VDPSOH�VLJQ�RII�GRFXPHQW�LV�DWWDFKHG�
WR�WKHVH�7HUPV�DV�$WWDFKPHQW�&��6DPSOH�6LJQ�RII�'RFXPHQW��

�
���� $'',7,21$/�)('(5$/�3529,6,216��
�

$GGLWLRQDO�FRQWUDFW�SURYLVLRQV�PD\�EH�LQFRUSRUDWHG�LQWR�WKLV�&RQWUDFW�SXUVXDQW�WR�IHGHUDO�
ODZ��UHJXODWLRQ�RU�SROLF\��
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�
���� (19,5210(17$/�3527(&7,21��
�

,Q� FDUU\LQJ� RXW� WKLV�&RQWUDFW�� WKH�&RQWUDFWRU� VKDOO�PLQLPL]H� SROOXWLRQ� DQG� VKDOO� VWULFWO\�
FRPSO\� ZLWK� DOO� DSSOLFDEOH� HQYLURQPHQWDO� ODZV� DQG� UHJXODWLRQV�� LQFOXGLQJ� WKH� &OHDQ�
6WUHDPV�/DZ��$FW�RI�-XQH�����������3�/��������1R��������DV�DPHQGHG�����3�6����������²
��������� WKH� 6ROLG�:DVWH�0DQDJHPHQW�$FW��$FW� RI� -XO\���� ����� �3�/�������1R������� DV�
DPHQGHG�����3�6�������������²���������DQG�WKH�'DP�6DIHW\�DQG�(QFURDFKPHQW�$FW��$FW�
RI�1RYHPEHU�����������3�/��������1R��������DV�DPHQGHG�����3�6����������²��������

�
���� 121',6&5,0,1$7,21�6(;8$/�+$5$660(17�&/$86(��
�

7KH�&RQWUDFWRU�DJUHHV��
�

�D�� ,Q�WKH�KLULQJ�RI�DQ\�HPSOR\HH�V��IRU�WKH�PDQXIDFWXUH�RI�VXSSOLHV��SHUIRUPDQFH�RI�
ZRUN�� RU� DQ\� RWKHU� DFWLYLW\� UHTXLUHG� XQGHU� WKH� FRQWUDFW� RU� DQ\� VXEFRQWUDFW�� WKH�
&RQWUDFWRU��HDFK�VXEFRQWUDFWRU��RU�DQ\�SHUVRQ�DFWLQJ�RQ�EHKDOI�RI�WKH�&RQWUDFWRU�RU�
VXEFRQWUDFWRU�VKDOO�QRW�GLVFULPLQDWH�E\�UHDVRQ�RI�UDFH��JHQGHU��FUHHG��FRORU��VH[XDO�
RULHQWDWLRQ�� JHQGHU� LGHQWLW\� RU� H[SUHVVLRQ�� RU� LQ� YLRODWLRQ� RI� WKH� 3HQQV\OYDQLD�
+XPDQ�5HODWLRQV�$FW��3+5$��DQG�DSSOLFDEOH�IHGHUDO�ODZV��DJDLQVW�DQ\�FLWL]HQ�RI�
WKLV�&RPPRQZHDOWK�ZKR�LV�TXDOLILHG�DQG�DYDLODEOH�WR�SHUIRUP�WKH�ZRUN�WR�ZKLFK�
WKH�HPSOR\PHQW�UHODWHV��

�
�E�� 1HLWKHU�WKH�&RQWUDFWRU�QRU�DQ\�VXEFRQWUDFWRU�QRU�DQ\�SHUVRQ�RQ�WKHLU�EHKDOI�VKDOO�

LQ� DQ\� PDQQHU� GLVFULPLQDWH� E\� UHDVRQ� RI� UDFH�� JHQGHU�� FUHHG�� FRORU�� VH[XDO�
RULHQWDWLRQ�� JHQGHU� LGHQWLW\� RU� H[SUHVVLRQ�� RU� LQ� YLRODWLRQ� RI� WKH� 3+5$� DQG�
DSSOLFDEOH� IHGHUDO� ODZV�� DJDLQVW� RU� LQWLPLGDWH� DQ\� HPSOR\HH� LQYROYHG� LQ� WKH�
PDQXIDFWXUH�RI�VXSSOLHV��WKH�SHUIRUPDQFH�RI�ZRUN��RU�DQ\�RWKHU�DFWLYLW\�UHTXLUHG�
XQGHU�WKH�FRQWUDFW��

�
�F�� 1HLWKHU�WKH�&RQWUDFWRU�QRU�DQ\�VXEFRQWUDFWRU�QRU�DQ\�SHUVRQ�RQ�WKHLU�EHKDOI�VKDOO�

LQ� DQ\� PDQQHU� GLVFULPLQDWH� E\� UHDVRQ� RI� UDFH�� JHQGHU�� FUHHG�� FRORU�� VH[XDO�
RULHQWDWLRQ�� JHQGHU� LGHQWLW\� RU� H[SUHVVLRQ�� RU� LQ� YLRODWLRQ� RI� WKH� 3+5$� DQG�
DSSOLFDEOH�IHGHUDO�ODZV��LQ�WKH�SURYLVLRQ�RI�VHUYLFHV�XQGHU�WKH�FRQWUDFW��

�
�G�� 1HLWKHU�WKH�&RQWUDFWRU�QRU�DQ\�VXEFRQWUDFWRU�QRU�DQ\�SHUVRQ�RQ�WKHLU�EHKDOI�VKDOO�

LQ� DQ\�PDQQHU� GLVFULPLQDWH� DJDLQVW� HPSOR\HHV� E\� UHDVRQ� RI� SDUWLFLSDWLRQ� LQ� RU�
GHFLVLRQ�WR�UHIUDLQ�IURP�SDUWLFLSDWLQJ�LQ�ODERU�DFWLYLWLHV�SURWHFWHG�XQGHU�WKH�3XEOLF�
(PSOR\HH� 5HODWLRQV� $FW�� 3HQQV\OYDQLD� /DERU� 5HODWLRQV� $FW� RU�1DWLRQDO� /DERU�
5HODWLRQV�$FW��DV�DSSOLFDEOH�DQG�WR�WKH�H[WHQW�GHWHUPLQHG�E\�HQWLWLHV�FKDUJHG�ZLWK�
VXFK�$FWV¶�HQIRUFHPHQW��DQG�VKDOO�FRPSO\�ZLWK�DQ\�SURYLVLRQ�RI�ODZ�HVWDEOLVKLQJ�
RUJDQL]DWLRQV�DV�HPSOR\HHV¶�H[FOXVLYH�UHSUHVHQWDWLYHV��

�
�H�� 7KH� &RQWUDFWRU� DQG� HDFK� VXEFRQWUDFWRU� VKDOO� HVWDEOLVK� DQG� PDLQWDLQ� D� ZULWWHQ�

QRQGLVFULPLQDWLRQ�DQG�VH[XDO�KDUDVVPHQW�SROLF\�DQG�VKDOO�LQIRUP�WKHLU�HPSOR\HHV�
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LQ�ZULWLQJ�RI�WKH�SROLF\���7KH�SROLF\�PXVW�FRQWDLQ�D�SURYLVLRQ�WKDW�VH[XDO�KDUDVVPHQW�
ZLOO�QRW�EH�WROHUDWHG�DQG�HPSOR\HHV�ZKR�SUDFWLFH�LW�ZLOO�EH�GLVFLSOLQHG���3RVWLQJ�WKLV�
1RQGLVFULPLQDWLRQ�6H[XDO�+DUDVVPHQW�&ODXVH� FRQVSLFXRXVO\� LQ� HDVLO\�DFFHVVLEOH�
DQG�ZHOO�OLJKWHG�SODFHV�FXVWRPDULO\�IUHTXHQWHG�E\�HPSOR\HHV�DQG�DW�RU�QHDU�ZKHUH�
WKH�FRQWUDFWHG�VHUYLFHV�DUH�SHUIRUPHG�VKDOO�VDWLVI\�WKLV�UHTXLUHPHQW�IRU�HPSOR\HHV�
ZLWK�DQ�HVWDEOLVKHG�ZRUN�VLWH��

�
�I�� 7KH�&RQWUDFWRU�DQG�HDFK�VXEFRQWUDFWRU� VKDOO�QRW� GLVFULPLQDWH�E\� UHDVRQ�RI� UDFH��

JHQGHU�� FUHHG�� FRORU�� VH[XDO� RULHQWDWLRQ�� JHQGHU� LGHQWLW\� RU� H[SUHVVLRQ�� RU� LQ�
YLRODWLRQ� RI� 3+5$� DQG� DSSOLFDEOH� IHGHUDO� ODZV�� DJDLQVW� DQ\� VXEFRQWUDFWRU� RU�
VXSSOLHU�ZKR�LV�TXDOLILHG�WR�SHUIRUP�WKH�ZRUN�WR�ZKLFK�WKH�FRQWUDFW�UHODWHV��

�
�J�� 7KH�&RQWUDFWRU�DQG�HDFK�VXEFRQWUDFWRU�UHSUHVHQWV�WKDW�LW�LV�SUHVHQWO\�LQ�FRPSOLDQFH�

ZLWK�DQG�ZLOO�PDLQWDLQ�FRPSOLDQFH�ZLWK�DOO�DSSOLFDEOH�IHGHUDO��VWDWH��DQG�ORFDO�ODZV��
UHJXODWLRQV�DQG�SROLFLHV�UHODWLQJ�WR�QRQGLVFULPLQDWLRQ�DQG�VH[XDO�KDUDVVPHQW���7KH�
&RQWUDFWRU� DQG�HDFK�VXEFRQWUDFWRU� IXUWKHU� UHSUHVHQWV� WKDW� LW�KDV� ILOHG�D�6WDQGDUG�
)RUP� ���� (PSOR\HU� ,QIRUPDWLRQ� 5HSRUW� �³((2��´�� ZLWK� WKH� 8�6�� (TXDO�
(PSOR\PHQW�2SSRUWXQLW\�&RPPLVVLRQ��³((2&´��DQG�VKDOO�ILOH�DQ�DQQXDO�((2���
UHSRUW�ZLWK�WKH�((2&�DV�UHTXLUHG�IRU�HPSOR\HUV¶�VXEMHFW�WR�7LWOH�9,,�RI�WKH�&LYLO�
5LJKWV�$FW�RI�������DV�DPHQGHG��WKDW�KDYH�����RU�PRUH�HPSOR\HHV�DQG�HPSOR\HUV�
WKDW� KDYH� IHGHUDO� JRYHUQPHQW� FRQWUDFWV� RU� ILUVW�WLHU� VXEFRQWUDFWV� DQG� KDYH� ��� RU�
PRUH�HPSOR\HHV���7KH�&RQWUDFWRU�DQG�HDFK�VXEFRQWUDFWRU�VKDOO��XSRQ�UHTXHVW�DQG�
ZLWKLQ� WKH� WLPH� SHULRGV� UHTXHVWHG� E\� WKH� &RPPRQZHDOWK�� IXUQLVK� DOO� QHFHVVDU\�
HPSOR\PHQW�GRFXPHQWV�DQG�UHFRUGV��LQFOXGLQJ�((2���UHSRUWV��DQG�SHUPLW�DFFHVV�
WR�WKHLU�ERRNV��UHFRUGV��DQG�DFFRXQWV�E\�WKH�FRQWUDFWLQJ�DJHQF\�DQG�WKH�%XUHDX�RI�
'LYHUVLW\��,QFOXVLRQ�DQG�6PDOO�%XVLQHVV�2SSRUWXQLWLHV�IRU�SXUSRVH�RI�DVFHUWDLQLQJ�
FRPSOLDQFH�ZLWK�SURYLVLRQV�RI�WKLV�1RQGLVFULPLQDWLRQ�6H[XDO�+DUDVVPHQW�&ODXVH��

�
�K�� 7KH� &RQWUDFWRU� VKDOO� LQFOXGH� WKH� SURYLVLRQV� RI� WKLV� 1RQGLVFULPLQDWLRQ�6H[XDO�

+DUDVVPHQW� &ODXVH� LQ� HYHU\� VXEFRQWUDFW� VR� WKDW� WKRVH� SURYLVLRQV� DSSOLFDEOH� WR�
VXEFRQWUDFWRUV�ZLOO�EH�ELQGLQJ�XSRQ�HDFK�VXEFRQWUDFWRU��

�
�L�� 7KH�&RQWUDFWRU¶V�DQG�HDFK�VXEFRQWUDFWRU¶V�REOLJDWLRQV�SXUVXDQW�WR�WKHVH�SURYLVLRQV�

DUH�RQJRLQJ�IURP�DQG�DIWHU�WKH�HIIHFWLYH�GDWH�RI�WKH�FRQWUDFW�WKURXJK�WKH�WHUPLQDWLRQ�
GDWH� WKHUHRI�� �$FFRUGLQJO\�� WKH�&RQWUDFWRU� DQG�HDFK� VXEFRQWUDFWRU� VKDOO� KDYH�DQ�
REOLJDWLRQ� WR� LQIRUP� WKH� &RPPRQZHDOWK� LI�� DW� DQ\� WLPH� GXULQJ� WKH� WHUP� RI� WKH�
FRQWUDFW�� LW� EHFRPHV� DZDUH� RI� DQ\� DFWLRQV� RU� RFFXUUHQFHV� WKDW� ZRXOG� UHVXOW� LQ�
YLRODWLRQ�RI�WKHVH�SURYLVLRQV��

�
�M�� 7KH�&RPPRQZHDOWK�PD\�FDQFHO�RU�WHUPLQDWH�WKH�FRQWUDFW�DQG�DOO�PRQH\�GXH�RU�WR�

EHFRPH�GXH�XQGHU�WKH�FRQWUDFW�PD\�EH�IRUIHLWHG�IRU�D�YLRODWLRQ�RI�WKH�WHUPV�DQG�
FRQGLWLRQV�RI�WKLV�1RQGLVFULPLQDWLRQ�6H[XDO�+DUDVVPHQW�&ODXVH���,Q�DGGLWLRQ��WKH�
DJHQF\�PD\�SURFHHG�ZLWK�GHEDUPHQW�RU�VXVSHQVLRQ�DQG�PD\�SODFH�WKH�&RQWUDFWRU�
LQ�WKH�&RQWUDFWRU�5HVSRQVLELOLW\�)LOH��

�
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���� &2175$&725�,17(*5,7<�3529,6,216��
�

,W� LV� HVVHQWLDO� WKDW� WKRVH�ZKR�VHHN� WR� FRQWUDFW�ZLWK� WKH�&RPPRQZHDOWK�RI�3HQQV\OYDQLD�
�³&RPPRQZHDOWK´��REVHUYH�KLJK�VWDQGDUGV�RI�KRQHVW\�DQG�LQWHJULW\���7KH\�PXVW�FRQGXFW�
WKHPVHOYHV�LQ�D�PDQQHU�WKDW�IRVWHUV�SXEOLF�FRQILGHQFH�LQ�WKH�LQWHJULW\�RI�WKH�&RPPRQZHDOWK�
FRQWUDFWLQJ�DQG�SURFXUHPHQW�SURFHVV��

�
�D�� 'HILQLWLRQV���)RU�SXUSRVHV�RI�WKHVH�&RQWUDFWRU�,QWHJULW\�3URYLVLRQV��WKH�IROORZLQJ�

WHUPV�VKDOO�KDYH�WKH�PHDQLQJV�IRXQG�LQ�WKLV�VHFWLRQ��
�

� ³$IILOLDWH´�PHDQV�WZR�RU�PRUH�HQWLWLHV�ZKHUH��D��D�SDUHQW�HQWLW\�RZQV�PRUH�
WKDQ�ILIW\�SHUFHQW�RI�WKH�YRWLQJ�VWRFN�RI�HDFK�RI�WKH�HQWLWLHV��RU��E��D�FRPPRQ�
VKDUHKROGHU�RU�JURXS�RI�VKDUHKROGHUV�RZQV�PRUH�WKDQ�ILIW\�SHUFHQW�RI�WKH�
YRWLQJ� VWRFN� RI� HDFK� RI� WKH� HQWLWLHV�� RU� �F�� WKH� HQWLWLHV� KDYH� D� FRPPRQ�
SURSULHWRU�RU�JHQHUDO�SDUWQHU��

�
� ³&RQVHQW´�PHDQV�ZULWWHQ�SHUPLVVLRQ�VLJQHG�E\�D�GXO\�DXWKRUL]HG�RIILFHU�RU�

HPSOR\HH� RI� WKH�&RPPRQZHDOWK�� SURYLGHG� WKDW�ZKHUH� WKH�PDWHULDO� IDFWV�
KDYH� EHHQ� GLVFORVHG�� LQ� ZULWLQJ�� E\� SUHTXDOLILFDWLRQ�� ELG�� SURSRVDO�� RU�
FRQWUDFWXDO�WHUPV��WKH�&RPPRQZHDOWK�VKDOO�EH�GHHPHG�WR�KDYH�FRQVHQWHG�
E\�YLUWXH�RI�WKH�H[HFXWLRQ�RI�WKLV�FRQWUDFW��

�
� ³&RQWUDFWRU´�PHDQV� WKH� LQGLYLGXDO� RU� HQWLW\�� WKDW� KDV� HQWHUHG� LQWR� WKLV�

FRQWUDFW�ZLWK�WKH�&RPPRQZHDOWK��
�

� ³&RQWUDFWRU�5HODWHG�3DUWLHV´�PHDQV�DQ\�DIILOLDWHV�RI�WKH�&RQWUDFWRU�DQG�WKH�
&RQWUDFWRU¶V� H[HFXWLYH� RIILFHUV�� 3HQQV\OYDQLD� RIILFHUV� DQG� GLUHFWRUV�� RU�
RZQHUV�RI���SHUFHQW�RU�PRUH�LQWHUHVW�LQ�WKH�&RQWUDFWRU��

�
� ³)LQDQFLDO�,QWHUHVW´�PHDQV�HLWKHU��

�
���� 2ZQHUVKLS�RI�PRUH�WKDQ�D�ILYH�SHUFHQW�LQWHUHVW�LQ�DQ\�EXVLQHVV��RU�

�
���� +ROGLQJ�D�SRVLWLRQ�DV�DQ�RIILFHU��GLUHFWRU��WUXVWHH��SDUWQHU��HPSOR\HH��

RU�KROGLQJ�DQ\�SRVLWLRQ�RI�PDQDJHPHQW��
�

� ³*UDWXLW\´� PHDQV� WHQGHULQJ�� JLYLQJ� RU� SURYLGLQJ� DQ\WKLQJ� RI� PRUH� WKDQ�
QRPLQDO� PRQHWDU\� YDOXH� LQFOXGLQJ�� EXW� QRW� OLPLWHG� WR�� FDVK�� WUDYHO��
HQWHUWDLQPHQW�� JLIWV�� PHDOV�� ORGJLQJ�� ORDQV�� VXEVFULSWLRQV�� DGYDQFHV��
GHSRVLWV�RI�PRQH\��VHUYLFHV�� HPSOR\PHQW��RU�FRQWUDFWV�RI�DQ\�NLQG�� �7KH�
H[FHSWLRQV�VHW�IRUWK�LQ�WKH�*RYHUQRU¶V�&RGH�RI�&RQGXFW��([HFXWLYH�2UGHU�
���������WKH���3D��&RGH���������E���VKDOO�DSSO\��

�
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� ³1RQ�ELG� %DVLV´� PHDQV� D� FRQWUDFW� DZDUGHG� RU� H[HFXWHG� E\� WKH�
&RPPRQZHDOWK�ZLWK�&RQWUDFWRU�ZLWKRXW�VHHNLQJ�ELGV�RU�SURSRVDOV�IURP�DQ\�
RWKHU�SRWHQWLDO�ELGGHU�RU�RIIHURU��

�
�E�� ,Q�IXUWKHUDQFH�RI�WKLV�SROLF\��&RQWUDFWRU�DJUHHV�WR�WKH�IROORZLQJ��

�
� &RQWUDFWRU� VKDOO�PDLQWDLQ� WKH� KLJKHVW� VWDQGDUGV� RI� KRQHVW\� DQG� LQWHJULW\�

GXULQJ�WKH�SHUIRUPDQFH�RI�WKLV�FRQWUDFW�DQG�VKDOO�WDNH�QR�DFWLRQ�LQ�YLRODWLRQ�
RI� VWDWH� RU� IHGHUDO� ODZV� RU� UHJXODWLRQV� RU� DQ\� RWKHU� DSSOLFDEOH� ODZV� RU�
UHJXODWLRQV��RU�RWKHU�UHTXLUHPHQWV�DSSOLFDEOH�WR�&RQWUDFWRU�RU�WKDW�JRYHUQ�
FRQWUDFWLQJ�RU�SURFXUHPHQW�ZLWK�WKH�&RPPRQZHDOWK��

�
� &RQWUDFWRU�VKDOO�HVWDEOLVK�DQG�LPSOHPHQW�D�ZULWWHQ�EXVLQHVV�LQWHJULW\�SROLF\��

ZKLFK�LQFOXGHV��DW�D�PLQLPXP��WKH�UHTXLUHPHQWV�RI�WKHVH�SURYLVLRQV�DV�WKH\�
UHODWH� WR� WKH� &RQWUDFWRU� DFWLYLW\� ZLWK� WKH� &RPPRQZHDOWK� DQG�
&RPPRQZHDOWK� HPSOR\HHV� DQG� ZKLFK� LV� PDGH� NQRZQ� WR� DOO� &RQWUDFWRU�
HPSOR\HHV���3RVWLQJ�WKHVH�&RQWUDFWRU�,QWHJULW\�3URYLVLRQV�FRQVSLFXRXVO\�LQ�
HDVLO\�DFFHVVLEOH� DQG� ZHOO�OLJKWHG� SODFHV� FXVWRPDULO\� IUHTXHQWHG� E\�
HPSOR\HHV�DQG�DW�RU�QHDU�ZKHUH�WKH�FRQWUDFW�VHUYLFHV�DUH�SHUIRUPHG�VKDOO�
VDWLVI\�WKLV�UHTXLUHPHQW��

�
� &RQWUDFWRU�� LWV� DIILOLDWHV�� DJHQWV�� HPSOR\HHV� DQG� DQ\RQH� LQ� SULYLW\� ZLWK�

&RQWUDFWRU�VKDOO�QRW�DFFHSW��DJUHH�WR�JLYH��RIIHU��FRQIHU��RU�DJUHH�WR�FRQIHU�
RU�SURPLVH�WR�FRQIHU��GLUHFWO\�RU�LQGLUHFWO\��DQ\�JUDWXLW\�RU�SHFXQLDU\�EHQHILW�
WR�DQ\�SHUVRQ��RU�WR�LQIOXHQFH�RU�DWWHPSW�WR�LQIOXHQFH�DQ\�SHUVRQ�LQ�YLRODWLRQ�
RI�DQ\�IHGHUDO�RU�VWDWH�ODZ��UHJXODWLRQ��H[HFXWLYH�RUGHU�RI�WKH�*RYHUQRU�RI�
3HQQV\OYDQLD�� VWDWHPHQW� RI� SROLF\�� PDQDJHPHQW� GLUHFWLYH� RU� DQ\� RWKHU�
SXEOLVKHG�VWDQGDUG�RI�WKH�&RPPRQZHDOWK�LQ�FRQQHFWLRQ�ZLWK�SHUIRUPDQFH�
RI�ZRUN�XQGHU�WKLV�FRQWUDFW��H[FHSW�DV�SURYLGHG�LQ�WKLV�FRQWUDFW��

�
� &RQWUDFWRU� VKDOO� QRW� KDYH� D� ILQDQFLDO� LQWHUHVW� LQ� DQ\� RWKHU� FRQWUDFWRU��

VXEFRQWUDFWRU��RU�VXSSOLHU�SURYLGLQJ�VHUYLFHV��ODERU��RU�PDWHULDO�XQGHU�WKLV�
FRQWUDFW��XQOHVV�WKH�ILQDQFLDO�LQWHUHVW�LV�GLVFORVHG�WR�WKH�&RPPRQZHDOWK�LQ�
ZULWLQJ�DQG�WKH�&RPPRQZHDOWK�FRQVHQWV�WR�&RQWUDFWRU¶V�ILQDQFLDO�LQWHUHVW�
SULRU�WR�&RPPRQZHDOWK�H[HFXWLRQ�RI�WKH�FRQWUDFW���&RQWUDFWRU�VKDOO�GLVFORVH�
WKH�ILQDQFLDO�LQWHUHVW�WR�WKH�&RPPRQZHDOWK�DW�WKH�WLPH�RI�ELG�RU�SURSRVDO�
VXEPLVVLRQ�� RU� LI� QR� ELGV� RU� SURSRVDOV� DUH� VROLFLWHG�� QR� ODWHU� WKDQ�
&RQWUDFWRU¶V�VXEPLVVLRQ�RI�WKH�FRQWUDFW�VLJQHG�E\�&RQWUDFWRU��

�
� &RQWUDFWRU�FHUWLILHV�WR�WKH�EHVW�RI�LWV�NQRZOHGJH�DQG�EHOLHI�WKDW�ZLWKLQ�WKH�

ODVW�ILYH�����\HDUV�&RQWUDFWRU�RU�&RQWUDFWRU�5HODWHG�3DUWLHV�KDYH�QRW��
�

���� EHHQ�LQGLFWHG�RU�FRQYLFWHG�RI�D�FULPH�LQYROYLQJ�PRUDO�WXUSLWXGH�RU�
EXVLQHVV�KRQHVW\�RU�LQWHJULW\�LQ�DQ\�MXULVGLFWLRQ��

�
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���� EHHQ�VXVSHQGHG��GHEDUUHG�RU�RWKHUZLVH�GLVTXDOLILHG� IURP�HQWHULQJ�
LQWR�DQ\�FRQWUDFW�ZLWK�DQ\�JRYHUQPHQWDO�DJHQF\��

�
���� KDG� DQ\� EXVLQHVV� OLFHQVH� RU� SURIHVVLRQDO� OLFHQVH� VXVSHQGHG� RU�

UHYRNHG��
�

���� KDG�DQ\�VDQFWLRQ�RU�ILQGLQJ�RI�IDFW�LPSRVHG�DV�D�UHVXOW�RI�D�MXGLFLDO�
RU�DGPLQLVWUDWLYH�SURFHHGLQJ�UHODWHG�WR�IUDXG��H[WRUWLRQ��EULEHU\��ELG�
ULJJLQJ��HPEH]]OHPHQW��PLVUHSUHVHQWDWLRQ�RU�DQWL�WUXVW��DQG�

�
���� EHHQ��DQG�LV�QRW�FXUUHQWO\��WKH�VXEMHFW�RI�D�FULPLQDO�LQYHVWLJDWLRQ�E\�

DQ\�IHGHUDO��VWDWH�RU�ORFDO�SURVHFXWLQJ�RU�LQYHVWLJDWLYH�DJHQF\�DQG�RU�
FLYLO�DQWL�WUXVW�LQYHVWLJDWLRQ�E\�DQ\�IHGHUDO��VWDWH�RU�ORFDO�SURVHFXWLQJ�
RU�LQYHVWLJDWLYH�DJHQF\��

�
,I�&RQWUDFWRU�FDQQRW�VR�FHUWLI\�WR�WKH�DERYH��WKHQ�LW�PXVW�VXEPLW�DORQJ�ZLWK�
LWV�ELG��SURSRVDO�RU�FRQWUDFW�D�ZULWWHQ�H[SODQDWLRQ�RI�ZK\�VXFK�FHUWLILFDWLRQ�
FDQQRW�EH�PDGH�DQG�WKH�&RPPRQZHDOWK�ZLOO�GHWHUPLQH�ZKHWKHU�D�FRQWUDFW�
PD\� EH� HQWHUHG� LQWR� ZLWK� WKH� &RQWUDFWRU�� � 7KH� &RQWUDFWRU¶V� REOLJDWLRQ�
SXUVXDQW�WR�WKLV�FHUWLILFDWLRQ�LV�RQJRLQJ�IURP�DQG�DIWHU�WKH�HIIHFWLYH�GDWH�RI�
WKH� FRQWUDFW� WKURXJK� WKH� WHUPLQDWLRQ� GDWH� WKHUHRI�� � $FFRUGLQJO\�� WKH�
&RQWUDFWRU� VKDOO� KDYH� DQ� REOLJDWLRQ� WR� LPPHGLDWHO\� QRWLI\� WKH�
&RPPRQZHDOWK�LQ�ZULWLQJ�LI�DW�DQ\�WLPH�GXULQJ�WKH�WHUP�RI�WKH�FRQWUDFW�LI�
EHFRPHV� DZDUH� RI� DQ\� HYHQW� ZKLFK� ZRXOG� FDXVH� WKH� &RQWUDFWRU¶V�
FHUWLILFDWLRQ�RU�H[SODQDWLRQ� WR�FKDQJH�� �&RQWUDFWRU�DFNQRZOHGJHV� WKDW� WKH�
&RPPRQZHDOWK�PD\��LQ�LWV�VROH�GLVFUHWLRQ��WHUPLQDWH�WKH�FRQWUDFW�IRU�FDXVH�
LI�LW�OHDUQV�WKDW�DQ\�RI�WKH�FHUWLILFDWLRQV�PDGH�KHUHLQ�DUH�FXUUHQWO\�IDOVH�GXH�
WR� LQWHUYHQLQJ� IDFWXDO� FLUFXPVWDQFHV� RU� ZHUH� IDOVH� RU� VKRXOG� KDYH� EHHQ�
NQRZQ�WR�EH�IDOVH�ZKHQ�HQWHULQJ�LQWR�WKH�FRQWUDFW��

�
� &RQWUDFWRU�VKDOO�FRPSO\�ZLWK�WKH�UHTXLUHPHQWV�RI�WKH�/REE\LQJ�'LVFORVXUH�

$FW�����3D��&�6������$����HW�VHT���UHJDUGOHVV�RI�WKH�PHWKRG�RI�DZDUG���,I�WKLV�
FRQWUDFW�ZDV� DZDUGHG�RQ� D�1RQ�ELG�%DVLV��&RQWUDFWRU�PXVW� DOVR� FRPSO\�
ZLWK� WKH� UHTXLUHPHQWV� RI� WKH� 6HFWLRQ� ����� RI� WKH�3HQQV\OYDQLD� (OHFWLRQ�
&RGH�����3�6��������D���

�
� :KHQ�&RQWUDFWRU�KDV�UHDVRQ�WR�EHOLHYH�WKDW�DQ\�EUHDFK�RI�HWKLFDO�VWDQGDUGV�

DV�VHW�IRUWK�LQ� ODZ��WKH�*RYHUQRU¶V�&RGH�RI�&RQGXFW��RU�WKHVH�&RQWUDFWRU�
,QWHJULW\�3URYLVLRQV�KDV�RFFXUUHG�RU�PD\�RFFXU��LQFOXGLQJ�EXW�QRW�OLPLWHG�WR�
FRQWDFW� E\� D� &RPPRQZHDOWK� RIILFHU� RU� HPSOR\HH� ZKLFK�� LI� DFWHG� XSRQ��
ZRXOG�YLRODWH�VXFK�HWKLFDO�VWDQGDUGV��&RQWUDFWRU�VKDOO� LPPHGLDWHO\�QRWLI\�
WKH�&RPPRQZHDOWK�FRQWUDFWLQJ�RIILFHU�RU�WKH�2IILFH�RI�WKH�6WDWH�,QVSHFWRU�
*HQHUDO�LQ�ZULWLQJ��

�
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� &RQWUDFWRU��E\�VXEPLVVLRQ�RI� LWV�ELG�RU�SURSRVDO�DQG�RU�H[HFXWLRQ�RI� WKLV�
FRQWUDFW�DQG�E\�WKH�VXEPLVVLRQ�RI�DQ\�ELOOV��LQYRLFHV�RU�UHTXHVWV�IRU�SD\PHQW�
SXUVXDQW�WR�WKH�FRQWUDFW��FHUWLILHV�DQG�UHSUHVHQWV�WKDW�LW�KDV�QRW�YLRODWHG�DQ\�
RI�WKHVH�&RQWUDFWRU�,QWHJULW\�3URYLVLRQV�LQ�FRQQHFWLRQ�ZLWK�WKH�VXEPLVVLRQ�
RI�WKH�ELG�RU�SURSRVDO��GXULQJ�DQ\�FRQWUDFW�QHJRWLDWLRQV�RU�GXULQJ�WKH�WHUP�
RI� WKH� FRQWUDFW�� WR� LQFOXGH� DQ\� H[WHQVLRQV� WKHUHRI�� � &RQWUDFWRU� VKDOO�
LPPHGLDWHO\� QRWLI\� WKH� &RPPRQZHDOWK� LQ� ZULWLQJ� RI� DQ\� DFWLRQV� IRU�
RFFXUUHQFHV� WKDW�ZRXOG� UHVXOW� LQ�D�YLRODWLRQ�RI� WKHVH�&RQWUDFWRU� ,QWHJULW\�
3URYLVLRQV�� � &RQWUDFWRU� DJUHHV� WR� UHLPEXUVH� WKH� &RPPRQZHDOWK� IRU� WKH�
UHDVRQDEOH� FRVWV� RI� LQYHVWLJDWLRQ� LQFXUUHG� E\� WKH� 2IILFH� RI� WKH� 6WDWH�
,QVSHFWRU�*HQHUDO�IRU�LQYHVWLJDWLRQV�RI�WKH�&RQWUDFWRU¶V�FRPSOLDQFH�ZLWK�WKH�
WHUPV� RI� WKLV� RU� DQ\� RWKHU� DJUHHPHQW� EHWZHHQ� WKH� &RQWUDFWRU� DQG� WKH�
&RPPRQZHDOWK� WKDW� UHVXOWV� LQ� WKH� VXVSHQVLRQ� RU� GHEDUPHQW� RI� WKH�
&RQWUDFWRU���&RQWUDFWRU�VKDOO�QRW�EH�UHVSRQVLEOH�IRU�LQYHVWLJDWLYH�FRVWV�IRU�
LQYHVWLJDWLRQV� WKDW� GR� QRW� UHVXOW� LQ� WKH� &RQWUDFWRU¶V� VXVSHQVLRQ� RU�
GHEDUPHQW��

�
� &RQWUDFWRU�VKDOO�FRRSHUDWH�ZLWK�WKH�2IILFH�RI�WKH�6WDWH�,QVSHFWRU�*HQHUDO�LQ�

LWV�LQYHVWLJDWLRQ�RI�DQ\�DOOHJHG�&RPPRQZHDOWK�DJHQF\�RU�HPSOR\HH�EUHDFK�
RI�HWKLFDO�VWDQGDUGV�DQG�DQ\�DOOHJHG�&RQWUDFWRU�QRQ�FRPSOLDQFH�ZLWK�WKHVH�
&RQWUDFWRU� ,QWHJULW\� 3URYLVLRQV�� � &RQWUDFWRU� DJUHHV� WR� PDNH� LGHQWLILHG�
&RQWUDFWRU� HPSOR\HHV� DYDLODEOH� IRU� LQWHUYLHZV� DW� UHDVRQDEOH� WLPHV� DQG�
SODFHV�� �&RQWUDFWRU��XSRQ� WKH� LQTXLU\�RU� UHTXHVW� RI�DQ� ,QVSHFWRU�*HQHUDO��
VKDOO�SURYLGH��RU�LI�DSSURSULDWH��PDNH�SURPSWO\�DYDLODEOH�IRU�LQVSHFWLRQ�RU�
FRS\LQJ��DQ\�LQIRUPDWLRQ�RI�DQ\�W\SH�RU�IRUP�GHHPHG�UHOHYDQW�E\�WKH�2IILFH�
RI�WKH�6WDWH�,QVSHFWRU�*HQHUDO�WR�&RQWUDFWRU
V�LQWHJULW\�DQG�FRPSOLDQFH�ZLWK�
WKHVH�SURYLVLRQV���6XFK�LQIRUPDWLRQ�PD\�LQFOXGH��EXW�VKDOO�QRW�EH�OLPLWHG�WR��
&RQWUDFWRU
V�EXVLQHVV�RU�ILQDQFLDO�UHFRUGV��GRFXPHQWV�RU�ILOHV�RI�DQ\�W\SH�RU�
IRUP�WKDW�UHIHU�WR�RU�FRQFHUQ�WKLV�FRQWUDFW���&RQWUDFWRU�VKDOO�LQFRUSRUDWH�WKLV�
VXEVHFWLRQ� LQ�DQ\�DJUHHPHQW��FRQWUDFW�RU� VXEFRQWUDFW� LW� HQWHUV� LQWR� LQ� WKH�
FRXUVH�RI�WKH�SHUIRUPDQFH�RI�WKLV�FRQWUDFW�DJUHHPHQW�VROHO\�IRU�WKH�SXUSRVH�
RI� REWDLQLQJ� VXEFRQWUDFWRU� FRPSOLDQFH� ZLWK� WKLV� SURYLVLRQ�� � 7KH�
LQFRUSRUDWLRQ�RI�WKLV�SURYLVLRQ�LQ�D�VXEFRQWUDFW�VKDOO�QRW�FUHDWH�SULYLW\�RI�
FRQWUDFW�EHWZHHQ�WKH�&RPPRQZHDOWK�DQG�DQ\�VXFK�VXEFRQWUDFWRU��DQG�QR�
WKLUG�SDUW\�EHQHILFLDULHV�VKDOO�EH�FUHDWHG�WKHUHE\��

�
� )RU� YLRODWLRQ� RI� DQ\� RI� WKHVH� &RQWUDFWRU� ,QWHJULW\� 3URYLVLRQV�� WKH�

&RPPRQZHDOWK�PD\�WHUPLQDWH�WKLV�DQG�DQ\�RWKHU�FRQWUDFW�ZLWK�&RQWUDFWRU��
FODLP� OLTXLGDWHG� GDPDJHV� LQ� DQ� DPRXQW� HTXDO� WR� WKH� YDOXH� RI� DQ\WKLQJ�
UHFHLYHG� LQ� EUHDFK� RI� WKHVH� 3URYLVLRQV�� FODLP� GDPDJHV� IRU� DOO� DGGLWLRQDO�
FRVWV� DQG� H[SHQVHV� LQFXUUHG� LQ� REWDLQLQJ� DQRWKHU� FRQWUDFWRU� WR� FRPSOHWH�
SHUIRUPDQFH�XQGHU� WKLV�FRQWUDFW�� DQG�GHEDU�DQG�VXVSHQG�&RQWUDFWRU� IURP�
GRLQJ� EXVLQHVV�ZLWK� WKH�&RPPRQZHDOWK�� �7KHVH� ULJKWV� DQG� UHPHGLHV� DUH�
FXPXODWLYH��DQG�WKH�XVH�RU�QRQ�XVH�RI�DQ\�RQH�VKDOO�QRW�SUHFOXGH�WKH�XVH�RI�
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DOO� RU� DQ\� RWKHU�� �7KHVH� ULJKWV� DQG� UHPHGLHV� DUH� LQ� DGGLWLRQ� WR� WKRVH� WKH�
&RPPRQZHDOWK�PD\�KDYH�XQGHU�ODZ��VWDWXWH��UHJXODWLRQ��RU�RWKHUZLVH��

�
���� $66,*10(17�2)�5,*+76�81'(5�7+(�$17,75867�/$:6��
�

7KH� &RQWUDFWRU� DQG� WKH� &RPPRQZHDOWK� UHFRJQL]H� WKDW� LQ� DFWXDO� HFRQRPLF� SUDFWLFH��
RYHUFKDUJHV� E\� &RQWUDFWRU¶V� VXSSOLHUV� UHVXOWLQJ� IURP� YLRODWLRQV� RI� VWDWH� DQG� IHGHUDO�
DQWLWUXVW�ODZV�DUH�LQ�IDFW�ERUQH�E\�WKH�&RPPRQZHDOWK���$V�SDUW�RI�WKH�FRQVLGHUDWLRQ�IRU�WKH�
DZDUG�RI�WKLV�&RQWUDFW��DQG�LQWHQGLQJ�WR�EH�OHJDOO\�ERXQG�� WKH�&RQWUDFWRU�DVVLJQV�WR� WKH�
&RPPRQZHDOWK�DOO�ULJKWV��WLWOH��DQG�LQWHUHVW�LQ�DQG�WR�DQ\�FODLPV�&RQWUDFWRU�QRZ�KDV�RU�
PD\� KHUHDIWHU� DFTXLUH� XQGHU� VWDWH� DQG� IHGHUDO� DQWLWUXVW� ODZV� UHODWLQJ� WR� WKH� JRRGV� DQG�
VHUYLFHV�ZKLFK�DUH�VXEMHFW�WR�WKLV�&RQWUDFW��

�
���� :$55$17,(6��
�

([FHSW�DV�RWKHUZLVH�VHW� IRUWK�LQ� WKH�&RQWUDFW�� WKH�&RQWUDFWRU�ZDUUDQWV� WKDW� WKH�6HUYLFHV��
6XSSOLHV� DQG�'HYHORSHG�:RUNV�ZLOO� FRQIRUP� LQ� DOO�PDWHULDO� UHVSHFWV� WR� WKH� IXQFWLRQDO�
VSHFLILFDWLRQV�IRU�WKH�6HUYLFHV��6XSSOLHV�DQG�'HYHORSHG�:RUNV�DQG�RU�WKH�UHTXLUHPHQWV�RI�
WKH�&RQWUDFW���7KH�ZDUUDQW\�SHULRG�IRU�WKH�6HUYLFHV��6XSSOLHV�DQG�'HYHORSHG�:RUNV�VKDOO�
EH����GD\V�IURP�ILQDO�DFFHSWDQFH���,I�WKLUG�SDUW\�6HUYLFHV��6XSSOLHV�RU�'HYHORSHG�:RUNV�
DUH�VXEMHFW�WR�D�ZDUUDQW\�WKDW�H[FHHGV����GD\V�IURP�ILQDO�DFFHSWDQFH��WKH�ORQJHU�ZDUUDQW\�
SHULRG�VKDOO�DSSO\���7KH�&RQWUDFWRU�VKDOO�FRUUHFW�DQ\�QRQ�FRQIRUPLW\�ZLWKLQ�WKH�ZDUUDQW\�
SHULRG�VSHFLILHG�KHUHLQ��

�
�D�� 'LVUXSWLRQ���7KH�&RQWUDFWRU�KHUHE\�UHSUHVHQWV�DQG�ZDUUDQWV�WR�WKH�&RPPRQZHDOWK�

WKDW�WKH�&RQWUDFWRU�ZLOO�QRW�FDXVH��RU�WDNH�DQ\�DFWLRQ�WKDW��GLUHFWO\�RU�LQGLUHFWO\��PD\�
FDXVH�D�GLVUXSWLRQ�RI�WKH�&RPPRQZHDOWK¶V�RSHUDWLRQV��

�
�E�� 1RQFRQIRUPLW\���,Q�WKH�HYHQW�RI�DQ\�QRQFRQIRUPLW\�ZLWK�WKH�IRUHJRLQJ�ZDUUDQWLHV��

WKH�&RPPRQZHDOWK�ZLOO�SURYLGH�ZULWWHQ�QRWLILFDWLRQ�RI�VXFK�QRQFRQIRUPLW\�WR�WKH�
&RQWUDFWRU�DQG�WKH�&RQWUDFWRU��DW�QR�FRVW� WR� WKH�&RPPRQZHDOWK��VKDOO�ZLWKLQ����
GD\V¶�QRWLFH�RI�WKH�QRQFRQIRUPLW\��FRPPHQFH�ZRUN�WR�UHPHG\�WKH�QRQFRQIRUPLW\�
DQG�VKDOO�ZRUN�GLOLJHQWO\��DW�QR�FKDUJH�WR�WKH�&RPPRQZHDOWK��XQWLO�VXFK�WLPH�DV�WKH�
GHOLYHUDEOH�FRQIRUPV��LQ�DOO�PDWHULDO�UHVSHFWV��WR�WKH�6HUYLFH�UHTXLUHPHQWV�DQG�RU�
WKH�IXQFWLRQDO�VSHFLILFDWLRQV�RI�WKH�'HYHORSHG�:RUNV�VHW�IRUWK�LQ�WKLV�&RQWUDFW���7KH�
&RQWUDFWRU�VKDOO�KDYH�QR�REOLJDWLRQ�ZLWK�UHVSHFW�WR�QRQFRQIRUPLWLHV�DULVLQJ�RXW�RI��

�
� 0RGLILFDWLRQV�WR�'HYHORSHG�:RUNV�PDGH�E\�WKH�&RPPRQZHDOWK��

�
� 8VH�RI�WKH�'HYHORSHG�:RUNV�QRW�LQ�DFFRUGDQFH�ZLWK�WKH�GRFXPHQWDWLRQ�RU�

VSHFLILFDWLRQV�DSSOLFDEOH�WKHUHWR��
�

� )DLOXUH� E\� WKH� &RPPRQZHDOWK� WR� LPSOHPHQW� DQ\� FRUUHFWLRQV� RU�
HQKDQFHPHQWV�PDGH�DYDLODEOH�E\�WKH�&RQWUDFWRU��

�
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� &RPELQDWLRQ� RI� WKH� 'HYHORSHG� :RUNV� ZLWK� DQ\� LWHPV� QRW� VXSSOLHG� RU�
DSSURYHG�E\�WKH�&RQWUDFWRU��RU�

�
� )DLOXUH� RI� DQ\� VRIWZDUH� OLFHQVHG� XQGHU� D� VHSDUDWH� OLFHQVH� DJUHHPHQW� WR�

FRQIRUP�WR�LWV�VSHFLILFDWLRQV�RU�GRFXPHQWDWLRQ��
�

�F�� ,QGXVWU\� VWDQGDUGV�� � 7KH� &RQWUDFWRU� KHUHE\� UHSUHVHQWV� DQG� ZDUUDQWV� WR� WKH�
&RPPRQZHDOWK�WKDW�WKH�6HUYLFHV�VKDOO�EH�SHUIRUPHG�LQ�DFFRUGDQFH�ZLWK�LQGXVWU\�
VWDQGDUGV�XVLQJ�WKH�XWPRVW�FDUH�DQG�VNLOO��

�
�G�� 5LJKW� WR� SHUIRUP�� � 7KH� &RQWUDFWRU� KHUHE\� UHSUHVHQWV� DQG� ZDUUDQWV� WR� WKH�

&RPPRQZHDOWK� WKDW� WKH� &RQWUDFWRU� KDV� WKH� QHFHVVDU\� OHJDO� ULJKWV�� LQFOXGLQJ�
OLFHQVHV� WR� WKLUG� SDUW\� SURGXFWV�� WRROV� RU�PDWHULDOV�� WR� SHUIRUP� WKH� 6HUYLFHV� DQG�
GHOLYHU�WKH�'HYHORSHG�:RUNV�XQGHU�WKLV�&RQWUDFW��

�
�H�� 6ROH� ZDUUDQWLHV�� � 7+(� )25(*2,1*� (;35(66� :$55$17,(6� $5(� 7+(�

&2175$&725¶6�62/(�$1'�(;&/86,9(�:$55$17,(6�$1'�12�27+(5�
:$55$17,(6��(;35(66�25�,03/,('��6+$//�$33/<��,1&/8',1*��%87�
127�/,0,7('�72��7+(�,03/,('�:$55$17,(6�2)�0(5&+$17$%,/,7<�
$1'�),71(66�)25�$�3$57,&8/$5�385326(��

�
���� 5(7$,1$*(�
�

�D�� &RQWUDFWRU� ZLOO� VXEPLW� LQYRLFHV� WR� WKH� &RPPRQZHDOWK� IRU� GHOLYHUDEOHV� RQ� WKH�
GHOLYHUDEOH�GXH�GDWH��$OO�GHOLYHUDEOHV�DUH�VXEMHFW�WR�WKH�LQVSHFWLRQ�DQG�DFFHSWDQFH�
DV� JLYHQ� LQ� SDUDJUDSK� ��� RI� WKLV� &RQWUDFW�� � 7KH� &RPPRQZHDOWK� ZLOO� SD\� IRU�
DSSURYHG� DQG� FRPSOHWHG�ZRUN�ZLWKLQ� ��� FDOHQGDU� GD\V� RI� UHFHLSW� RI� DQ� LQYRLFH�
FRQWDLQLQJ�DOO�LQIRUPDWLRQ�UHTXLUHG�IRU�SURFHVVLQJ���

�
�E�� 7KH�&RPPRQZHDOWK�ZLOO�UHWDLQ�����RI�WKH�SD\PHQW�IRU�HDFK�DFFHSWHG�GHOLYHUDEOH��

7KH�&RPPRQZHDOWK�ZLOO�SD\�&RQWUDFWRU�WKH�UHWDLQDJH�DIWHU�ILQDO�DFFHSWDQFH�RI�DOO�
GHOLYHUDEOHV�DQG�LQFOXGHV�WKH�6XEPLW�)LQDO�,PSOHPHQWDWLRQ�5HSRUW�GHOLYHUDEOH��

�
�F�� %\�DFFHSWLQJ�WKLV�&RQWUDFW�� WKH�&RQWUDFWRU�DJUHHV�WR� WKH�GHOLYHU\�DQG�DFFHSWDQFH�

UHTXLUHPHQWV�RI�WKLV�&RQWUDFW���7KH�GHOLYHU\�GDWHV�IRU�WKH�GHOLYHUDEOHV�DUH�OLVWHG�LQ�
WKH�'HOLYHUDEOH�%UHDN�'RZQ��SURYLGHG�DV�DQ�DWWDFKPHQW�WR�WKLV�FRQWUDFW��7KH�3DUWLHV�
PD\�PXWXDOO\� DJUHH� WR� DGMXVW� RU� XSGDWH� DQ\� GHOLYHUDEOH� GXH� GDWH� DV� FRQGLWLRQV�
ZDUUDQW�RYHU�WKH�GXUDWLRQ�RI�WKH�SURMHFW��,I�D�GHOLYHUDEOH�GXH�GDWH�LV�QRW�PHW�RU�LV�
UHMHFWHG��SD\PHQW�IRU�WKH�GHOLYHUDEOH�ZLOO�EH�ZLWKKHOG�E\�WKH�&RPPRQZHDOWK���$Q\�
PLVVHG�GHOLYHUDEOH�GXH�GDWH�RU�GHOLYHUDEOH�UHMHFWLRQ�LV�VXEMHFW�WR�WKH�FRQGLWLRQV�DV�
VSHFLILHG�LQ�SDUDJUDSK�����,QVSHFWLRQ�DQG�$FFHSWDQFH��ZKLFK�GHILQHV�WKH�SURFHVVHV�
IRU�FXULQJ�D�UHMHFWHG�GHOLYHUDEOH��7KH�&RQWUDFWRU�ZLOO�KDYH����GD\V�WR�VXEPLW�WKH�
GHOLYHUDEOH�RU�FXUH�WKH�UHMHFWHG�GHOLYHUDEOH��

�



��
�

�

3DJH����RI����

�G�� ,I��DW�WKH�HQG�RI�WKH����GD\�SHULRG�VSHFLILHG�LQ�VXEVHFWLRQ��F��DERYH��WKH�&RQWUDFWRU�
VWLOO�KDV�QRW�PHW�WKH�UHTXLUHPHQWV�IRU�WKH�GHOLYHUDEOH�DVVRFLDWHG�ZLWK�WKH�GXH�GDWH��
WKHQ�WKH�&RPPRQZHDOWK��DW�QR�DGGLWLRQDO�H[SHQVH�DQG�DW�LWV�RSWLRQ��PD\�HLWKHU��

�
� ,PPHGLDWHO\� WHUPLQDWH� WKH�&RQWUDFW� LQ� DFFRUGDQFH�ZLWK�6XEVHFWLRQ����F��

DQG�ZLWK�QR�RSSRUWXQLW\�WR�FXUH��RU�
�

� 2UGHU�WKH�&RQWUDFWRU�WR�FRQWLQXH�ZLWK�QR�GHFUHDVH�LQ�HIIRUW�XQWLO�WKH�ZRUN�LV�
FRPSOHWHG� LQ� DFFRUGDQFH� ZLWK� WKH� &RQWUDFW� DQG� DFFHSWHG� E\� WKH�
&RPPRQZHDOWK�RU�XQWLO�WKH�&RPPRQZHDOWK�WHUPLQDWHV�WKH�&RQWUDFW���,I�WKH�
&RQWUDFW� LV� FRQWLQXHG�� DQ\� SD\PHQW� ZLWKKROGLQJ� DQG� UHWDLQDJH�ZLOO� DOVR�
FRQWLQXH�XQWLO�WKH�ZRUN�LV�FRPSOHWHG��

�
�

���� 6(59,&(�/(9(/6��
�

�D�� 7KH�&RQWUDFWRU�VKDOO�FRPSO\�ZLWK�WKH�SURFHGXUHV�DQG�UHTXLUHPHQWV�RI�WKH�6HUYLFH�
/HYHO�$JUHHPHQWV��LI�DQ\��ZKLFK�DUH�PDGH�SDUW�RI�WKLV�&RQWUDFW��

�
�E�� :KHUH� WKHUH�DUH�H[SUHVVO\�GHILQHG�6HUYLFH�/HYHOV��&RQWUDFWRU�VKDOO�PHDVXUH�DQG�

UHSRUW�LWV�SHUIRUPDQFH�DJDLQVW�WKHVH�VWDQGDUGV�RQ�DW�OHDVW�D�PRQWKO\�EDVLV��H[FHSW�DV�
PD\� RWKHUZLVH� EH� DJUHHG� EHWZHHQ� WKH� SDUWLHV�� � 5HJDUGOHVV� RI� WKH� SUHVHQFH� RU�
DEVHQFH�RI�H[SUHVVO\�GHILQHG�6HUYLFH�/HYHOV��DQ\�IDLOXUH�WR�DGHTXDWHO\�RU� WLPHO\�
SHUIRUP� D� 6HUYLFH� PD\� UHVXOW� LQ� FRQVHTXHQFHV� XQGHU� WKLV� &RQWUDFW�� XS� WR� DQG�
LQFOXGLQJ�&RQWUDFW�WHUPLQDWLRQ��

�
�F�� 7KH�&RPPRQZHDOWK¶V�DFFHSWDQFH�RI�DQ\�ILQDQFLDO�FUHGLW�LQFXUUHG�E\�WKH�&RQWUDFWRU�

LQ�IDYRU�RI�WKH�&RPPRQZHDOWK�IRU�D�6HUYLFH�/HYHO�GHIDXOW��³6HUYLFH�/HYHO�&UHGLW´��
VKDOO� QRW� EDU� RU� LPSDLU� &RPPRQZHDOWK¶V� ULJKWV� DQG� UHPHGLHV� LQ� UHVSHFW� RI� WKH�
IDLOXUH� RU� URRW� FDXVH� DV� VHW� IRUWK� HOVHZKHUH� LQ� WKLV� &RQWUDFW�� LQFOXGLQJ� ZLWKRXW�
OLPLWDWLRQ�RWKHU� FODLPV� IRU� OLTXLGDWHG�GDPDJHV�� LQMXQFWLYH� UHOLHI� DQG� WHUPLQDWLRQ�
ULJKWV��SURYLGHG�KRZHYHU��6HUYLFH�/HYHO�&UHGLWV�SDLG�ZRXOG�EH�FUHGLWHG�DJDLQVW�DQ\�
VXFK�FODLPV�IRU�GDPDJHV��

�
���� )25&(�0$-(85(��
�

�D�� 1HLWKHU�SDUW\�ZLOO�LQFXU�DQ\�OLDELOLW\�WR�WKH�RWKHU�LI�LWV�SHUIRUPDQFH�RI�DQ\�REOLJDWLRQ�
XQGHU�WKLV�&RQWUDFW�LV�SUHYHQWHG�RU�GHOD\HG�E\�FDXVHV�EH\RQG�LWV�FRQWURO�DQG�ZLWKRXW�
WKH� IDXOW� RU� QHJOLJHQFH� RI� HLWKHU� SDUW\�� � &DXVHV� EH\RQG� D� SDUW\¶V� FRQWURO� PD\�
LQFOXGH�� EXW� DUH� QRW� OLPLWHG� WR�� DFWV� RI�*RG� RU�ZDU�� FKDQJHV� LQ� FRQWUROOLQJ� ODZ��
UHJXODWLRQV��RUGHUV�RU�WKH�UHTXLUHPHQWV�RI�DQ\�JRYHUQPHQWDO�HQWLW\��VHYHUH�ZHDWKHU�
FRQGLWLRQV�� FLYLO� GLVRUGHUV�� QDWXUDO� GLVDVWHUV�� ILUH�� HSLGHPLFV� DQG� TXDUDQWLQHV��
JHQHUDO�VWULNHV�WKURXJKRXW�WKH�WUDGH��DQG�IUHLJKW�HPEDUJRHV��

�
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�E�� 7KH�&RQWUDFWRU�VKDOO�QRWLI\�WKH�&RPPRQZHDOWK�RUDOO\�ZLWKLQ�ILYH�����GD\V�DQG�LQ�
ZULWLQJ�ZLWKLQ����GD\V� RI� WKH� GDWH� RQ�ZKLFK� WKH�&RQWUDFWRU� EHFRPHV� DZDUH�� RU�
VKRXOG�KDYH�UHDVRQDEO\�EHFRPH�DZDUH��WKDW�VXFK�FDXVH�ZRXOG�SUHYHQW�RU�GHOD\�LWV�
SHUIRUPDQFH���6XFK�QRWLILFDWLRQ�VKDOO��L��GHVFULEH�IXOO\�VXFK�FDXVH�V��DQG�LWV�HIIHFW�
RQ�SHUIRUPDQFH���LL��VWDWH�ZKHWKHU�SHUIRUPDQFH�XQGHU�WKH�FRQWUDFW�LV�SUHYHQWHG�RU�
GHOD\HG� DQG� �LLL�� LI� SHUIRUPDQFH� LV� GHOD\HG�� VWDWH� D� UHDVRQDEOH� HVWLPDWH� RI� WKH�
GXUDWLRQ�RI�WKH�GHOD\���7KH�&RQWUDFWRU�VKDOO�KDYH�WKH�EXUGHQ�RI�SURYLQJ�WKDW�VXFK�
FDXVH�V��GHOD\HG�RU�SUHYHQWHG�LWV�SHUIRUPDQFH�GHVSLWH�LWV�GLOLJHQW�HIIRUWV�WR�SHUIRUP�
DQG� VKDOO� SURGXFH� VXFK� VXSSRUWLQJ� GRFXPHQWDWLRQ� DV� WKH� &RPPRQZHDOWK� PD\�
UHDVRQDEO\� UHTXHVW�� �$IWHU� UHFHLSW� RI� VXFK� QRWLILFDWLRQ�� WKH�&RPPRQZHDOWK�PD\�
HOHFW�WR�FDQFHO�WKH�&RQWUDFW��RU�WR�H[WHQG�WKH�WLPH�IRU�SHUIRUPDQFH�DV�UHDVRQDEO\�
QHFHVVDU\�WR�FRPSHQVDWH�IRU�WKH�&RQWUDFWRU¶V�GHOD\��

�
�F�� ,Q�WKH�HYHQW�RI�D�GHFODUHG�HPHUJHQF\�E\�FRPSHWHQW�JRYHUQPHQWDO�DXWKRULWLHV��WKH�

&RPPRQZHDOWK�E\�QRWLFH�WR� WKH�&RQWUDFWRU��PD\�VXVSHQG�DOO�RU�D�SRUWLRQ�RI�WKH�
&RQWUDFW��

�
���� 38%/,&,7<�$'9(57,6(0(17��
�

7KH� &RQWUDFWRU� VKDOO� QRW� LVVXH� QHZV� UHOHDVHV�� LQWHUQHW� SRVWLQJV�� DGYHUWLVHPHQWV��
HQGRUVHPHQWV��RU�DQ\�RWKHU�SXEOLF�FRPPXQLFDWLRQ�ZLWKRXW�SULRU�ZULWWHQ�DSSURYDO�RI� WKH�
&RPPRQZHDOWK��DQG�WKHQ�RQO\�LQ�FRRUGLQDWLRQ�ZLWK�WKH�&RPPRQZHDOWK���7KLV�LQFOXGHV�WKH�
XVH�RI�DQ\�WUDGHPDUN�RU�ORJR��

�
���� 7(50,1$7,21�$66,67$1&(��
�

�D�� 8SRQ� WKH� &RPPRQZHDOWK¶V� UHTXHVW�� &RQWUDFWRU� VKDOO� SURYLGH� WHUPLQDWLRQ�
DVVLVWDQFH� VHUYLFHV� �7HUPLQDWLRQ� $VVLVWDQFH� 6HUYLFHV�� GLUHFWO\� WR� WKH�
&RPPRQZHDOWK�� RU� WR� DQ\� YHQGRU� GHVLJQDWHG� E\� WKH� &RPPRQZHDOWK�� � 7KH�
&RPPRQZHDOWK�PD\�UHTXHVW�WHUPLQDWLRQ�DVVLVWDQFH�IURP�WKH�&RQWUDFWRU�XSRQ�IXOO�
RU�SDUWLDO� WHUPLQDWLRQ�RI� WKH�&RQWUDFW�DQG�RU�XSRQ� WKH�H[SLUDWLRQ�RI� WKH�&RQWUDFW�
WHUP�� LQFOXGLQJ� DQ\� UHQHZDO� SHULRGV�� � &RQWUDFWRU� VKDOO� WDNH� DOO� QHFHVVDU\� DQG�
DSSURSULDWH�DFWLRQV�WR�DFFRPSOLVK�D�FRPSOHWH��WLPHO\�DQG�VHDPOHVV�WUDQVLWLRQ�RI�DQ\�
6HUYLFHV�IURP�&RQWUDFWRU�WR�WKH�&RPPRQZHDOWK��RU�WR�DQ\�YHQGRU�GHVLJQDWHG�E\�
WKH�&RPPRQZHDOWK��ZLWKRXW�PDWHULDO�LQWHUUXSWLRQ�RI�RU�PDWHULDO�DGYHUVH�LPSDFW�RQ�
WKH�6HUYLFHV�� �&RQWUDFWRU� VKDOO� FRRSHUDWH�ZLWK� WKH�&RPPRQZHDOWK� DQG� DQ\�QHZ�
FRQWUDFWRU�DQG�RWKHUZLVH�SURPSWO\�WDNH�DOO�VWHSV�UHTXLUHG�RU�UHDVRQDEO\�UHTXHVWHG�
WR�DVVLVW�WKH�&RPPRQZHDOWK�LQ�HIIHFWLQJ�D�FRPSOHWH�DQG�WLPHO\�WUDQVLWLRQ�RI�DQ\�
6HUYLFHV��

�
�E�� 6XFK� 7HUPLQDWLRQ� $VVLVWDQFH� 6HUYLFHV� VKDOO� ILUVW� EH� UHQGHUHG� XVLQJ� UHVRXUFHV�

LQFOXGHG�ZLWKLQ�WKH�IHHV�IRU�WKH�6HUYLFHV��SURYLGHG�WKDW�WKH�XVH�RI�VXFK�UHVRXUFHV�
VKDOO�QRW�DGYHUVHO\�LPSDFW�WKH�OHYHO�RI�VHUYLFH�SURYLGHG�WR�WKH�&RPPRQZHDOWK��WKHQ�
E\�UHVRXUFHV�DOUHDG\�LQFOXGHG�ZLWKLQ�WKH�IHHV�IRU�WKH�6HUYLFHV��WR�WKH�H[WHQW�WKDW�WKH�
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&RPPRQZHDOWK� SHUPLWV� WKH� OHYHO� RI� VHUYLFH� WR� EH� UHOD[HG�� DQG� ILQDOO\�� XVLQJ�
DGGLWLRQDO�UHVRXUFHV�DW�FRVWV�GHWHUPLQHG�E\�WKH�3DUWLHV�YLD�6HFWLRQ�����&KDQJHV��

�
���� 127,&(��
�

$Q\� ZULWWHQ� QRWLFH� WR� DQ\� SDUW\� XQGHU� WKLV� $JUHHPHQW� VKDOO� EH� GHHPHG� VXIILFLHQW� LI�
GHOLYHUHG�SHUVRQDOO\��RU�E\�IDFVLPLOH��WHOHFRS\��HOHFWURQLF�RU�GLJLWDO�WUDQVPLVVLRQ��SURYLGHG�
VXFK� GHOLYHU\� LV� FRQILUPHG��� RU� E\� D� UHFRJQL]HG� RYHUQLJKW� FRXULHU� VHUYLFH� �H�J��� '+/��
)HGHUDO�([SUHVV��HWF����ZLWK�FRQILUPHG�UHFHLSW��RU�E\�FHUWLILHG�RU�UHJLVWHUHG�8QLWHG�6WDWHV�
PDLO��SRVWDJH�SUHSDLG��UHWXUQ�UHFHLSW�UHTXHVWHG��VHQW�WR�WKH�DGGUHVV�VXFK�SDUW\�PD\�GHVLJQDWH�
E\�QRWLFH�JLYHQ�SXUVXDQW�WR�WKLV�VHFWLRQ��

�
���� 5,*+7�72�.12:�/$:��
�

�D�� 7KH� 3HQQV\OYDQLD� 5LJKW�WR�.QRZ� /DZ�� ��� 3�6�� ��� ������²������ DV� DPHQGHG��
�³57./´��DSSOLHV�WR�WKLV�&RQWUDFW���)RU�WKH�SXUSRVH�RI�WKLV�VHFWLRQ��WKH�WHUP�³WKH�
&RPPRQZHDOWK´�VKDOO�UHIHU�WR�WKH�FRQWUDFWLQJ�&RPPRQZHDOWK�RUJDQL]DWLRQ��

�
�E�� ,I�WKH�&RPPRQZHDOWK�QHHGV�WKH�&RQWUDFWRU¶V�DVVLVWDQFH�LQ�DQ\�PDWWHU�DULVLQJ�RXW�RI�

WKH�57./�WKDW�LV�UHODWHG�WR�WKLV�&RQWUDFW��LW�VKDOO�QRWLI\�WKH�&RQWUDFWRU�XVLQJ�WKH�
OHJDO�FRQWDFW�LQIRUPDWLRQ�SURYLGHG�LQ�WKLV�&RQWUDFW���7KH�&RQWUDFWRU��DW�DQ\�WLPH��
PD\�GHVLJQDWH�D�GLIIHUHQW�FRQWDFW�IRU�VXFK�SXUSRVH�XSRQ�UHDVRQDEOH�SULRU�ZULWWHQ�
QRWLFH�WR�WKH�&RPPRQZHDOWK��

�
�F�� 8SRQ�ZULWWHQ�QRWLILFDWLRQ�IURP�WKH�&RPPRQZHDOWK�WKDW�LW�UHTXLUHV�WKH�&RQWUDFWRU¶V�

DVVLVWDQFH�LQ�UHVSRQGLQJ�WR�D�UHTXHVW�XQGHU�WKH�57./�IRU�LQIRUPDWLRQ�UHODWHG�WR�WKLV�
&RQWUDFW� WKDW�PD\� EH� LQ� WKH�&RQWUDFWRU¶V� SRVVHVVLRQ�� FRQVWLWXWLQJ�� RU� DOOHJHG� WR�
FRQVWLWXWH�� D� SXEOLF� UHFRUG� LQ� DFFRUGDQFH� ZLWK� WKH� 57./� �³5HTXHVWHG�
,QIRUPDWLRQ´���WKH�&RQWUDFWRU�VKDOO��

�
� 3URYLGH� WKH� &RPPRQZHDOWK�� ZLWKLQ� ��� GD\V� DIWHU� UHFHLSW� RI� ZULWWHQ�

QRWLILFDWLRQ��DFFHVV�WR��DQG�FRSLHV�RI��DQ\�GRFXPHQW�RU�LQIRUPDWLRQ�LQ�WKH�
&RQWUDFWRU¶V�SRVVHVVLRQ�DULVLQJ�RXW�RI�WKLV�&RQWUDFW�WKDW�WKH�&RPPRQZHDOWK�
UHDVRQDEO\�EHOLHYHV�LV�5HTXHVWHG�,QIRUPDWLRQ�DQG�PD\�EH�D�SXEOLF�UHFRUG�
XQGHU�WKH�57./��DQG�

�
� 3URYLGH� VXFK� RWKHU� DVVLVWDQFH� DV� WKH� &RPPRQZHDOWK� PD\� UHDVRQDEO\�

UHTXHVW��LQ�RUGHU�WR�FRPSO\�ZLWK�WKH�57./�ZLWK�UHVSHFW�WR�WKLV�&RQWUDFW��
�

�G�� ,I� WKH�&RQWUDFWRU�FRQVLGHUV� WKH�5HTXHVWHG� ,QIRUPDWLRQ� WR� LQFOXGH�D� UHTXHVW� IRU�D�
7UDGH�6HFUHW�RU�&RQILGHQWLDO�3URSULHWDU\�,QIRUPDWLRQ��DV�WKRVH�WHUPV�DUH�GHILQHG�E\�
WKH� 57./�� RU� RWKHU� LQIRUPDWLRQ� WKDW� WKH� &RQWUDFWRU� FRQVLGHUV� H[HPSW� IURP�
SURGXFWLRQ�XQGHU�WKH�57./��WKH�&RQWUDFWRU�PXVW�QRWLI\�WKH�&RPPRQZHDOWK�DQG�
SURYLGH�� ZLWKLQ� VHYHQ� ���� GD\V� RI� UHFHLYLQJ� WKH� ZULWWHQ� QRWLILFDWLRQ�� D� ZULWWHQ�
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VWDWHPHQW�VLJQHG�E\�D�UHSUHVHQWDWLYH�RI�WKH�&RQWUDFWRU�H[SODLQLQJ�ZK\�WKH�UHTXHVWHG�
PDWHULDO�LV�H[HPSW�IURP�SXEOLF�GLVFORVXUH�XQGHU�WKH�57./��

�
�H�� 7KH�&RPPRQZHDOWK�ZLOO� UHO\�XSRQ� WKH�ZULWWHQ�VWDWHPHQW� IURP�WKH�&RQWUDFWRU� LQ�

GHQ\LQJ�D�57./�UHTXHVW�IRU�WKH�5HTXHVWHG�,QIRUPDWLRQ�XQOHVV�WKH�&RPPRQZHDOWK�
GHWHUPLQHV�WKDW�WKH�5HTXHVWHG�,QIRUPDWLRQ�LV�FOHDUO\�QRW�SURWHFWHG�IURP�GLVFORVXUH�
XQGHU� WKH� 57./�� � 6KRXOG� WKH� &RPPRQZHDOWK� GHWHUPLQH� WKDW� WKH� 5HTXHVWHG�
,QIRUPDWLRQ�LV�FOHDUO\�QRW�H[HPSW�IURP�GLVFORVXUH��WKH�&RQWUDFWRU�VKDOO�SURYLGH�WKH�
5HTXHVWHG� ,QIRUPDWLRQ� ZLWKLQ� ILYH� ���� EXVLQHVV� GD\V� RI� UHFHLSW� RI� ZULWWHQ�
QRWLILFDWLRQ�RI�WKH�&RPPRQZHDOWK¶V�GHWHUPLQDWLRQ��

�
�I�� ,I�WKH�&RQWUDFWRU�IDLOV�WR�SURYLGH�WKH�5HTXHVWHG�,QIRUPDWLRQ�ZLWKLQ�WKH�WLPH�SHULRG�

UHTXLUHG� E\� WKHVH� SURYLVLRQV�� WKH� &RQWUDFWRU� VKDOO� LQGHPQLI\� DQG� KROG� WKH�
&RPPRQZHDOWK�KDUPOHVV�IRU�DQ\�GDPDJHV��SHQDOWLHV��FRVWV��GHWULPHQW�RU�KDUP�WKDW�
WKH�&RPPRQZHDOWK�PD\�LQFXU�DV�D�UHVXOW�RI�WKH�&RQWUDFWRU¶V�IDLOXUH��LQFOXGLQJ�DQ\�
VWDWXWRU\�GDPDJHV�DVVHVVHG�DJDLQVW�WKH�&RPPRQZHDOWK��

�
�J�� 7KH�&RPPRQZHDOWK�ZLOO� UHLPEXUVH� WKH�&RQWUDFWRU�IRU�DQ\�FRVWV�DVVRFLDWHG�ZLWK�

FRPSO\LQJ�ZLWK�WKHVH�SURYLVLRQV�RQO\�WR�WKH�H[WHQW�DOORZHG�XQGHU�WKH�IHH�VFKHGXOH�
HVWDEOLVKHG�E\�WKH�2IILFH�RI�2SHQ�5HFRUGV�RU�DV�RWKHUZLVH�SURYLGHG�E\�WKH�57./�
LI�WKH�IHH�VFKHGXOH�LV�LQDSSOLFDEOH��

�
�K�� 7KH�&RQWUDFWRU�PD\�ILOH�D�OHJDO�FKDOOHQJH�WR�DQ\�&RPPRQZHDOWK�GHFLVLRQ�WR�UHOHDVH�
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Risk-Limiting Audit Pilot Of November 2020 Presidential
Election Finds Strong Evidence Of Accurate Count 

02/05/2021

Harrisburg PA – Secretary of State Kathy Boockvar announced today that Pennsylvania has

completed a statewide risk-limiting audit pilot of the November 2020 presidential election and the

results provided strong evidence of the accuracy of the count of votes cast in the November 2020

presidential election.  

Sixty-three participating counties reviewed a statistical sample of over 45,000 randomly selected

ballots from the November 3, 2020, General Election. The results of the sample mirrored the

reported presidential election results across the participating counties within a fraction of a

percentage point, providing con�rmation of the accuracy of the vote count.  

"Many thanks to election of�cials across the state who did a phenomenal job, under tough

circumstances, to complete this pilot audit to add yet another layer of election security and

integrity measures to our existing safeguards," Secretary Boockvar said. "Risk-limiting audits

provide additional con�dence in the accuracy of election outcomes, further strengthen our ability

to withstand an attack on our electoral system, and con�rm that the outcome of an election is

accurate."  

Pennsylvania is one of the �rst states in the nation to pioneer 

pilots of the risk-limiting audit
 (https://www.votespa.com/About-Elections/Pages/Post-Election-Audits.
aspx)  (RLA), a

scienti�cally designed procedure using statistical methods to con�rm whether reported election

outcomes are correct and to detect possible interference. RLAs examine a random sample of

paper ballots, comparing the votes on paper to the totals reported by the vote-counting machines

to ensure that the winner actually won. These types of audits can con�rm that voting systems

tabulated the paper ballots accurately enough that a full hand count would produce the same

outcome.   

County election of�cials, Department of State staff, and election experts from the Brennan Center

for Justice at NYU School of Law, National Vote at Home Institute, Veri�ed Voting, and

VotingWorks participated in developing and implementing the pilot audit.   

https://www.media.pa.gov/
http://www.media.pa.gov/Pages/State.aspx
https://www.votespa.com/About-Elections/Pages/Post-Election-Audits.aspx


"Sullivan County was pleased to participate in the RLA pilot of the presidential election.  This

process gave Pennsylvania election directors a chance to increase the public's con�dence in the

outcome of the November 2020, vote," Sullivan County Director of Elections Hope Verelst said. "

Audits, along with all of the other security measures in place, help to strengthen the integrity of

the election process." 

To conduct the pilot, counties �rst created ballot manifests, which are spreadsheets identifying

the organization of and numbers of cast ballots in each county. All ballots types were included,

including in-person, mail-in, absentee and provisional.  After the counties uploaded their manifests

to the audit software, a random seed number was generated, and the audit software selected the

random list of ballots to be retrieved by each county.  The 63 participating counties retrieved the

ballots, indicated the vote cast for the presidential contest on each ballot, and the system tallied

and analyzed the results. The system results of the sample mirrored the reported presidential

election results across the participating counties within a fraction of a percentage point, providing

strong evidence of the accuracy of the vote count. 

"The Lebanon County Bureau of Elections completed a RLA for the presidential electors' race from

the November 3 General Election.  The RLA was a great tool that reinforced that the results of the

presidential race were done accurately and securely," said Michael Anderson, Director of Lebanon

County Bureau of Elections. "The process allowed for members of all interested parties to be

involved in the process by reviewing a random sample of ballots in a nonpartisan fashion.   As the

Director of Elections here in Lebanon County, I believe the RLA is another important tool that

demonstrates to the public that the results are accurate and provides another important measure

in keeping the process open, safe, and transparent."      

Robust post-election audits have been recommended by the U.S. Department of Homeland

Security, the U.S. Senate Select Intelligence Committee, and many other experts as one part of a

strong and resilient election infrastructure.   

"Pennsylvania's risk-limiting audit pilot of the November election is another pivotal step forward in

the commonwealth's ongoing efforts to ensure that voting is safe and secure," said Liz Howard,

senior counsel, Brennan Center for Justice at NYU School of Law. "We're proud to partner with

state and local election of�cials to help them implement the gold standard of post-election audits

to protect voter con�dence in the integrity of our elections."  

The success of this second statewide audit will provide the Department's post-election audit

workgroup with valuable information as it continues to develop auditing practices and procedures

that advance election security and integrity across the Commonwealth.  

 



"As a former Pennsylvania county election of�cial who was on the ground �oor of the risk-limiting

audit effort in 2019, it was especially gratifying to see the statewide pilot of the general election

come to fruition and be successfully completed," said Jeff Greenburg, regional director for election

support, National Vote at Home Institute. "We were honored to have contributed to this historic

audit."   

Over the past three years, the Department of State certi�ed nine new voting systems for use by

the counties. Each system provides a voter veri�able paper record of each vote cast, meets the

latest standards of security and accessibility, and can be thoroughly audited. All counties had

selected and implemented new voting systems in time for the 2020 primary. Previous County RLA

pilots were held successfully in Mercer and Philadelphia counties in 2019 and the �rst statewide

pilot was held in August of 2020.  

In addition, in Pennsylvania every voting system and paper ballot must include plain text that

voters can read to verify their choices before casting their ballot, and every system has successfully

completed penetration testing, access-control testing and testing to ensure that every access

point, software and �rmware are protected from tampering. Many other important

recommendations by national security and cybersecurity experts are in place in Pennsylvania,

including mandatory pre-election testing of all voting equipment before every election. 

"VotingWorks is proud to support Pennsylvania's work to implement best-in-class election audits,"

said Ginny Vander Roest, election implementation manager, VotingWorks. "Their dedicated county

election administrators once again proved that election security is their priority." 

For more information on election security in Pennsylvania, visit 

votesPA.com
 (https://www.votespa.com/About-Elections/Pages/Elec
tion-Security.aspx) .  

 

MEDIA CONTACT:    Wanda Murren, 717-783-1621  
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10/12/21, 4:28 PM Trump's failed efforts to overturn the election by the numbers

https://www.usatoday.com/in-depth/news/politics/elections/2021/01/06/trumps-failed-efforts-overturn-election-numbers/4130307001/ 1/11

W ASHINGTON — President Donald Trump spent much of the 2020
presidential campaign insisting that he could only lose if the election was
rigged against him, and he has spent nearly every day since his defeat

claiming his dire predictions of fraud had come to pass. 

Show caption

By the numbers: President Donald
Trump's failed efforts to overturn the
election

Trump and allies �led scores of lawsuits, tried to convince state
legislatures to take action, organized protests and held hearings.. None
of it worked.

William Cummings, Joey Garrison and Jim Sergent, USA TODAY

Published 5:01 AM EST Jan. 6, 2021 | Updated 10:50 AM EST Jan. 6, 2021
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But just as he cried foul before a single vote was cast – something he also did in 2016 –
Trump has maintained he was robbed of victory without any credible evidence to support that
belief.

Despite assurances from his own departments of Justice and Homeland Security that no
serious fraud occurred, Trump has raged against the election result and mounted a relentless
campaign to reverse President-elect Joe Biden's 306-232 Electoral College win.

More: Congress' count of Electoral College votes could be most contentious in 144 years.
Here are past dramatic moments

The president, his lawyers and his allies have filed scores of lawsuits; made repeated
allegations of election fraud in news and social media; organized protests; tried to convince
state legislatures to take action; and held hearings in various state houses, hotel ballrooms
and, at one point, a landscaping company. And on Wednesday, 13 senators and more than
100 Republican lawmakers plan to object to the certification of Biden's win when Congress
meets in a joint session. 
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SOURCE Trump Twitter Archive

President Trump has used "rigged" 157 times in his 
tweets since he took office. 75 have been tweeted 
since May about the 2020 presidential election.  

Sept. 14

RIGGED ELECTION. 
WE WILL WIN!

...of the Ballots in Nevada!? 
Not fair, Rigged Election! 
@GovSisolak, will use every 
trick in the book to cheat 
with Ballots.

Tap on square to read the tweets

May 11

This is why it’s not really the 
Lamestream Media, it’s 
the Rigged Media....and it is what 
I’m up against. It was corrupt in 
2016. Now it is much more corrupt, 
and what you are seeing is the least 
of it....but WE WILL WIN AGAIN!
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Nov. 15
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All those efforts to overturn the election can be a bit dizzying, so USA TODAY has broken it
down by the numbers to help make sense of it all. 

Election lawsuits: 62

The president and his allies filed 62 lawsuits in state and federal courts seeking to overturn
election results in states the president lost, according to Marc Elias, a Democratic election
lawyer who is tracking the outcomes.

Election lawsuit defeats: 61

Subscribe Sign In

https://pr.ybp.yahoo.com/cj/cd/HmPC19lXAaHXtecR9EJ-HkcVVL-WXs3rozVGWcITRF-wvJvfkfm5JzdVJXyoU4xFiaG0kkbDTdDLLWu3wXc6VhA_2enmpZrySLU-aIcmC5hCdQ7N5Dupf-U42wE13Qq9dvfzhM_KhmSRkjV3gFZSFGY1rm_5fLIcE8pqBwnZoIULyxEhBc-MEI0Y4S-kWpYy1akU4eolOFalUmR_VMtRnB11oWv1RQy2Qka18MPJcrsjkOSBU-LT-_yG-BMZabKvgMszndCC5ymf4pKTFZLkLVBWyMexeafmivP51hv1PONaHMlqDksHouRtWBDSrmkM/rurl/https://www.dollartree.com/weeklyad?utm_campaign=10-10_Event&utm_source=NOVUS&utm_medium=Premier&utm_content=WeeklyAd&vmcid=p%24d%2Co%247184471671829419297%2Ct%241634070495326%2Ca%248449476
http://info.yahoo.com/privacy/us/yahoo/relevantads.html
https://subscribe.usatoday.com/?gps-source=CPTOPNAVBARM&itm_medium=ONSITE&itm_campaign=CPTOPNAVBARM&itm_content=CPTOPNAVBARM&itm_source=CPTOPNAVBARM
https://login.usatoday.com/USAT-GUP/authenticate?success-url=https://www.usatoday.com/in-depth/news/politics/elections/2021/01/06/trumps-failed-efforts-overturn-election-numbers/4130307001/&cancel-url=https://www.usatoday.com/in-depth/news/politics/elections/2021/01/06/trumps-failed-efforts-overturn-election-numbers/4130307001/&return-url=https://www.usatoday.com/in-depth/news/politics/elections/2021/01/06/trumps-failed-efforts-overturn-election-numbers/4130307001/
https://www.usatoday.com/news/


10/12/21, 4:28 PM Trump's failed efforts to overturn the election by the numbers

https://www.usatoday.com/in-depth/news/politics/elections/2021/01/06/trumps-failed-efforts-overturn-election-numbers/4130307001/ 4/11

Out of the 62 lawsuits filed challenging the presidential election, 61 have failed, according to
Elias. 

Some cases were dismissed for lack of standing and others based on the merits of the voter
fraud allegations. The decisions have came from both Democratic-appointed and Republican-
appointed judges – including federal judges appointed by Trump.

More: 'It really is over now': The 24 hours that likely thwarted Trump's effort to overturn the
election

State Supreme Courts in Arizona, Nevada and Arizona each rejected or declined to hear
Trump’s appeals to overturn results in those states, while the Pennsylvania and Michigan
supreme courts denied multiple lawsuits. 

The 60th and 61st losses came in recent days.

Last Friday, a Trump-appointed federal judge in Texas dismissed a lawsuit from Rep. Louie
Gohmert, R-Texas, that argued Vice President Mike Pence has the conditional power to
decide which states' Electoral College votes to count.

More: A look at what several state supreme courts said about rejecting attempts to overturn
Biden's election win

On Monday, a federal judge dismissed a lawsuit filed by voters in Wisconsin, Pennsylvania,
Georgia, Michigan and Arizona that argued state legislatures should have met after the
election to certify votes.

Pennsylvania judge ruled 
voters had 3 days after the 
election to provide proper ID 
and "cure" their ballots.
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The lone victory for the Trump team was a small one. A Pennsylvania judge sided with the
Trump campaign, ruling that voters could not go back and “cure” their ballots if they failed to
provide proper identification three days after the election. The ruling affected few votes and
did not change the outcome in Pennsylvania, which Biden won by 81,660 votes.

Number of contested states: 6

The vast majority of the lawsuits were in six pivotal battleground states that Biden
won: Arizona, Georgia, Michigan, Nevada, Pennsylvania and Wisconsin. 

Trump won five of the states four years ago in his victory over Hillary Clinton, but Biden
flipped each to the Democratic column.

House Republicans who plan to object to Electoral College results Wednesday said they plan
to target these same six states.

Number of times the US Supreme Court sided against Trump: 2

DEC. 8

KELLY, MIKE, ET AL. V. PENNSYLVANIA, ET AL.

"The application for injunctive relief 
presented to Justice Alito and by him 

referred to the Court is denied."
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The U.S. Supreme Court twice refused to take up Trump-endorsed lawsuits that sought to
overturn the results of the Nov. 3 election.

In a one-sentence denial, the Supreme Court on Dec. 8 rejected a request from Pennsylvania
Republicans that sought to overturn Biden's win in the state. The challenge, led Rep. Mike
Kelly, R-Pa., claimed that the Republican-led state legislature's expansion of absentee voting
violated the state's constitution.

Three days later, the Supreme Court refused to let Texas challenge the election results in four
battleground states critical to Trump's defeat. The court said Texas did not demonstrate
"a judicially cognizable interest in the manner in which another state conducts its elections."

Number of recounts: 3
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Georgia held two recounts of its presidential election results, both reaffirming Biden's win in
the state. Wisconsin had one recount that confirmed Biden's victory there.

The first recount in Georgia – a hand recount ordered by the state – found Biden won
by 12,284 votes, a narrower margin than the 14,196-vote lead he held immediately following
the election. Local election administrators identified uncounted ballots in four counties. Each
was the result of human error.

The second recount in Georgia – one requested by the Trump campaign – narrowed Biden's
victory to 11,779 votes 

Votes Trump gained from recounts: 2,343

2,473,633

After 2nd recount: 1
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In Wisconsin, Biden gained 74 votes following a partial recount of the state's results that
focused only on two Democratic strongholds, Milwaukee and Dane counties. It
increased Biden's statewide margin to 20,682 votes out of about 3 million cast.

Adding the differences in both states together, Trump gained 2,343 votes as a result of the
Georgia and Wisconsin recounts.

Number of elections Trump has claimed were rigged: At least 6

This is not the first time Trump has declared an election had been "rigged" or "stolen." 

On Election Day in 2012, when President Barack Obama defeated his Republican challenger
Mitt Romney, Trump tweeted that there were "reports of voting machines switching Romney
votes to Obama."

"Pay close attention to the machines, don't let your vote be stolen," he said. 
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Four years later, when Sen. Ted Cruz, R-Texas, defeated Trump in the Iowa caucuses, Trump
tweeted, "Ted Cruz didn't win Iowa, he stole it. That is why all of the polls were so wrong and
why he got far more votes than anticipated. Bad!"

Trump also said the 2016 Democratic primary was "rigged" against Sen. Bernie Sanders, I-
Vt., and, as in 2020, he declared the 2016 general election race was "rigged" against him
before it even took place. Even after winning the election and being sworn in as president,
Trump baselessly insisted more than 3 million illegal votes were cast against him. A White
House commission Trump created to investigate election fraud disbanded without finding
any evidence to support the president's claims. 

Trump went on to allege "fraud" in the 2018 midterm elections and to imply there was
something nefarious about the late changing vote totals in tight races, though such changes
are routine in close elections where projections cannot be made immediately. 

The president also declared in 2020, without evidence, that the Democratic primary had once
again been "rigged" against Sanders. 

Number of electoral votes changed as the result of Trump's effort: 0

Despite all the lawsuits, recounts and false voter fraud allegations, the Electoral College
on Dec. 14 elected Biden the next president by a margin of 306 to 232 – marking no change in

Ted Cruz didn't win Iowa, he stole it. That is why all of the polls were so wrong
and why he got far more votes than anticipated. Bad!

— Donald J. Trump (@realDonaldTrump) February 3, 2016

Just out — in Arizona, SIGNATURES DON’T MATCH. Electoral corruption - Call
for a new Election? We must protect our Democracy!

— Donald J. Trump (@realDonaldTrump) November 9, 2018
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the electoral outcome. 

Biden finished with a record 81,281,502 votes nationally, defeating Trump in the popular vote
by a sizable 7 million votes.

With 51.3% of the national popular vote, Biden won with the highest share of the vote for a
challenger of an incumbent president since Franklin D. Roosevelt in 1932. Trump won 46.8%
of the vote nationally.

Days until Biden's inauguration

Wednesday's joint session of Congress will have procedural fireworks as 13 U.S. senators and
more than 100 Republican House members plan to object to electoral votes from potentially
six battleground states that Biden won.

But the efforts are doomed to fail, lacking the votes in the Democratic-controlled House and
even in the Republican-led Senate. Because each objection could lead to hours of debate in
the House and Senate, the session could be a marathon.

But in the end, Biden and Harris will be inaugurated as the next president and vice president
at noon on Jan. 20. 
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EXPLAINER: As Arizona election ‘audit’ ends, new ones begin

 Sep 25, 2021 2:20 PM EDT

HARRISBURG, Pa. — The most closely watched attempt by Republicans to examine the 2020 presidential election in a battleground

state lost by former President Donald Trump is coming to an embarrassing end in Arizona, but their efforts are cranking up elsewhere.

The most recent is in Republican-controlled Texas, where the secretary of state’s office announced Thursday it would conduct a “full

and comprehensive forensic audit” of the 2020 election in four heavily populated counties.

These reviews go by various names: “audits” or “investigations,” sometimes with the word “forensic” attached.

But their scope is not always well-defined or understood, even by those pushing them, and critics say they really have one goal: to

validate Trump’s baseless claims that widespread fraud cost him the election, regardless of what the reviews might find.

None of the reviews can change the fact that Joe Biden won the presidency. His victory was certified by officials in each of the swing

states he won and by Congress on Jan. 6 — after Trump’s supporters, fueled by the same false charges that generated the audits,

stormed the Capitol to try to prevent the electoral certification.

Here’s a closer look at the Republican election reviews:

WHERE IS THE GOP PURSUING THESE ELECTION REVIEWS AND WHY?

Republicans have sought the reviews in Arizona, Michigan, Pennsylvania and Wisconsin — all battlegrounds lost by Trump. The latest

is Texas, where Trump had a 5.5 percentage point margin of victory.

Auditing efforts have occasionally played out on a smaller scale, such as in Fulton County, Georgia, which includes Atlanta, individual

counties in Pennsylvania and Michigan, and in a state legislative race in New Hampshire.

In practically every case, the reviews were launched under pressure from Trump and his allies to carry out an Arizona-style

investigation into ballots, voting machines and voter rolls for evidence of fraud to legitimize claims that have universally been

debunked.

In Wisconsin, one review is being conducted by the highly respected, nonpartisan Legislative Audit Bureau. The other, ordered by

Republican Assembly Speaker Robin Vos, is being led by a retired Wisconsin Supreme Court justice, a conservative who told Trump

supporters in November the election had been stolen.

In Pennsylvania, Republicans are retrenching after counties in July rebuffed a sweeping demand for voting machines, ballots,

computer logs and more.

A Republican-controlled Senate committee last week sent a subpoena for a wide array of election-related records to state election

officials. Democrats are suing to block it.

The latest, in Texas, was abruptly announced just a few hours after Trump released a statement telling Republican Gov. Greg Abbott

that “Texans demand a real audit to completely address their concerns.”
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The secretary of state’s office — where a top deputy has previously said the 2020 elections were “smooth and secure” — said it would

audit four of the state’s most populous counties: three voted for Biden and the other is where Republicans are quickly losing ground in

the booming Dallas suburbs.

___

WHY DO DEMOCRATS AND OTHER CRITICS SAY THE REVIEWS ARE BOGUS?

For starters, Trump’s false claims of an election stolen by widespread fraud have been debunked by both Republican and Democratic

judges, his own Justice Department and numerous recounts and audits.

The quests to unearth election fraud have not, so far, even remotely resembled the kind of audits that are widely recognized as

legitimate by the professional auditing community.

In Arizona, election experts have cited numerous flaws with the review, from biased and inexperienced contractors to conspiracy-

chasing funders and bizarre, unreliable methods. Nearly every allegation made by the review team so far has crumbled under scrutiny.

Democrats say Republicans are simply perpetuating Trump’s “big lie” of baseless claims about election fraud. They say those claims

have eroded confidence in elections and that Republicans are on a mission to seize power by taking away voting rights and

undermining both democracy and elections.

___

SHOULD THEY EVEN BE CALLED “AUDITS”?

Experienced auditors say no.

That’s because actual election audits follow standard procedures and are conducted by experienced professionals. In Arizona, the

lead contractor, Cyber Ninjas, had no prior election auditing experience.

Proponents like to use the term “forensic” in conjunction with “audit” or “investigation.” But the term “forensic” describes techniques

used to investigate a crime. There’s no evidence to support any of the claims made by Trump and his allies, let alone evidence of a

crime.

Audits also must be viewed as independent. But in these cases, they are being pushed by one political party and, in Arizona, the effort

was funded almost entirely by donations from Trump supporters who have promoted conspiracy theories surrounding the election.

There also are security concerns about granting access to election equipment.

Voting systems that pass anti-tampering tests are certified by states, which have chain-of-custody laws that dictate voting machine

security and access. The U.S. Election Assistance Commission accredits labs to test voting machines and provides guidance to states

on how to maintain a chain of custody over voting systems.

___

WHAT HAVE THE COMPLETED ONES SAID?

The audit in Arizona’s Maricopa County, pushed by Republicans in the state Senate, ended Friday with a whimper. The six-month

process concluded with a report that presented no evidence to support Trump’s claim of a stolen election and ended up validating

Biden’s win in the state’s most populous county.
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The review had been widely criticized — even by some Republicans — as being riddled with bias and incompetence.

In New Hampshire, where auditors investigated discrepancies in a state legislative race at the behest of lawmakers from both parties,

the audit found no evidence of fraud or bias. It concluded that miscounts in a legislative race were primarily caused by the way

absentee ballots were folded.

Nevertheless, it drew the attention of Trump and his allies who were grasping for ways to support their false claims about the 2020

election.

In Michigan, Republican legislative leaders resisted calls for an Arizona-style “audit.” They instead empaneled a GOP-led Senate

committee that held hearings on allegations, reviewed thousands of pages of subpoenaed documents and produced a report that

found no evidence of widespread or systematic fraud.

“Our clear finding is that citizens should be confident the results represent the true results of the ballots cast by the people of

Michigan,” the report concluded. “The Committee strongly recommends citizens use a critical eye and ear toward those who have

pushed demonstrably false theories for their own personal gain.”

It didn’t mollify Trump. The former president continues to pressure lawmakers for another review.

___

HOW MUCH IS IT COSTING TAXPAYERS?

In Arizona, the Republican-controlled Senate — which commissioned the “audit” and hired the lead contractor — kicked in $150,000

in taxpayer money. But that was dwarfed by the $5.7 million disclosed in July that prominent supporters of Trump had raised to fund

the effort.

Maricopa County, which includes Phoenix, will spend $3 million to replace its vote-counting machines after determining they had been

compromised by the Republican audit.

In Wisconsin, the budget for the audit commissioned by the Republican Assembly speaker is $680,000 in taxpayer money. New

Hampshire’s audit cost more than $123,000, though the law authorizing it didn’t include any money to pay for it.

Officials in Pennsylvania and Texas have not said how much it will cost or who will conduct the audits.

By — Marc Levy, Associated Press
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Under Trump’s pressure, Texas
announces election audit
By  Reid J. Epstein  Washington Post, Updated September 24, 2021, 6:46 p.m.

Texas Governor Greg Abbott with then-President Trump at the White House in Washington on May 7, 2020. DOUG MILLS/NYT

Eight and a half hours after former president Donald Trump made a public demand for

Governor Greg Abbott of Texas to back legislation to create a “forensic audit of the 2020

election,” the Texas secretary of state’s office announced a “comprehensive forensic

audit” of the results from four of the state’s largest counties.

The quick response by state officials in Texas, which Trump carried last year by more

than 5 percentage points, was the latest example of the former president’s enduring
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“Governor Abbott, we need a ‘Forensic Audit of the 2020 Election,’” Trump said in a

midday open letter to Abbott. “Texans know voting fraud occurred in some of their

counties.”

Texas is currently without a secretary of state, after the May retirement of Ruth Ruggero

Hughs. Abbott, a Republican, has yet to appoint a successor.

Nevertheless, the office released a two-sentence statement late Thursday saying it would

examine ballots from the 2020 election in Collin, Dallas, Harris, and Tarrant counties.

The news release called those counties the “two largest Democrat counties and two

largest Republican counties” in the state, but of the four, only Collin County backed

Trump against Biden in the 2020 election. The statement said the audit process had

already begun.

Since Arizona Republicans began a review of more than 2 million ballots in Maricopa

County, Trump-aligned Republicans across the country have sought to replicate the

effort. In Wisconsin, a former state Supreme Court justice is investigating the election

results and said Monday that an audit of ballots is possible. Pennsylvania Republicans

last week sought driver’s license data and Social Security numbers for every voter in the

state as part of an inquiry into the 2020 election there.

The various reviews have not uncovered any significant evidence of fraud or impropriety

in the vote counting. But they have created a new kind of security risk as third parties

gain access to voting equipment and raised questions about the use of public resources to

investigate Republican conspiracy theories.

To date, there have been no serious allegations that the Texas election was flawed.

Texas Democrats called the audit the latest attempt by Abbott and the state’s Republicans

to cater to Trump.

influence over the Republican Party, particularly when it comes to his efforts to

undermine public confidence in the legitimacy of his loss last year to President Biden.
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“This is all an organized effort to overturn the will of the people in an effort to fuel the

‘Big Lie’ and stroke Trump’s ego,” said Gilberto Hinojosa, the chair of the Texas

Democratic Party.
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Arizona s̓ Criticized Election Review Nears End, but Copycats Are Just Getting
Started
The inquiry into the 2020 vote, derided as a badly flawed partisan exercise, has already spawned imitators in other states.

By Michael Wines

Published Sept. 23, 2021 Updated Oct. 1, 2021

WASHINGTON — Republicans in the Arizona Senate are expected on Friday to unveil the results of the deeply flawed
review they ordered into Democratic election victories last November in the state’s largest county.

The study, conducted by Republican loyalists and conspiracy theorists, some of whom previously had called the election
rigged, has long since lost any pretense of being an objective review of the 2020 election. It focuses on the votes that saw
President Biden narrowly win the state and elected a Democrat, Mark Kelly, to the U.S. Senate, and its origins reflect the
baseless Republican claims of a stolen election.

But regardless of the outcome, the effort in Arizona has already inspired copycat efforts in other states still poring over the
results from an election nearly a year old. And it has become a way to keep alive false claims of fraud and undermine faith
in the 2020 election and democracy itself.

In Wisconsin and Pennsylvania, for example, Republican-dominated Legislatures have ordered Arizona-style reviews of
the 2020 vote in their states, sometimes in consultation with the same conspiracy theorists behind the Arizona
investigation.

The speaker of the Wisconsin State Assembly, Robin Vos, ordered the inquiry in June days after former President Donald
J. Trump lambasted the Legislature for not pursuing fraud claims. He expanded it in August, allotting $680,000 in tax
dollars, a week after a private meeting with Mr. Trump. The Pennsylvania inquiry, announced in July, began in earnest last
week with a demand for information on every voter in the state.

David Deininger, a former Republican state representative and judge in Wisconsin who served on the state’s Government
Accountability Board, said the stakes extended well beyond the 2020 election. “Because of the fanfare and notoriety of
these investigations, people are beginning to lose confidence in the fairness and accuracy of election results,” he said.

“I hate to point to the Jan. 6 riot in the Capitol,” he added, “but if people lose confidence in our elections, there will be more
events like that.”

An Arizona Senate spokesman, Mike Philipsen, said that a public briefing on the findings would be held on Friday at 1 p.m.
Pacific time, and that a link to the full report would eventually be posted on the Senate Republican caucus website.

Mr. Biden carried Maricopa County, home to Phoenix and six in 10 Arizona voters last November, by some 45,000 votes out
of roughly 2.1 million cast. He won Arizona by 10,457 votes. Legitimate audits of the vote ordered by the Republican-
controlled Maricopa County Board of Supervisors, which oversaw the election, have repeatedly found no evidence of fraud
that could have tainted the results.

“We’re at an inflection point,” said Chuck Coughlin, a Phoenix pollster and Republican political consultant who has been
skeptical of the Arizona investigation. “When the results drop, I’ll be curious to see how the Legislature’s Republican
leaders react to this, including the State Senate itself.”

The 16 Republicans in the 30-member Senate unanimously supported the review when it was proposed in December. But
at least two Republican senators have publicly renounced their backing, one using Twitter in July to accuse the Senate
president, Karen Fann, also a Republican, of a “total lack of competence” in overseeing the inquiry.
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The inquiry has been dogged from its start by slipshod and sometimes bizarre conduct. The firms conducting it had
essentially no prior experience in election work, and experts said their haphazard recounting of ballots guaranteed
unreliable results. Election officials said security lapses raised the risk that voting equipment had been compromised. And
some aspects of the investigation — checking ballots for secret watermarks, and for bamboo fibers that would suggest
they were printed in Asia — were based on outlandish conspiracy theories.

Recent developments have only heightened skepticism about the election review.

In July, officials said the vote review had been largely financed by nearly $5.7 million in donations from nonprofits run by
far-right figures and allies of Mr. Trump. But in late August, a court-ordered release of documents related to the inquiry
disclosed that another $1 million had come from an escrow account controlled by Cleta Mitchell, a lawyer who advised Mr.
Trump as he sought to subvert the election results.

Ms. Mitchell was a participant in an infamous telephone conversation in January during which Mr. Trump urged Georgia’s
secretary of state to “find” enough votes to overturn Mr. Biden’s win there, suggesting he could be guilty of “a criminal
offense” if he did not.

Although officials said Mr. Trump did not contribute to the escrow account, it remains unclear who did. An email among
the released documents indicates that it came from a previously unknown group called the American Voting Rights
Foundation, whose only known officer is an accountant who has managed money for Republican congressional campaigns
and conservative political action committees.

Other documents show that the Arizona Senate signed two $50,000 contracts — to inspect voter signatures on mail ballot
envelopes and images of all 2.1 million ballots in Maricopa County — with Shiva Ayyadurai, an election conspiracy theorist
who is against vaccines and known in far-right circles as “Dr. Shiva.”

And this week, The Arizona Republic reported that Doug Logan, the head of Cyber Ninjas, the firm the State Senate hired
to oversee the investigation, had worked with allies and lawyers for Mr. Trump last winter as they sought to overturn Mr.
Biden’s election victory.

Trump s̓ Bid to Subvert the Election

Cleta Mitchell, a lawyer who advised former President Donald J. Trump, controls an
escrow account that has given $1 million to the election review in Arizona. Anna

Moneymaker for The New York Times

A monthslong campaign. During his last days in office, President Donald J. Trump and his allies undertook an increasingly
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Citing emails, texts and videos, The Republic wrote that Mr. Logan was supposed to attend a meeting in mid-November
with a group that included Sidney Powell, then a lawyer for Mr. Trump. It also indicated that Mr. Logan, identified in
documents as “Doug Patriot,” worked with Mr. Trump’s first national security adviser, Michael Flynn, and the election
conspiracy theorist Patrick Byrne on efforts to gain access to voting machines nationwide.

A spokesman for Mr. Logan, Rod Thomson, did not immediately reply to an email requesting comment.

In December, long before he was hired, Mr. Logan repeated on his Twitter account a baseless theory that Dominion Voting
Systems, a favorite target of the right, had robbed Mr. Trump of 200,000 votes in Arizona. Dominion, which has sued other
prominent advocates of similar theories for defamation, says Cyber Ninjas is “led by conspiracy theorists and QAnon
supporters.”

Arizona already has proved instructive to Republicans in other states that are seeking to autopsy their own 2020 results.
Michael Gableman, a retired Wisconsin Supreme Court justice who is leading a Republican inquiry there, traveled to
Arizona to review its investigation, and The Milwaukee Journal Sentinel reported this month that he had frequently
consulted with Mr. Ayyadurai.

Mr. Gableman, a former Republican county chairman who is known as a hard-line conservative, has drawn criticism for
telling a postelection rally of Trump loyalists that “your elected leaders have allowed unelected bureaucrats at the
Wisconsin Elections Commission to steal our vote.”

In Pennsylvania, which Mr. Biden carried by 81,660 votes, the head of the State Senate committee overseeing the election
investigation also traveled to Arizona to review its inquiry.

As in Arizona, Republicans in those states say their goal is to increase voters’ confidence in election results. Most political
experts — and privately, many Republicans — say that is baloney.

“What’s going on here is fear — fear of Donald Trump,” said Dale Schultz, a former Republican state senator in Wisconsin.
“We have to appear to be doing something, or we’re going to be punished by Donald Trump and his followers. It’s
appalling.”

The chairman of the Maricopa County Board of Supervisors, Jack Sellers, said that whatever the findings, the Arizona
Senate investigation had lent a veneer of credibility to charges of election fraud that will be tough to overcome.

“Anybody who pays attention knows there are no remaining issues” with the November vote, he said. “But it doesn’t seem
to take a lot to keep some people having doubts. I’m not sure there’s a cure for that.”

Michael Wines writes about voting and other election-related issues. Since joining The Times in 1988, he has covered the Justice Department, the White
House, Congress, Russia, southern Africa, China and various other topics.  @miwine

A version of this article appears in print on , Section A, Page 16 of the New York edition with the headline: Much-Criticized Review of 2020 Election Wins by Biden and Kelly in Arizona Wraps Up

Most Recent: Trump s̓ Election Fraud Claims

Report Cites New Details of Trump Pressure on Justice Dept. Over Election
A Senate panel fleshed out how Donald Trump pursued his plan to install a
loyalist as acting attorney general to pursue unfounded reports of fraud.
Oct. 6, 2021

urgent effort to undermine the election results. That wide-ranging campaign included perpetuating false and thoroughly

debunked claims of election fraud as well as pressing government officials for help.
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Arizona Vote Review ʻMade Up the Numbers,̓  Election Experts Say
An analysis found that a hand recount of votes by Republican investigators missed thousands of ballots, and possibly many
more.

By Michael Wines and Nick Corasaniti

Oct. 1, 2021

The circuslike review of the 2020 vote commissioned by Arizona Republicans took another wild turn on Friday when
veteran election experts charged that the very foundation of its findings — the results of a hand count of 2.1 million ballots
— was based on numbers so unreliable that they appear to be guesswork rather than tabulations.

The organizers of the review “made up the numbers,” the headline of the experts’ report reads.

The experts, a data analyst for the Arizona Republican Party and two retired executives of an election consulting firm in
Boston, said in their report that workers for the investigators failed to count thousands of ballots in a pallet of 40 ballot-
filled boxes delivered to them in the spring.

The final report by the Republican investigators concluded that President Biden actually won 99 more votes than were
reported, and that former President Donald J. Trump tallied 261 fewer votes.

But given the large undercount found in just a sliver of the 2.1 million ballots, it would effectively be impossible for the
Republican investigators to arrive at such precise numbers, the experts said.

Rod Thomson, a spokesman for Cyber Ninjas, the company hired to conduct the inquiry in Arizona, rejected the experts’
claim. “We stand by our methodology and complete final report,” he said.

Investigators went through more than 1,600 ballot-filled boxes this summer to conduct their hand recount of the election in
Maricopa County, the most populous county in the state. Both they and the Republican-controlled State Senate, which
ordered the election inquiry, have refused to disclose the details of that hand count.

But a worksheet containing the results of the hand count of 40 of those boxes was included in a final report on the election
inquiry released a week ago by Cyber Ninjas.

The three election experts said the hand count could have missed thousands or even hundreds of thousands of ballots if all
1,600 boxes of ballots were similarly undercounted. Their findings were earlier reported in The Arizona Republic.

For months, the Cyber Ninjas effort had been the lodestar of the conservative movement, the foundational investigation
that would uncover a litany of abuses and verify countless conspiracies, proving a stolen election. But the review was
criticized from the start for unprofessional and unorthodox methods and partisan influence.

Now, the experts’ findings on the vote review compound withering analyses debunking a wide range of questions raised in
the review about the counting of votes and conduct of the election. Nonetheless, the review has been embraced by Mr.
Trump and his followers even as its findings have been overwhelmingly refuted.

Noting that the leaders of the Arizona review had “zero experience in election audits,” the experts concluded, “We believe
the Ninjas’ announcement that they had confirmed, to a high degree of accuracy, the election results” of one of the largest
U.S. counties “is laughable.”

Laughable or not, none of it changed the fact that Mr. Biden won the state by about 10,500 votes and Maricopa County by
roughly 45,000 in several official tallies of the vote.

Katie Hobbs, the Democratic secretary of state in Arizona, said the report’s findings vindicated criticisms about the Cyber
Ninjas process.
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“It was clear from the start that the Cyber Ninjas were just making it up as they went,” Ms. Hobbs said in a statement.
“I’ve been saying all along that no one should trust any ‘results’ they produce, so it’s no surprise their findings are being
called into question. What can be trusted are actual election officials and experts, along with the official canvass of results.”

The inquiry into the election has been repeatedly condemned as a sham by election experts and denounced by the
Republican-dominated Maricopa County Board of Supervisors, which oversaw the 2020 vote.

Critics note that the chief executive of Cyber Ninjas had spread false allegations that Arizona voting machines were rigged
to ensure Mr. Trump’s defeat. The summer-long investigation was financed almost entirely by nearly $7 million in
donations from Trump supporters.

The experts based their conclusion on a worksheet containing a slice of the hand-count results that the Republican
investigators published in the report on their inquiry. The worksheet shows that investigators counted 32,674 ballots in 40
of the 1,634 boxes of ballots they were reviewing.

But official records show — and the investigators’ own machine count of the 2.1 million ballots effectively confirmed — that
those 40 boxes actually contained 48,371 ballots, or 15,692 more than were counted.

The worksheet indicated that nine of the boxes had not been counted at all. But even if those boxes were excluded from the
tally, the count of the remaining boxes fell 4,852 ballots short of the correct total, the experts said.

The charge of a ballot undercount comes atop the debunking by experts and Maricopa officials of virtually all of 22
implications of voting irregularities, involving more than 50,000 voters, in the Cyber Ninjas report.

Among them: A claim that 23,434 mail-in ballots may have come from addresses that voters no longer occupied was based
on research using a commercial address database that itself did not include 86,391 of the county’s registered voters and,
like most lists, relied on sources that are often inaccurate. It also ignored the fact that voters may legally cast ballots and
then move. And moving is common: More than 280,000 Maricopa County households moved in 2019 alone.

Another claim that thousands of voters returned more ballots than they received misconstrued a data file that makes a
new entry every time a damaged or incomplete ballot is corrected.

Yet another claim that precincts counted 836 more votes than were recorded ignored the fact that the records of some
3,600 voters, such as abused spouses and police officers, are not made public for security reasons. And an insinuation that
5,295 Maricopa County voters may have double-voted because residents of other counties had the same names and birth

The results of the review were presented to the Arizona State Senate last week. Adriana

Zehbrauskas for The New York Times
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years was spot-checked by county officials and found baseless; the outsiders were in fact other people.

With similar reviews now set for Pennsylvania, Wisconsin and Texas, it is increasingly clear that Arizona’s partisan review
succeeded while it failed — by amplifying baseless talking points while failing in any factual way to back up Mr. Trump’s
claims of a rigged election.

The Arizona-style reviews in other states seem likely to follow the same script with the blessing of the Republican political
leaders who are promoting them, said Nate Persily, a Stanford University law professor, elections expert and scholar of
democracy.

“For those who are pushing the fraud narrative, the actual truth is beside the point,” he said. “The idea that the election
was stolen is becoming a tribe-defining belief. It’s not about proving something at this point. It’s about showing fealty to a
particular description of reality.”

Indeed, in the wake of the initial Cyber Ninjas report, Republicans in the Pennsylvania Senate only furthered their resolve
to press ahead with a review of the election, one that includes a request for drivers’ license numbers and partial Social
Security numbers of all seven million Pennsylvania voters.

“The historic audit in Maricopa County is complete and significant findings have been brought to light,” State Senator
Doug Mastriano, a Republican and leading proponent of the election review, said in a statement last week. “If these types
of issues were uncovered in Maricopa County, imagine what could be brought to light from a full forensic audit in other
counties around the U.S. who processed mass amounts of mail-in ballots.”

On Friday, Robin Vos, the speaker of the Wisconsin Assembly, signed multiple subpoenas issued to the head of the
elections commission in Milwaukee, the biggest city in the state and home to the largest concentration of Democratic
voters, with a substantive request for documents, including communication between the city and state elections boards.

Mr. Vos, in an interview this week, reiterated his commitment to investigating the 2020 election, with a presumption that
there were mistakes in the administration.

“I think we kind of have to accept that certain things were done wrongly — figure out how to correct them, or else we’re
never going to have public confidence,” Mr. Vos said.

Reid J. Epstein contributed reporting.
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 PHOENIX (AP) — A cybersecurity firm plucked from relative obscurity to 
 conduct an unprecedented review of ballots in Arizona’s largest country is 
 readying to present its findings to Republican lawmakers. 

 Experts say there should be little anticipation about the revelations from 
 the Maricopa County audit — and whatever those revelations are, they 

 cannot be taken seriously. 

 “There are too many flaws in the way this review was conducted to trust it,” said Trey Grayson, a 
 former Republican secretary of state in Kentucky who was the coauthor of a paper outlining the 
 extensive problems. 

 Grayson cites a series of red flags, from biased and inexperienced contractors to 
 conspiracy-chasing funders and bizarre, unreliable methods. 

 https://apnews.com/article/arizona-5179ca25963431ae137a86ef999a69c2 
 10/11/21, 1:59 PM 



 The report by Cyber Ninjas, a small cybersecurity firm based in Sarasota, Florida to lead the 
 audit, is scheduled to be handed over Monday, but the findings will not immediately be made 
 public. 

 ADVERTISEMENT 

 Republicans in the state Senate launched the review of the county ballots in April in an effort to 
 find irregularities that could support former President Donald Trump’s false claims of a stolen 
 election. The lawmakers did so despite the fact that the ballots had been counted and audited 
 twice already. Courts in Arizona and other 2020 battleground states have rejected dozens of 
 election suits as judges found no evidence to support claims of fraud. 

 A broad coalition of government and industry officials called the presidential election “the most 
 secure in American history.” Trump’s attorney general, Bill Barr, said, “to date, we have not seen 
 fraud on a scale that could have effected a different outcome in the election.” 

 In Arizona, the number of problematic ballots reported  was nowhere near Democrat Joe Biden’s 
 winning margin of 10,400 votes. 

 The state Senate president, Republican Karen Fann, insists the review was meant only to 
 determine whether Arizona’s election laws were good enough. 

 Still, leaders of the review have a history of making misleading claims about their findings, and 
 those claims are amplified by Trump and his allies. 

 A look at what election experts cite as the top troubles with the election review in Maricopa 
 County: 

 BIASED CONTRACTORS 

 Fann selected Cyber Ninjas even though it had no prior experience in elections and never 
 submitted a formal bid for the work. Its owner, Doug Logan, had  tweeted support for conspiracy 
 theories  claiming Biden’s victory was illegitimate.  Logan deleted his Twitter account before his 
 Arizona contract was announced. 

 ADVERTISEMENT 

 “I’m tired of hearing people say there was no fraud,” read one tweet that Logan retweeted. “It 
 happened, it’s real, and people better get wise fast.” 

 The auditors recruited workers from Republican activist groups and did not live up to promises 
 to screen them for biased social media posts. A former Republican state lawmaker who was at 
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